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1 Intr oduction

1.1 What is the courseabout?

A network is any meansof connectingentities—usuallycomputers—togetheso that they cancommunicate. The
meansof connectioncanbe wire, or optical fibre, or radio, or satellite,or soundwavesor whatever, but the general
ideais thatwe have channelscapableof transmittinginformation betweenentities. Peopleusenetworks for mary
reasons.

e Resourcesharing. The “traditional” reasonfor having a network is sol canusethat big supercomputet00
milesuptheroad.Or | canusethe departmens high quality colour printer.

e Collaboration.l canwork with peopleon a differentcontinent,sharingdataandwriting papers.This includes
videoconferencingandemail.

e Informationgathering.If | needinformationaboutthe latestdevelopmentsn CPU design,l canlook through
theWebor USENET

o Reliability throughreplication. If my supervaluabledatabases replicatedon anothermachine,andif my
machinecrashesthenthe datais safe.Notethis is alsoa protectionagainsimaliciousattack.

e EntertainmentFrom staticcontentsuchastoday’s nevspaper®r videoon demandto interactive applications
like multi-playergamesor userparticipationquiz shows.

And muchmore,of course.

A network canbebig or small: from a single pieceof wire connectingwo machinedo the entirety of the Internet.
And whenezeryou have morethanoneentity—beit computerr person—yolhave all theusualproblemsof commu-
nication: arethey mutually comprehensible®o they sharea commonworld view? Is their meansof communication
efficient, or evensuitablefor the purpose?

“Networks” is ahugesubject.Thereis masse®f intricatedetail, someof whichis very subtleandhardto understand.
Onthe otherhandthe rewardsof understandingvena small partof the subjectcanbe substantialpothintellectually
andfinancially.

Networksarebig money atthe moment—justook atthe.com frenzy—hut mostpeopledon't realizethey have been
aroundfor alongtimein mary guises.Mention“networks” andmostonly think of the Internet.

e The telephonesystem. Ancient technology and a hugeinvestmentof money in systemsand burying copper
wire. Major problemto solve is how to make a connectionfrom A to B. Now caughtup in the Internetboom
andmodernisingapidly, with muchinvestmenin opticalfibre.

e Themobile phonesystem .Newer andstill developing(the next generatiorof mobile phoness aboutto arrive).
Investmenin transmitterstationsandradiowavelengthsNow A andB aremoving about.

e TV andradio. A one-mal systemmostly Investmenin contenttransmittersandrelayers(e.g.,satellites).

e Cablenetworks. TV again,but alsotelephoneanddata.



o Data Networks. Private compaly nets. Dial-up systems. Eachits own protocol, both hardware (voltages,
numberof wires, etc.) andproprietarysoftware. Examples DECNet,Microsoft, Novell IPX, AppleTalk.

e Thelnternet. Often confusedwith the World Wide Web which is just onething thatthe Internetsenes. Actu-
ally emailhasbeenmostimportantin the developmenif the Internet. Also senesfile transfer remoteaccess,
conferencevideo, etc. the “Internet” is actuallya collectionof smallernetworks all connectedogetherusing
a widely agreedprotocol: the InternetProtocol(IP). The smallernetworks are owned by companiesor gov-
ernmentor individuals,andmay be themselescomposef smallernetworks. Thereis a stronghierarchical
shapeto the Internet,but thereis no-onein overall chage. Eachgroupownsits own part of the Internet,and
they all agreeon how to connecto the otherparts:the Internetis a greatcollaboratve effort. Thisis in contrast
to theabove proprietarysystems.

Thesucces®f the Internetover private,proprietarysystemss dueto the Internetbeingpublic, open,andthatit
usesstandard$rom the hardwarelevel on up.

Therearetechnicalgroupsto overseehe growth anddevelopmenif the Internet,but thesearegenerallynon-
profit.

Networksareoftenclassifiedby size.
e LAN. Local AreaNetwork. A network in a building or organisation.Requirement$or speedandresponsie-
ness.

e MAN. MetropolitanAreaNetwork. A city-wide network. Problemsof who paysfor what. Bathis connectedo
theBristol andWestof EnglandMAN (BWE MAN).

¢ WAN. Wide AreaNetwork. Long haul,e.g.,country-wide.Problemsof long trip delays,protocolcorversions.
The UK academicommunityusesthe Joint Academid\Network or JANET.
Thereis muchoverlapbetweerthese put differenttechnologie€anbetargetedat the problemsof a particularsize of
network.
This coursewill concentratenostly onthelnternet,andin particularthe protocolsthatareusedonit.

Somelinks areavailableat http://www.bath.ac.uk/"masrjb/Cou rseNot es/ma th007 8.html

Occasionallytherearesnippetf text lik e this one. Thesearebits andpieceshatarenot partof themain
thrustof thetext, or thingsthatmayonly make sensdater. Ignoreatthefirst reading,if youwish.

1.2 Books

Primary: Stevens“TCP/IP lllustrated,Volume1”. Therearemary otherbooksabout,thoughbewareof the “IP for
Windows” kind of books. They just tell you what buttonsto pressin which windows, andgive no understandingf
what's really happening.

Backgroundeading:TanenbauniComputerNetworks” (Third Edition).

Dueto therapid changen Internettechnologyboththesebooksarea trifle out of datein places:but the majority of
the contentis still absolutelyrelevant.



1.3 How big is 1IMB?

Thereare several waysto measurghingsin the computerworld, and somepeopleusethe samemeasure$o mean
differentthings.

For example,whendescribingmemory 1MB generallymeansl megabyte,whichis 220 = 1048576 bytes. On the
otherhand,disk manufcturersusuallyuse 1IMB to mean10% = 1000000 bytes. Thusyou cant fit a megabyteof
memoryon a megabytedisk! And worse,sometimeghe two systemsare mixed: the 1.44MB floppy disk usesa
megabyteof 1024000bytes.

To try to disambiguatehe confusion,thereis an official InternationalElectrotechnicalCommission(IEC) standard
that definesa megabyteasdefinitely 106 bytes,andintroducesa new unit, the mebibyte thatis definitely 22° bytes.

This takesthe first two lettersof the existing nameandadds“bi” for binary. Unfortunately not mary peopleareyet

awareof this system.

Traditional K M G T P E
name kilo mega giga tera peta exa
binary | 210 = 220 230 210 250 200

1024 1.04 x 10® 1.07 x 10° 1.10 x 102 1.12x 10'% 1.15 x 10!®
decimal | 1000 108 10° 1012 1015 10!8
IEC Ki Mi Gi Ti Pi Ei
name kibi mebi gibi tebi pebi exbi
210 220 230 240 250 260

We shallbe usingthetraditionalbinary

b hit B byte
M  mega G giga
K  kilo s persecond

sothat10Mb meansl0 megabits,and 10KB/s meanslO kilobytesper secondthoughsometimesvhentalking about
datarateswe shallbelazy anduseMb to meanMb/s. For example,“10Mb Ethernet’shouldbe “10Mb/s Ethernet,
but theformeris commonusage.

2 History

Thisis a brief overview of theInternetonly.

2.1 Past

Thisis averysketchyhistoryof the Internet.Much is omittedandmuchis simplified.

In the mid 1960sthe AdvancedResearchProjectsAgeng/ (ARPA) wanteda systemto allow researcherto useeach
other’s (expensve) computers.Designedo be non-centralisedo avoid single pointsof failure, specificallynuclear
attackg(this wasthe heightof the Cold War).

Simpletelephondinks weretoo vulnerable,as choppingone would split the network. They movedto the idea of
padket switthednetworks.

Thetelephonesystemis basedn circuit switching. This meanghattheir objectiveis to provide an (electrical)circuit
from A to B overwhichthe conversationwill becarried.Thisis lik e reservinghewhole of the eastcoastrailway line

10
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to allow a singletrain to go from Londonto Edinburgh. A secondrain cannotusetheline until the first hasreached
its destination.

Thealternatve is padket!switching. Thetrainis brokenup into carriagesandeachis sentsingly down thetrack. The
big advantageis that several trainscansharethe sameline: the carriagescanbe interleaved. Furthermoreseparate
carriagesanactuallytake differentroutes,aslong aswe reassembléhemin the correctorderat the destination.This
givesusbetteruseof thetrackbandwidth,andresilienceagainsteavesontheline.

In termsof data,packet switchingis just this: chopthe dataup into manageablehunksor padkets androuteeach
pacletindividually. Comparethis with circuit switching,wherea dedicatedine is setup for thetransactionWe shall
compareheprosandconslater.

Thefirst ARPA netconsistedf InterfaceMessageProcessor§lMPs) connectedy transmissiorlines. Thesewere
multiply connectedogetherin a redundantfashionfor reliability. The IMPs usedstore and forward, thatis they
readan entire pacletinto their memorybeforesendingit on. Thesewere24KB minicomputersconnectedy 56Kb
telephondines.

Notethat,asis still truetoday it wascommonfor the Internetto usethe existing telephonesystemo carrythesignals.

In 1969the network wentlive with 4 nodes:StanfordResearchnstitute, UJCLA, UC SantaBarbaraandthe University
of Utah. They specificallyconnectedncompatiblehostcomputerdo demonstratéhe machineindependencef their
system. The protocolthe network usedwas called Network Control Protocol (NCP). Very soonit was found that
remoteacces®f computersvasnot the main useof the system but emailanddiscussiorgroups. The socialside of
theInternetwasstartingto berecognised.

By the end of 1972therewere 30 or so hostsconnectedacrossthe width of the USA. In 1973 University College
Londonjoinedup. Theprotocolsthenetwork usedwereundercontinuousdevelopmentandby 1974the Transmission
Control Protocol/InterneProtocol(TCP/IP)emegedto replaceNCP As the operatingsystemof choiceat thattime
(Unix) had TCP/IPbuilt in, it waseasyfor Universitiesto join the ARPANET.

Any mary did. 1979saw the adwentof USENET news: a logical progressiorfrom telephonedial-up bulletin boards
andthediscussiorgroups.

By the early 1980stherewere hundredsof machinesconnected.lt wasbecominga little difficult to manageall the
namedor themachinesonew protocolsweredevelopedto collectmachinesnto domainsandhave anon-centralised
methodof naming. This wasthe DomainNaming System(DNS): the .com wasborn. In 1982the word “internet”
wasfirst usedto describea network of networks.

In the mid 1980sa high speedsuccessoto ARPANET was developed. The National ScienceFoundation(NSF)
createdthe NFSNET badkbonesetup betweenthe six NSF supercomputesitesand this provided major trunking
betweerregional networks. This startedat 56Kb telephondines, but wassoonupgradedo 448Kbfibre optic lines,
andthenl.5Mblinesin 1990.By the endof the'80s, therearehundredf thousand®f hostson theInternet.

In 1989/1990the ARPANET is decommissioned.

Big businessstartedto beinterestedandthey providedcommerciallP networks,andthe backbonevasreplacedy a
collectionof commerciallydriveninfrastructure.

11



This growth wasfuelled by the usespeoplemadeof the networks. Mostly email, but otherthings,too.

Useof a generalprotocolto connectmachines.Non-proprietaryand openso arnyone could adoptit andimplement
it. Many otherstandardse.g.,OSFin the UK, IBM’ s mainframenetwork, BITNET, HEPNET (high enegy physics),
SN (NASA), andsoon. But theonly protocolallowedon the Internetis IP, andthis ensuredhatanIBM machine
couldtalk to a DEC machineregardlesof their internalworkings.

Continuedgrowth. Generalusein Universitiesanda few companiesmainly email. Ethernetat 10Mb asa general
local network connect.Thedeclineof the otherprotocols:everybodystartsusingthe P in their systemsn preference
to their own or boughtin protocols.

Inventionof Gopherin 1991. The University of Minnesotainventeda systemto simplify the fetching of files with

the“go for” system.This presentghe userwith alist of files anddirectoriesandthesecanbe links to othergopher
systemarnywhereelsein theworld. Gophemwaspopularfor awhile beingtext basedandthussuitablefor themajority
of terminalsin useatthetime. (Gopheris still supportedn themajorWebbrowsers.)

Inventionof the World Wide Web (WWW) in 1991.Tim Berners-Leat CERN (Europearcentrefor nuclearresearch)
needechway to controltheirhugeamountsof data(report,pictures programsetc.) thatwerespreadacrosghe mary
participatingcountries. He inventedthe World Wide Weh Similar to gopher but with a graphicalpoint-and-click
interfaceand the ability to display pictures(andlater, soundandvideo). He and Marc Andreesserdevelopedthe
Mosaicbrowser(1993),laterto becomeNetscape.

Thiswasa big breakthroughpoint andclick interfacesallows useby nontechnicalpeople.

Suddemmassie growth asthe Internetis recognisedo have commercialvaluefor delivering contentvia the WWW,
andthegenerapublicathomecanusebrowsersto accesd viamodems After severalfalsestarts(they tried to market
their own proprietarysystem)Microsoft fallsinto line andthe Internettakesoff.

Hugegrowth in InternetServiceProviders(ISPs),companieghatconnectyou to the Internet,e.g.,AOL) andcompa-
niesselling overthe WWW: billions of dollarsarespenton andover the Internet. Growth in infrastructurenvolving
adwancesdn opticalfibre technologyandprocessopower.

In the UK “free” ISPsarrive andtheseboostthe growth here.

Internetcompaniegyo public andreapbillions. EntertainmentompanieggenerallyTV, film, andpublishing)start
takinganinterest.

2.2 Present

The PC revolution allows the generalpublic greatcomputingpower. Network cardsand modemscheapthrough
economie®f scale.Smallbusinessesansetup networksvery easily andhugenumbersof commerciall SPsexist to
connecthemto thenternet.

More bandwidth. “Fast” modemsat 56Kb. IntegratedServicesDigital Network (ISDN) at 128Kh. FastEthernetat
100Mh AsynchronoudransferMode (ATM) networksat 155Mband622Mb (from thetelecomsarea:circuit based,
but canrun IP pacletsoverit). GigabitEthernetat 1Gb,then10Gh Internet2.

Teleconferencingnternettelepholy, teleworking, telemedecine.

Continuedgrowth. Continuedbusinesdnterest.Internetmarketin turmoil. Internetcompaniesnakinga big splash
onthemoneg markets,but not actuallymakingthatmuchmoney, if ary. EcommerceCompaniestill looking for the
right approachCompalty mergers:AOL andTime-Warner.

Big companiesvorried aboutintellectualproperty(e.g.,DVD, MP3), andurge governmentgo passlaws (e.g.,pro-
posedcopyright law in USA whereyou areboundby a contractyou have notread).

12



Governmentsgetting worried aboutsomethingthey don't control, particularly regardingtaxes. Laws framedand
passede.g.,Australia,thatdon’t appeato understandheway the Internetworks. Questionf territoriality. Thefour
horsemerof the Infocalypse:terrorists paedophilesmoney launderersgdrugdealers.

Disputesover who ownswhat, e.g.,domainnames.Disputesover control of standardse.g.,Netscapevs. Microsoft
for HTML, andSunvs. Microsoft for Java.

Questionof securityandauthenticatiorarise. Try to ensuresecurityof, e.g.,creditcardnumbers.Also: is this sitel
ambuying from really who they saythey are?Encryptionis a difficult issue:governmentavantto readyour email.

2.3 Future

Who knows?Here's someguesses.

More bandwidth. Terabitnetworks: fibre optic cableswith hundredsof fibres eachwith thousandof colourseach
carryinggigabits. Broadbando the home: AsymmetricDigital SubscribelLine (ADSL) over existing copperwire
(about1.5Mb downlink, and perhapsl6Kb upstreamplus enoughleft for a normaltelephonechannel),and cable
modemg500Kbto 2Mb) over fibre optic or coax.

New ways of supplyingInternetconnectvity: over radio; over the electricity grid; over TV and satellite. Use of
Internetexceedauseof telephones.

The squeezen IP addressesThe slow cornversionto IPv6: enoughaddresseto have billions per squarefoot of the
wholeplanet.Internet2in Universitiesspreads.

More big businesdry to directthe way the Internetworks. Somelarge companiedry to enforcesoftware patentso
try to grabcontrol of partsof the Internet,e.g.,Amazonand“one-click shopping”.Growth in Internetbusinessesk e
books,CDs,groceriesVirtual businessedifferentfrontsto thesamecompaiy or unifiedfrontsto severalcompanies.

Governmentgetmoreworriedabouttheempavermentof theindividual: somegroupor individualdoessometerrorist
acton or usingthe Internet,this is usedasan excuseto try to passrestrictive laws (c.f., “the thievesuseda getavay
car, thuswe shouldbanthe useof cars”).

Growth of Internetin Third World countriesge.g.,Africa, andsimilarly in India, China,etal. Thereis abattlebetween
the USA andtherestof theworld over “cultural imperialism”.

The entertainmenindustrytriesto take over; delivery of TV andvideosover the Internet. Interactive services.Tele-
phory overthe Internet(VolP) becomesommon.Bankingoverthe Internet.

Thelnternetmovesinto smallerandsmallerdevices. Networkedhomes:connectherefrigerator(or coke machine)o
thelnternet.“Thin clients” whereyou have anInternet-enabledevice thatconnectgo a word processopn a chunky
machinesomevhereelse.Mobile Internet:onyourtelephonein your car.

Ubiquity. Corvergence TV equalscomputerequalsgamesconsoleequalstelephoneequalsrefrigerator

3 The SevenLayer Model

Building anetwork is a very complicatedoroblem. Therearemary thingsto be addressed:

¢ Whathardwaredo we use?This includesthingslik e the designof plugsandsoclets.
¢ How dowe encodebits onthe hardware?Whatvoltageswhatspeed.

e What standardof servicedo we wish to provide? Reliable,connectionlessstreamoriented,packet switched.
Flow control.

13
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e Whatinterfaceto the computerdo we want?How do programmersctuallyusethe network?

e Whatprotocolsshouldwe to conneciapplicationsE.g.,the WWW.
The thing to noteis thatwe have to have a standardall the way from the lowestpart of the hardwareright up to the
highestlevel of the softwareif two randommachinesn theworld areto communicate.

Onewayto approactthisis to have onehugestandardhatfixeseverythingat everylevel. But thisis notveryflexible.
Maybewe wantto changehe hardware:do we have to rewrite our browserto accommodatéhe new standard?

Fortunately the problemnicely decomposesto several smallerproblems,andin 1983a layered standardvas pro-

posed.Or, to be moreprecise arefeencemodelwasproposedthe InternationalStandard©rganisation(ISO) Open
SystemdnterconnectioffOSI) ReferenceModel. Thisis commonlyknown asthe OSISevenLayerModel It defines
away you shouldthink aboutpresentinga standardor a network definition. It doesnt actuallygive a standardor a

network itself (thoughtherewasonedirectly basen it asa separatstandard).

Theprinciplesinvolvedwere

¢ alayershouldbe createdvhereadifferentlevel of abstractioris needed

e eachlayershouldperformawell definedfunction

e thefunctionof eachlayershouldbe choserwith aneye towarddefininginternationallystandardisegrotocols
e thelayerboundarieshouldbe choserto minimisetheinformationflow acrosgheinterfaces

¢ thenumberof layersshouldbe large enoughthat distinct functionsneednot be thrown togetherout necessity

andsmallenoughthatthe architecturedoesnot becomeunwieldy.

Here arethe seven layerswith their classicalproperties:note that not everyonesticks hard andfastto this kind of
division of behaviours.

3.1 The Physical Layer

Thisis the hardwarelayeranddealswith thetransmissiorof bits over a channel.Typical problemsarewhatvoltages
(or changeof voltages)shouldbe usedto signify a 1 anda 0; how long shoulda bit be; how mary wiresto usein the
cable;whateachwire is for. Thisis anelectricalandmechanicabkpecificatiorthattransmitsa continuousstreamof

bits. Notethatthis layermight beradioratherthancopperwire.

3.2 The DatalLink Layer

This layer takesthe physicalmediumanddecideshow to useit to provide a channelwherethereare no undetected
errorsof transmissionNotethatwe might allow a physicallayerthatis proneto errors(e.g.,radio)aslong aswe can
detectthoseerrors.

Typically this is achieved by breakingthe input datainto data frames andtransmittingeachframein sequenceA
framemight betensor thousand®f byteslong. Perhapadknowledgmentramesarereturnedirom therecever. If a
frameis corrupted(lost, damagedor duplicated)the datalink layercanretransmit.

Anotherproblemthatcanbeaddressedtthis layeris flow control. Perhapshesendelis pumpingout datafasterthan
the recevver cancurrently copewith: somemeansof telling the senderto slov down mustbe employed. Similarly,
whentherecever hascaughtup, it caninform the sendeito speedup again.
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3.3 The Network Layer

This is concerneavith controlling the operationof the subnet,ncluding the questionof how to routea paclet from
sourceto destination.This mightincludethe problemof congestiorcontrol: if too mary pacletstrying to useuseone
line we mightreroutesome or useflow controlto slow somesourcesiown.

We canalsodealwith inter-network problemsat this layer. Perhapsa paclet is routedfrom onenetwork to another
thathasa smallerframesize.

The network layer alsodealswith thingslike accounting countingthe numberof bits sentby a usersowe canbill
themlater.

3.4 The Transport Layer

This layer acceptsdatafrom the next, the sessionlayer, and chopsit into paclets suitablefor the network layer.
Similarly, it recevespacletsfrom the network layerandreassemblethemin the correctorderfor the sessiorlayer.

This layercanmanagenetwork connectionsmaybesendingonedatastreamout over severalconnectiongo improve
throughputor multiplexing severaldatastreamsver oneconnectiorto saze money.

This layer provides the type of serviceavailable to the user: examplesare reliable (error-free), order preserving,
connectiororiented(it appearghatwe have adirectline to the destinationcf. atelephonecall), connectionlesgéeach
pacletis treatedndividually).

3.5 The Sessiorn_ayer

This allows the userto createa sessiorbetweenthe sourceanddestination.Oneexampleis a remotelogin session:
you make the sessiorby usingtelnet  or whatever, andthis sessiorpersistsuntil you logout, whenthe sessiors
takendown. Sometimes sessiorcanbevery short,e.g. justlong enoughfor anemailor Web pageto betransmitted.

This layer takes careof thingslike synchronisationif you have a large file to transmitthat takes 2 hours,andthe
network or theremotemachinecrashesfter1 hour, the sessiorlayercanreestablistihe connectiorat the pointit left
off ratherthanstartingagain.The sessiorpersistavhile thetransporicandisappeafor awhile.

3.6 The PresentationLayer

The presentatiottayeris gettingvery closeto the enduser It providesthingsthatarecommonlyneededsowe don't

haveto reimplementhemin everyapplication. Thisincludesstuff lik e standarancodingdor letters(ASCII), integers
(two complemenbig endian),andfloating point (IEEE), sothatmachinest eitherendcanagreeon whatthis stream
of bits actuallymeans.

3.7 The Application Layer

Thisis thetop layerin this model. It containghe protocolsthatendusersapplicationseediketelnet , SMTPfor
email, http for the WWW, andsoon.

Beyond the applicationlayer arethe programsthat the usersees:a browserthat useshttp  or a emailerthat uses
SMTPto sendemail.
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Figure2: OSlencapsulation

3.8 How the layersfit together

In a pureimplementatiorof the modeleachlayeronly hascontactwith the layersimmediatelyabove andbelow it.

Eachlayeris passedo the next via encapsulation This is just wrappingup the datain a way thatthe layer belon
cancopewith it. This startswhenthe userdatais passedo the applicationlayer This might addsomestuff, e.g.,a
standarcemailheader

This is passedo the presentatiodayer. As far asthis layeris concernedit just getsa bunchof bits. It doesnt (or
shouldnt) know thatthefirst few bits areanapplicationheader This layer maytransformthe datain someway (e.g.,
corvertnumberdo a particularformat),andmay prependa headethatcontainsusefulinformationfor the personwvho
eventuallycomesto unpackthedata.

And soondown throughthe model. Eachlayermay performary transformon the dataandmay prepencheadersOr
alayermaydo nothingatall, andhave anull headerlt all dependsvhatyou needto do for thejob in hand.

Oftenthedatalink layerhasa heademlndatrailer: thisis to separat@ut the packetson thewire.

At the otherendthereceving stackunwrapsanduntransformgachlayerappropriately (Sometimedhe untransform
is notsuccessfule.g.,betweerdifferentcharactesetsin the presentatiorayer)

3.9 Why Layersand Encapsulation?

The useof encapsulatioseemswvasteful: if the original dataaresmall, thenthe paclet on the wire could be mostly
headerdrom thevariouslayers.Thisis overheadhatreduceghe effective bandwidthof thetransmissionSurelyit is
betterto just putthedatadirectlyinto thelink layer?

Theideaof usinglayersis for flexibility . Supposeve have a10Mb hardwarecardin our machineandsomeon&omes
up with animproved 100Mb card. Becausehe physicallayeris (almost)totally separatdrom the datalinklayer, we

canjustwrite anew standardor a 100Mbphysicallayerandsilotit in wherethe old oneusedto be. The upperlayers
do not even needto know the hardware haschanged.This is why we needto separatdunctionality carefully: the

network layerandabove shouldcertainlyknow nothingaboutwhathardwareyou areusing.

In fact, this hashappenedereraltimes: the Internetrunsover (amongstmary others),10Mb Ethernet,100Mb Eth-
ernet,1Gb Ethernet,.0GbEthernettelephondines (SLIP andPPP) radio. The userat their terminalhasno ideaof
whatis goingon beneattthem.

In principle you could usecarrierpigeonsasthe physicallayerandyour browsershouldwork unchangedapartfrom
aslow-down, maybe.

Someonalid actuallyimplementthis RFC, with real carrierpigeons!
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Indeed encapsulatiomay not stopevenat this, the physicallayer. For example,therearephysicallimits onthesize
of anEthernet(speedf light problems!) sohow canwe connectup an Ethernethatspanghe Atlantic? Oneway we
might do thisis to tunnelthe Ethernetraffic insidesomeotherkind of network, ATM or SMDS, for example. These
protocolscanwork overlong distances.

We simply stuff an Ethernetpaclet into the ATM network, andit popsout the otherendto continuein its Ethernet
world. In practice thingsaremorecomplicatedpf course andwe tendto tunnelatthe network layerlevel.

Tanenbaunusesthis analogy:supposeyou wish to drive your carfrom Londonto Paris. Thereis no roadacrosshe
Channelput thereis the Shuttle.Your carmovesunderits own power on theroadnetwork from Londonto Dover, but
thenyour caris encapsulatedh thetrain carriagefor thejourney underthe Channel At the otherend,the carmoves
underits own power againon theroadsto Paris.

Someonencewrote softwareto tunnel TCP/IP over email. This allowed TCP connectionghrougha
firewall—but very slowly!

Thereis alsoa standardor tunnelling TCP/IP over HTTP, and, of course,RFC1149for IP over avian
carriers.

4 The Inter net Model

The OSI modelwas very successfuht getting peopleto concentrateon the specificsof a network implementation.
However implementationdasedlirectly on it werenot popular principally sincethey werecomplex andquite slow.
By stickingrigidly to the layersandfollowing the principle of insulationbetweerthe layersit is difficult to getary
realspeedrom animplementation.

The TCP/IP RefeenceModel also calledthe Internet RefeenceModel was developedwith the principlesof the
internetin mind: resilienceto damageandflexibility of application.

Thisis afour layermodel.
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4.1 Thelink Layer

Also known asthe host-to-networkayer,datalink layer, or networkaccesdayer.

This coversboththehardwareof the OSl physicallayerandthe softwarein the OSldatalink layer. The TCP/IPmodel
doesnot saymuchaboutthis layerasit recogniseshat therecanbe mary differenttypesof hardwareto sendyour
pacletsacross.Thislayeronly hasto be capableof sendingandreceving IP paclets.

4.2 The Network Layer

Also known asthe Internetlayer.

Thishandleghe movemenibf pacletsaboutthenetwork, includingrouting. Thislayerdefinesaspecificpaclketformat
anda protocol,the InternetProtocol(IP) to manipulatehosepaclets.

4.3 The Transport Layer

Also known asthe host-to-hostayer.

This is analogougo the OSI transportlayer. It providesfor a flow of databetweensourceand destination. Two
protocolsaredefinedat thislevel, TCRP, andUDP.

The TransmissiornControl Protocol(TCP) is a reliable connectionorientedprotocol that delivers a streamof bytes
from sourceto destination. It chopsthe incoming byte streaminto pacletsand sendsthemto the Internetlayer. It
copeswith acknavledgemenpaclets,andresendpacletsif it thinks they have beenlost. Going the otherway, it
receves paclets andreassembletheminto a continuousbyte stream,sendingacknaviedgementdor successfully
recevedpaclets.Flow controlis alsohandledhere.

The UserDatagranmProtocol(UDP) is anunreliable,connectionlesprotocolfor thosecasesvhereyou do not want
or needTCP’s overhead Usedfor situationswherefastdeliveryis preferredo accuratalelivery, e.g.,soundor video.

Theworld “unreliable”is beingusedin atechnicalsensénereasmeaning'not guaranteedeliable”. Typicalunreliable
networksareactuallyprettyreliablethesedays.

Theoretically TCPandUDP do not have to belayeredontop of IP, but it is unheardf notto do so.

4.4 The Application Layer

This modeldoesnot have sessioror applicationlayers,asthey werepercevedasnot necessaryn this context.
Theapplicationlayerprovidesthetop-level layerprotocolslike SMTR FTPandtelnet.

Applicationshave to copewith presentatiorissuesthemseles, e.g., by usinglibrarieslike XDR to corvert datato
a machine-independeffiorm. Thoughif you stick to the ASCII characterset, thereis no real problem. Occasional
glitchesdo occut, suchasMicrosofttool generatedvebpageghatcontain? insteadof '. Thisis dueto Microsoft not
following acceptedstandards.

The Internetmodelis somavhat moreflexible thanthe OSI. Applicationscan(in rare caseslusethe network layer
directly (IP andICMP) ratherthangoingthroughTCP or UDP. This appeardo contradictthe point of usinglayers,
but a)it is corvenient,andb) sincewe aretalking aboutlP we alreadyknow whatthelower layerslook like, andthey

areunlikely to changeoften. We will have to paythe priceif thereis a changeg.g.,to IPv6. For the overwhelming
majority of casesapplicationddo useTCP or UDP.
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4.5 Modelsand Implementations

It is easyto confusethe OSI andInternetmodelswith the OSI andInternetprotocols A modelis a setof guidelines
on how oneshouldgo aboutdesigninga network protocol. For example,it cansay“use a physicallayerwhich will
dealwith voltagesfrequenciesetc’ The modeldoesnot say“use copperwire, andvoltagesof 5V representing 1
bit” Thatis a specificprotocolimplementation.

A modelcanhave mary implementationghatfit it. For exampleconsiderthe following network: two plasticcups
joinedby a pieceof string. The physicallayeris the cupsandstring;the network layeris empty;thetransportayeris
saying“over” attheendof eachvoice paclet; theapplicationlayeris whatererwe aretalking about. Thisis a network
implementatiorthatfits the InternetModel.

4.6 Comparing OSI and Inter net Models

Thereis aroughcorrespondencketweerthe two models,apartfrom the missingandmemgedlayers. Thoughthere
arebig differences.

TheOSImodelwasdevelopedbefoe animplementationwhereaghelnternetmodelwasdevelopedafter TCP/IPwas
implementedandis rathera descriptionof whathappenedOSI makesa cleardistinctionbetweerthe modelandand
implementation|nternetis morefuzzy.

OSlis very generalwhereadnternetis very specific. OSlis moreflexible in thatis it not tied to a specificprotocol,
andis betterableto adaptto changesn technology On the otherhand,the OSI modelhad mary problemswhen
it cameto animplementationvhenit wasfound that the layersprovided did not correspondwvell to reality. Extra
sublayersveredevelopedandthe simplicity of the OSI modelwaslost.

As it turnsout TCP/IPhasbeenwidely successfulwhile the OSl is relegatedto bookson networking. Many reasons
have beengiven.

e Badtiming. TheOSlpeopletooktoolongto publish,andby thetime they gotthere, TCP/IPwasalreadywidely
used.

e Badtechnology The designof the layersis flawed, and doesnot work well in reality. Sevenis not a magic
number and other proposalshad more layers(splitting up several layersinto smaller easierones),or fewer,
e.g.,the Internetmodel. It appearghat sevenwaschoserasI|BM alreadyhada sesenlayer protocol (Systems
Network Architecture SNA).

e BadimplementationsThe OSI standardvashardto follow, andonly poorimplementationsveremade. They
werecomplex andslow, andOSI got theimageof poorquality eventhoughimplementationsmproved|ater

TCP/IR though,wasfreeandfast.
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e Bad politics. The Internetmodel was developedin academiaas part of Unix. OSI was (viewed as being)
developedby governmentabureaucrat@crossheworld.

The TCP/IPmodelis not all-singingall-dancingeither it doeshave problems.The specificationis confusedwith the
implementationijt is only goodfor describingT CP/IPandno otherprotocolstack;the physicalanddatalink layers
aremeged,makingit hardto talk about(say)copperwire vs.fibre.

The OSI modelis widely used;the OSI protocolsarevirtually never used.The Internetmodelis virtually neverused;
the Internetprotocolsare extremelywidespread.A compromiseis usedby Tanenbaum:split the link layer of the
Internetmodelinto a physicalanddatalink layer:

. application

. transport

1
2
3. network
4. datalink
5

. physical

Thisappearso beagoodcompromisen thatit matcheavell with reality (i.e., TCP/IP)andis somavhatmoreflexible
thantheInternetmodel.

5 Thelink Layer

We shallnow look at eachlayerin turn, startingat the bottom: thelink layer, including the physicallayer The link
layercarrieslP paclets,and AddressResolutiorProtocol (ARP) paclets. ARP is consideredspartof thelink layer,
while IP is aborein theInternetlayer.

Thereareseveral popularlink layers,including Ethernet,Token Ring, Fibre Distributed DataInterface(FDDI), and
SLIP and PPPfor serialinterfaces(e.g.,dial-up modems).Of these Ethernetand (lately) PPParethe mostpopular
andarewidely deployed.

5.1 Ethernet
The Ethernetstandardvas madein 1982by DEC, Intel and Xerox. It usesa methodcalledcarrier sense multiple
accesswith collision detection or CSMA/CD, andrunsat 10Mb. Hostshave 48 bit addresses.

A coupleof yeardaterthe IEEE publishedanotherstandard802.3,whichis almostbut not quitethe sameasEthernet.
It is sufficiently differentthatthey do notinteroperatethoughyou canhave pacletsfrom both standarden the same
wire without interference Ethernets by far morepopular

This beingthelink layer, we mustdefinehow bits arelaid out onthewire.

An Ethernetframe(akapaclet) startswith two 6 byte fields containing48 bit hardware addressegalsoknown asa
Media AccessControlor MAC address)First destinationthensource.Every Ethernetchip in the world hasits own
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uniquehardwareaddressurnedin at manuficturetime. For example,a typical addressould be 0:20:48:40:2e:4d,
written asa sequencef 6 hex numbers.

The top 22 bits of this 48 bit addresddentify the vendorof the Ethernetchip, while 24 bits is a serial
numbersetby thevendor Onebit is usedto indicatea broadcasfor multicast)addressandthelastbit is
usedto indicatea “locally administerecaddress”wherethe addreshiasbeenreassignedo fit somelocal

policy.

Next is the 2 byte typefield. This is a numberthatindicateswhat kind of datafollows: (hex) 0800indicatesan IP
paclet, while 0806indicatesan ARP paclet. Thesenumbersaredefinedin RFC1700et seq. This allow the systemto
passthe dataquickly to therelevantprogram.

Thencomesthe actualdata. This canbe up to 1500bytes. Curiously, thereis alsoa minimumsizeof 46 bytes. The
reasonfor this will be explainedshortly. If the datasectionwould be lessthan46 bytes,it is paddedout with zero
bytes.Somehav the datafield mustencodehow long therealdatapartis itself.

Finally thereis a 4 byte chedksum(akacyclic redundancyched) (CRC). This is a simplefunction of all the bytesin
theframe,andis intendedto catchhop-by-hoperrorsin transmissionlt computedoy the sourcejust beforesending
theframe. On receipt,the destinatiorrecomputeshe checksunon whatit got. If anerroroccursin thetransmission
of theframethis shouldshowv up asadifferencen thevaluesof therecevvedandcomputedsaluesof thechecksumif
this shouldhapperthe pacletis assumeaorrupted andthe frameis dropped.lt is up to a higherlayerto realisethis
hashappenedndto take correctve action.

One Ethernetaddresss special: all ones,or ff:ff:ff.ff:ff:ff. This is the broadcastaddress:the paclet goesto all
machineonthe (local) network. Oneor moremachinesnaychooseo reply. Thisis usefulwhenbootstrappingther
partsof thelP.

5.2 CSMA/CD

The limitations on paclet sizeareimposedon Ethernetbecausef physicalconsiderationsf the hardware. Ethernet
is asharednedium(multipleacces} thatis severalmachinesreconnectedy a singlepieceof wire thatthe bits flow
through.

If hostA wishesto sendaframeto hostB, but C is alreadysendingo D, thenA mustwait, sincethe cableis already
occupied.ThusA listensonthewire (carrier sensguntil C hasfinished,andthenattemptdo send.However, B, say
might be doing the sameto sendto D, say SoA andB will startsendingatthe sametime. Both A andB hearthe
framesclash(collision detection, andboth stoptransmittingimmediately They eachwait for a smallrandomtime,
andthenstartlisteningagain. As the delayis random,one of the two will startbeforethe other, thusresolvingthe
clash.

Thisis why a paclet hasa minimum size: the speedof light in thewire. A paclet hasto be sufiiciently largethatall
hostson the network canseeit beforethey decideto transmitthemseles. If smallpacletsareallowed,therecanbe
collisionsafter a pacletis transmittedon a seeminglyfreewire.

The minimum frame sizeis 64 bytes(46 bytesplus 18 bytesheaders).At 10Mb this is about50usec.
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Signalspropagaten copperataround200mjusec,so 64 bytesis about10km.

This methodis pretty goodfor low usageof the sharedmedium,but performspoorly for high usagedueto mary

collisions: moretime is spentbackingoff from collisionsthansendingpaclets. If a hosthasto bad off morethan
16times,the pacletis simply dropped.The network is soheaily loadedthatthereis no pointin trying ary more. If

collisionshit lessthan5% of paclets,the Ethernetis consideredo be working normally. If morethan50%,though,
you shouldconsidetbreakingthe network up into smallerpieces.

5.3 Ethernet Hardware

The Ethernetstandardncludesthekind of cablesneeded Originally, a thick coaxialcablewasspecified but overthe
yearstherehave beenmary updates.

A selectionof Ethernetcabletypes.

Name Cable Max segment
10Base5  thick coax 500m “thicknet”, chunky yellow, vampiretaps
10Base2 thin coax 200m “cheapernet™thin ethernet” ‘thinnet”, actually185m
10BaseT twistedpair 100m telephonewire, Cat3 cable.150mon Cat5

10BaseF fibre optic 2000m long distance
100BaseT4 twistedpair 100m 100Mb Etherneon two telephonecablegCat 3)

100BaseTX twistedpair 100m 100MbEthernetCat5 cable,akal00BaseT'f astEthernet”
100BaseFX fibre optic 2000m 100MbEthernet
1000BaseT twistedpair 100m GigabitEthernetCat5 or EnhancedCat5

Thereareseveral others,includingfibre Gigabit.

Themostimportantaspectaretheincreasef speedsn the standardsThe 100Mband1000Mb(or Gigabit) Ethernet
standardsare more-orlessthe sameasthe original standardin termsof frameslayout, CSMA/CD, etc.) but simply
faster Thereareoneor two wrinkles,suchasminimumframesize,andthe amountof time you listenfor a collision,
but mostlyit just followsthrough.

10Mb is very common,100Mb is common,1000Mbis just startingto appeay and 10Gbis on the experimenters
workbench.

10Base5the original Ethernet,runson a fat coaxial cablewith vampie taps containinga transceiver Thereis a
minimumgapof 2.5mbetweertaps. Thetranscerer containselectronicgo do the collision detection.This supports
a cable(up to 50mlong) to the hostcontaining5 twistedpairs,with alarge andunwieldy soclet (AUl soclet) on the
end.10Basezandl10BaseTaremuchsimplet

A sggmentcanbeextendedwith upto amaximumof 4 repeatergwhich simply amplify theelectricalsignal) ,therefore
5 sggments(total lengthof 2460m)canbe connectedogether Of the 5 sggmentsonly 3 canhave devicesattached
(100 persegment). A total of 300 devicescanbe attachedn a thicknetbroadcastiomain. This is calledthe 5-4-3
rule.

Thinnet,or 10Base2usessimple coaxialcable,muchlike TV cable. It plugsin usingsimplepassie BNC (British
Naval Connecto} connector Much cheaperand easierto lay aroundthe building andto connectup. The clever
electronicss now onthecardin themachine Minimum gapbetweerconnectionss 0.5m,anda segmentcanhave up
to 30 machines.

A sgmentcanbeextendedwith othersegmentausingupto 4 repeaters, e. 5 sggmentdn total. Two of thesesegments
however, cannotbe tappedthey canonly be usedfor extendingthe lengthof the broadcastdomain(to 925m). What
this meanss that 3 sggmentswith a maximumof 30 stationson eachcangive you 90 deviceson athinnetbroadcast
domain.
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Figure8: Wiring Ethernets

Twistedpair connectsn a very differentway. Sometimeknown asunshieldedwistedpair (UTP), thisis literally a
bunch (four pairs)of twistedwires. Thetwists help reduceelectricalinterference This cableis muchlik e telephone
cable.OntheendsareRJ45plugs.

e Catgory 1: No performanceriteria

Category 2: Ratedto 1 MHz (usedfor telephonewiring)
Category 3: Ratedto 16 MHz (usedfor EthernetlOBase-T)

Category 4: Ratedto 20 MHz (usedfor Token-Ring,10Base-T)

Category 5: Ratedto 100MHz (usedfor 100Base-T10Base-T)

EnhancedCataeyory 5 is Categgory 5 whereyou arereally carefulaboutmakinggoodcleanconnectionsn the plugs
andsoclets. Category 6 (250MHz)is just beingratified asa standardandCategory 7 (600MHz)is beingdiscussed.

Insteadof a singlebackbonecablethatall the machinesonnecto, eachmachineis wired to a centralbox. This can
beahubor aswitd.

A hubis ignorantof ary protocolabove the physicallayer, andsimply echosall pacletsonto all wires. This makesa
hubconnectedystemook electricallylike a10Basedr 5 Ethernet.Thisis asinglecollision domainasapaclketfrom
ary hosthasthe potentialto collide with pacletsfrom arny otherhosts,regardlesf their destination.The collision
domainshareghe 10Mb or 100Mb available.

A switchunderstandalink layerprotocol,e.g.,Ethernetlt is ableto directa packetdown thatsinglewire thathasthe
right machineonthe endratherthancopying it to all theoutputwires. Thismeansnow eachoutputcableis aseparate
collisiondomain.Therewill only beacollisionif two machinegry to sendto thesamedestinatioratthe sameinstant:
therewill be no collision betweermachinessendingpacletsto differentmachinesat the sameinstant. Thusthereis
potentially10/100Mbbandwidthavailablebetweereachpair of machinesimultaneously

Generallyswitchesareevenmorecunningthanthis: they store andforward paclets. If it findstheoutputchannebusy
it canstorea pacletin internalmemory andforwardit laterwhenthe channelis free. This meanghat eachsource-
destinationpathis a separateollision domain. If this is happeningve cando away with CSMA/CD completely as
therecanbe no collisions! If the outputchannelis exceptionallybusy, the memorybuffer canfill up andthenthe
switchwill justdropany moreincomingpaclets(recallthat EthernetCSMA/CD will drop pacletsafter 16 tries, so
thisis notsobadasit seems)lt is up to ahigherlayerprotocolto discovertheloss.

Switchesaremoreexpensve, but give betterbandwidth,andbetterefficiency underhigh load (no collisions).
Hubsandswitchesarealsoapplicableto the otherkinds of Ethernet.

If you have a switch, and your hardware supportsit, twisted pair canrun full duple, meaningthat there can be
10/100Mbto the machinesimultaneouslyvith 10/100Mbfromthe machine.A total of 20/200Mbin flight atatime.
Thisis because¢hereareno collisionsbetweerinwardandoutwardtraffic. Thealternatve is half duplex, wheretraffic
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canonly go onedirectionatatime. Typically, half duplex EthernetusesCSMA/CD while full duplex is switchedand
doesnot.

You can buy boxesthat connecttogetherthe differentkinds of Ethernetcable,e.g., thinnetto twisted pair. Some
network cardshave morethanonetype of socket on them. Thicknetis virtually never seenthesedays,with thinnet
still commonandUTP beingwidely used,andCat5 (or better)UTP beingusedfor all new installations.

If you needto connectjust two machinesyou cando this with UTP without a hub or switch. Justjoin
thenwith a crossedcable: this hasa pair of wires switchedin the plug at oneend. Much cheapethan
buyingahuh

5.3.1 Fasterand Faster

IEEE802.3u Actually, 100Mb Ethernetonly usestwo of the four twistedpairsin a UTP cable: onepair for out andone pair for
back.You arerecommendedotto usethe othertwo pairsin a cablesincethe 100BaseTXstandardloesnot take into
accountpossibleelectricalinterferencdrom nearbytwistedpairs.

IEEE802.3z GigabitEthernet(802.3z)over copper(802.3ab)usesall four pairswith a differentphysicalencodingof the bits (see
IEEE802.3absection5.4), andtransmitsandreceiessimultaneouslyn all pairsof wires.

Gigabitwill runoverstandardCat5 if you arelucky, thoughyou shoulduseenhancedat5 (or Cat6 or more)to be
sureit will supportthe moresophisticateagncodingcleanly

The minimum Ethernefframesizeof 64 bytesis requiredin Ethernetffor the CSMA/CD methodto work. At Gigabit
speedsisingthe original 10Mb Ethernets minimum paclet sizewould imply a maximumcablelengthof 10m: not
very practical. A 512 byte limit would be more sensible.But Gigabit Ethernetdoeskeepthe 64 byte limit. Short
pacletsarefollowed by a carrier extension a special“hold the wire” signalto fill up to the endof a 512 byte slot.
CSMA/CD regardsthis aspartof the packet, andsoholdsoff sendinguntil we canbe surethewire is empty

This meanswe might have 448 bytesof overheadon a small frameandso Gigabit Ethernets performanceon small
pacletsis not muchbetterthan 100Mb Ethernet. The theoreticallimit works out at about86Mb/secwhensending
64 byte frames. As a partial fix for this, Gigabit Ethernetallows padet bursting, whereseveral pacletscanbe sent
beforerelinquishinghold onthethewire. If ahosthasseveralpacketsto send,jt sendshefirst onenormally (possibly
including carrierextension).If thatgetsthroughsafely the hoststill hascontrolandcansendmore paclets(without
theneedfor carrierextension)up to alimit of 8192bytesin total. It mustthenreleaseahe medium.This decreasethe
overheadf we wantto sendmary smallpaclets.

All this complicationmeanghat GigabitEthernetreally oughtto be usedin full duplex modeon a switchednetwork:
thenthereis noneedto worry aboutcollisionsandwe candispensevith carrierextensionandpacletbursting.Notice,
also,thatafull duplex connectiorwill have noinherentdistancdimit (apartfrom electricalconsiderations).

IEEE802.3ae10GbEthernetexpectedby spring2002)will useopticalfibre, andis not currentlyexpectedo run over coppercable.
It will befull duplex only asthestandardethernetCSMA/CD doesnotscalethisfar. Justthink onthat: 10GbEthernet
is 1000timesasfastasthe original Ethernetstandardbver atimescaleof lessthan20 years!

Current(densewavedivision multiplexing) (DWDM) fibre technologyallows 10Gbperwavelengthand
about160wavelengthgerfibre. A modestundleof 10 fibrescouldcarry16Th
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Figure9: ManchesteEncoding

5.4 Physical Encodings

We now look at the actualencodingf bits onthewire (or fibre). The simplestencodingwould be to use0QV for a0
anda positive voltagelV, say for a 1. This hasa coupleof problems:

e How canwe distinguishbetweena free network (nobodytransmitting)and somebodytransmittinga streamof
0s?They look the sameelectrically

e Senderandrecever needto be accuratelysynchronisedo the startsandendsof bits, sincewith along strings
of 1sor Osthey coulddrift out of step. This meanghat, for example,the sendemight send10001s, but the
recevercouldthink thatit wasonly 9991s.

¢ Alongstream®f 1swouldbeencodedisasteadylV onthewire, namelyaDC voltage.Thisis somethinghat
givesengineergreatdifficulties,asit is mucheasierto connectogetherequipmenthathasaveragevoltageO,
e.g.,anAC voltage.

¢ A similarproblemhappensvith thelasersan anopticalsystem:it is nottoo goodto have continuoudaserbeams
representing streamof 1s.

Soengineerpreferanencodingwherethe averagenumberof 1sandOsis aboutthe same.Thusthey useencodings
of thedatastreamthatapproximatehis evenif thedatais all 1sor all Os.

Ethernetand802.3usea Mandesterencoding Thischopsthetimeinterval for abit into two halves:alis represented
by a high voltagein thefirst half, andalow voltagein thesecond A 0 is representetly thereverse:alow voltagein
thefirst half, anda high voltagein thesecond.The actualvoltagesusedare+0.85V for highand—0.85V for low. On
averagethevoltageis 0. Thereis anextraadvantagethatthis signalis easyto synchronisevith: atransitionthrough
zerois alwaysthe middle of abit.

Using0.85Vis alsoacompromise Smallervoltagesequirelesspower, but aremoreproneto interference
from noisefrom the surroundingelectricalervironment.

Thereis one major drawback. The bandwidththat the Manchesterencodingrequiresis twice that of the simple
encodingasthe frequeng of the signalis doubled.A 10Mb raterequiresa 20MHz signal. This is not sobad, but it
getsworsewith 100Mbandhigherrates.

Cat5 cableis ratedto 100MHz so we can't useManchesteencodingfor 100Mb Ethernet. The encodingis more
subtle. It usesa 4B/5Bsystem,meaningthat4 databits areencodednto 5 physicalbits. The encodingsicked for
the 16 valuesare suchthat eachhasat leasttwo signaltransitionswhich helpssynchronisationandthey minimise
DC current. A coupleof 5B patternsareusedfor framestartandend,andonefor “idle network” (againto maintain
synchronisation).

Sofarthis hasonly madeit worsein termsof bandwidth.But now the encodingusesa threelevel (ternary)electrical
encodingcalledMLT-3. MLT-3 is like Manchestein thatit encoded bits by transitions but now the transitionsare
cyclically fromOto 1, then1to O,then0Oto -1, then-1to 0, then0to 1, andsoon. A 0 bit is encodedy no transition.
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Figure10: 4B/5bandMLT-3

An example thebytevaluel5, or hexadecimabE. Thisis translatechibble by nibbleby the4B/5B encodingo binary
11110and11100.

DataSymbols | ControlSymbols
data symbol| name symbol
1111 11110 | IDLE 11111
0001 01001 J 11000
0010 10100 K 10001
0011 10101 T 01101
0100 01010 R 00111
0101 01011 S 11001
0110 01110 | QUIET 00000
0111 01111 | HALT 00100

1000 10010
1001 10011
1010 10110
1011 10111
1100 11010
1101 11011
1110 11100
1111 11101

4B/5B Encoding

Thisrunsat 31.25MHzgiving a symbolrateof 125MBaud. Thisis because¢hefasteselectricalcycle happensvith a
streamof all 1 symbols(IDLE), andthenwe geta completecycle every 4 transitions(0 to 1 to 0 to -1 to 0), giving us
4 symbolspercycle. Typically, though,we getfrequencief around4/5 of this (25MHz) asdatasymbolshave four
1 symbolsor fewer.

A baudis thenumberof symbolspersecondwherea symbolis somechunkof information. A symbolmightrepresent
abit, or 2 bits, or 2/3 of a bit, andsoon.

100Mb Ethernetrequiresa symbolrate of 125 MBaud (efficiency 80%) dueto 4B/5B encoding. Here one symbol
encoded).8bits.

Thefrequeng asignalrunsat hasotherimplications,in particulartheamountof electricalinterferencet producesA
systenrunningat 25MHz is friendlier to the electricalervironmentthanonerunningat 31.25MHz.

Gigabit Ethernetover copperusesa muchmoresophisticate®B/10B encodinginventedby IBM for Fibre Channel.
It runsover5 electricallevels (£2, 1, 0) over all four pairsof wiresin the cablein both directionssimultaneously
The encoding PAM-5, givesus 2 bits persymbol: 4 levelsto encode00, 01, 10 and11, andonefor errorcorrection.
This runs at 125 MBaud, as before,so we have 2 bits x 125 Mbaud x 4 pairs = 1000 Mb/s in both directions
simultaneously
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Clever signalprocessings requiredto disentangleghe outward signalfrom the inward signal. The pro-
cessor®n aGigabitEthernetinterfaceareaboutthe complexity of a486 processar

As previously mentioned,10GbEthernetis not expectedto run over copperandwill be exclusively optical. Optical
system®nly usebinaryencodingseitherthelaseris onor off. They don't havethe optionof multiplelevel encodings,
sotheencodingslongfibresaredifferentfrom thosealongcopper

5.5 SLIP and PPP

It is niceto have dedicated=therneto run our network, but not everybodyhastheright sortof cablesrunningto their
homes(or ratherthey might, but electricallimitations andabsencef the right hardwareat the endof the wire in the
telecomscompaly preventsEthernetbeingused).Thusalot of peopleusemodemdo accesshelnternetthroughtheir
telephondines.

Therearetwo commonlink layerstandard$or encapsulatiof IP (andother)packetsovertelephondines: SLIP and
PPPSLIP wascommonuntil PPPtook over asthe protocolof choice.

5.5.1 SLIP

SerialLine IP, or SLIP, is a simpleencapsulatioffor IP over seriallines. It is a point-to-pointprotocol,meaningt is
designedustto connectwo machinegogether

A frameis terminatedby a byte containingthe hex valuecO, calledEND. Often,implementationsvill starttheframe
with c0, too, justto besure.

This meanswe can't have byteswith thevaluecO insidethe frameasthey would beinterpretedastheendof aframe.
To getaroundthis SLIP useshyte stuffing. It we needto transmita cOit is replacedoy two bytesdb dc. The character
dbis calledESC.To senda valueof db, replacethis by two bytesdb dd. This causes minor expansionof data,but
notmuch.

Thusthebyte stream00 c0 db 01 getstransmittedn a frameas
c000dbdcdbdd01cO

Whenreadingthe frameat the destinationt is a simplematterto replaceany occurenceof db dc by cO anddb dd by
dbto recoverthe original data.

Thereis nodefinedimit ontheframesize,but it is suggestethatyou shouldbeableto copewith framesatleast1006
byteslong, thoughmary implementationsise296 bytes. This is becausd 006is too large a frame: at 9600bits/sedt
would take aboutlsecto transmita full frame. Supposeve arecopying a largefile acrosghe network: this meansa
continuousstreanof full frames.If we wantto have aninteractive login sessioratthe sametime we will have to wait
about0.5secon averagefor the currentframeto finish beforethe paclet containingour keystrokescangetthrough.
Similarly for theresponsdrom the otherend. An interactve responseime of morethan100-200msds felt by users
to be too long. Reducingthe frameto 296 bytesis a good compromisebetweeninteractive responseandbulk data
throughput.For modernmachinesvith fastmodems576 or morebytesis the sizeof choice.
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Figurel2: PPP

More importantly the larger paclet size reduceghe fragmentatiorneeded. Most DNS paclets can fit
inside576bytes.

SLIPworks,but it hasproblems.

1. Theendsmusthave pre-agreean IP addresseghereis no mechanisnior oneendto tell theotherits address.

2. Notypefield. SLIP only supportdP.
3. No checksumEssentiabn noisytelephondines.

4. No authenticationNeededn dial-uplines.
Telephonéelines are slow (4KHz or 56Kb/s maximum), so arny opportunitiesto improve throughputare welcome.
TCP/IP hasa large overheadof 40 bytesor more of headerper paclet (seelater), andtypically you sendmary
pacletswith nearlyidenticalheadergrom sourceto destination.A variantof SLIP, compessedSLIP (CSLIP)takes

adwantageof this repetition. Insteadof sendinga full header CSLIP sendsthe small differencesandthis greatly
improvesthroughput.Noticethisis in completedisregardof layering,andtiesCSLIPto TCP/IR

5.5.2 PPP

The Point-to-Roint Protocolwasdesignedo fix the deficiencieof SLIP. Therearethreeparts

1. aframingfor pacletson a seriallink, includingerrorcorrection
2. alink contmwl protocol (LCP)for bringingup links, configuringthem,andtakingthemdown again

3. asetof networkcontml protocols(NCPs)to negotiatenetwork layer optionsthat are specificto the network
layer.

RFC1661definegheencapsulatiorandRFC1332definesthe NCPfor IP.
A framestartsandendswith the byte 7e. The next two bytesareaddress(alwaysff) andcontmwol (always03).

Next is the protocolfield in 2 bytes.IP hasvalue0021. The NCPfor IP hasvalue8021. Two bytesfor a checksunof
theframe,and7eto end.

Thereareupto 1500bytesin thedatafield, but this canbe negotiated.As for SLIP, they mustbeescaped,sing7d.

e 7e— 7d5e
e 7d— 7d5d
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Figure14: TokenRing

e z, wherez < 20 (hex) — 7d [z + 20]. So01 becomes7d 21. This is doneassomemodemsinterpretvalues
< 20 specially

Connectiongannegotiateextra thingsvia the NCR, like headercompressiorfasin CSLIP). PPPis muchbetterthan
SLIP, andshouldalwaysbe usedin preference.

5.6 TokenRing
Ratherthanhave a sharedsegmentof wire, we canhave a circular network. Thesehave beenaroundfor a longtime
(atleastl972)andarewell-understoodThey arereally a collectionof point-to-pointlinks thathapperto form aring.

Packetscirculateaboutthe ring, beingpassedrom oneinterfaceto the next until it reachests destination.Thering

is controlledby a specialpaclet, calledthetoken Whenthering is idle, this circulates.If a hostwantsto transmita
frameit mustwait until thetokenarrives. It removesthetokenandreplacest with the paclet, which continuesound
to the destination.The destinatiorreadsthe paclet. The paclet continuesaroundthering until it reacheghe source
again,whichremovesthe pacletandreplaceghetoken.

If mary machinesarewaiting to sendpaclets,the tokenwill be grabbedn a round-robinstyle, giving naturalband-
width sharing.

TokenRingrunsat 1 or 4Mb (andlately, 16Mb andmore)overtwistedpairs.

Thetokenis 3 byteslong:

e StartingDelimiter. A specialpatternof electricalsignalsthat doesnot correspondo a databyte (an invalid
Manchesteencoding).

e AccessControl. This byte containsthetokenbit, whichis 0 for atokenand1 for a dataframe.

e EndingDelimiter. Similarto the SD.
Thedataframeis arbitrarily long:

e StartingDelimiter.
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e AccessControl.
e FrameControl. Thisdistinguishes dataframefrom otherkindsof frameswhichareusedo controlthenetwork.

e Destinationand Sourceaddresses.Six byte addressess for 802.3/Ethernetbut a variantallows two byte
addresses.

e Thedata. This canbe of any lengthup to a maximumtime limit, which is generallylOms,the token-holding
time whichis 5000bytes.

e A Checksum.
e EndingDelimiter.
e FrameStatus.Containsvariousstatusbits, e.g.,“destinationpresentandframereadsuccessfully”.This infor-

mationis is usefulto the sender

Packetsalsohave priorities. The AC field containsa priority value,asdoesthe token. Thatpaclet canonly be sent
if the tokenhaspriority not greaterthanthe priority of the paclet. Similarly, a hostcanraisethe priority of the next
tokenby raisingthe priority of the currentdataframe.

Ringshave severaladvantage®ver Ethernet

1. goodboundsfor time to accesshenetwork: Ethernetis non-deterministi@asit mayhave to repeatedlyackoff,
andthisis badfor real-timeapplications

2. smoothdegradatiorunderhighload: Ethernetgetsvery inefficientat high loads
3. thereis no practicallimit onthesizeof thenetwork

4. thereis no minimum pacletsize,thusreducingoverhead

5.

point-to-pointlinks arecheapandeasyto build
Ontheotherhand

1. aring is difficult to extend: you have to take the entirenetwork down to adda machine:Ethernetyou just plug
in

2. abrokeninterfaceis a big problem:Ethernetyou probablywouldn't notice

3. thereis afixedlargedelaywhile you wait for thetoken: at low loadthedelayon Ethernets virtually zero

4. the detailsof token ring are quite complicated,involving the priorities of paclkets,and meansto monitor the

livenesof the system(regeneratinghetokenif it getslost, etc.): Ethernets relatively simple

Onthewhole,though,thetwo useroughlythe sametechnologyandgetroughlythe sameperformance.

5.7 ATM

AsyndironousTransferModeis arelatively new link layerprotocolthatwasdesignedo befastandflexible. It is paclet
basedthoughpacletsarecalledcellsin the ATM world andthetechniqués calledcell switching. Cell deliveryis not
guaranteedhut orderis. Thus,if paclet1 and2 aresentin thatorder, thenif both pacletsarrive, they will arrivein
thatordet

A cell is of fixedlength: 53 bytes. Firstly, a fixed sizewaschosenasthis makeshardwareto manipulateATM that
mucheasier andthereforefaster This lengthwaschosenasa compromisebetweenarge packetsfor low overhead,
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andsmall pacletsfor flexibility in carryingburstytraffic, like speechandvideo. Of the 53 bytes,48 aredatawhile 5
bytesareATM header

ATM runsat155Mband655Mb,andis moving into thegigabitarenasoon.It maybepacketbasedbutit is connection-
oriented.Making a connectiorinvolvessettingup a pathbetweensourceanddestination.This samepathis usedfor
all thepacletsin this connection.

ATM makesbig noisesaboutquality of service You candefinecertainlevels of service,e.g.,bandwidthor paclet
delay andATM canguarantegheselevelswill be maintained.Furthermoredifferentchagesfor the differentlevels
of servicecanbe made. ATM grew from the telecomorganisationsso we canunderstandhe preoccupatiorwith
connectionsguality andchaging.

ATM wasdesignedo be usedat all levels,from LAN to WAN, but only seemdo be successfuin the WAN sector
SomeLANs runover ATM, but it is very expensve (costof hardware),and10Mb/100MbEthernetis dominant.This
is becauseEthernetis well understoodand hardware and software are widely available, while the IP-to-ATM layer
interfaceis quite complex andhardto implement.

Ontheotherhand,ATM is very goodlong distancecarrier, andit usedextensiely for large bandwidthlong distance
connectionsFor example thelink acrosghe Atlantic usedby JANET is ATM.

Standarddor layeringPPPover ATM arejust startingto appearwhich becomeanoreimportantwhenwe startto
considerADSL.

Thereare a few standarddor how to split pacletsinto ATM cells, the mostuseful being ATM AdaptionLayer 5

(AALS5). Thereis noheadetut atrailerinstead.lt padstheendof apacletto alengththatis 47 mod48 andasingle
byteinformationfield (currentlyunusedYinishesthatcell. The next cell startswith a singlebyteto align the next two

fields (recallthe ATM headelis 5 byteslong). Theseareatwo byte lengthfield anda 4 byte CRC.A bit in the ATM

headeindicateghatthisis thelastcell for the packet,andthelengthfield allows usto find theendof the pacletwithin

the previouscell. Noticethatthis reliesonthein-ordertransmissiorof cells. The maximumpayloadis 216 — 1 bytes,
but RFC2225recommend9180bytesasthis matcheshe SMDSMTU (RFC1209).

5.8 ADSL

This is AsymmetridDigital SubscriberLine. We concludewith a brief encountemvith ADSL: this shouldbecome
widespreadjuite soonasareplacementor homeconnectiongo the Internet.

Currentmodemsare limited to 56Kb: this numberis the absolutemaximum speedyou can get from a standard
telephondine. Thisis because¢hetelephonesystenfilters outall frequenciespartfrom a 3KHz chunkcentredabout
the humanvoice, eventhoughthe the cable(often Cat2) cansupportup to 1MHz. Thisis why telephonecalls have

thatcharacteristi¢telephonesound”. This numberwaschoserasit is just enoughto getrecognisablespeectthough
it, andyou canthenpackseveraltelephonecallstogetheron a singlecable. Thusatraditionalmodem which corverts
thedatainto noisesto betransmitteddown thetelephondine, is limited by this.

Actually 4KHz is resened,to give a 0.5KHz safetyareaeitherside. Thencalls arefrequencyshiftedand
multiplexedon to a singlewire.
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ADSL (oneof aseriesof DSL standardsiriesto usethe maximumavailablebandwidthof aline: thismeansg/ou can'
usethe currenthardwarein the telephoneexchangeput mustreplaceit with a specificADSL box. Similarly, theuser
musthave a specificADSL modem.

A certainamountof bandwidthis availableon thewire. This variesaccordingto the quality of thewire, thelengthof
the wire, the quality of the splicesin the wire, local electricalinterferenceand mary otherthings. The asymmetric
refersto the non-symmetricsplitting of this bandwidthinto uplink (towardsthe user)and downlink (towardsthe
Internet)parts. For example,you might get 256Kb downlink and 2Mb uplink speedsthoughthesenumbersvary
widely. And a4KHz channeffor your telephoneon top of that. Theseareconnected®4/7,andthereis no needto dial
upanlISP

Thisasymmetryis notarealproblemwhenyou considethow mostnetworksareused.A usertypesin afew characters
or doesa few clicks. This becomesa smallchunkof datato be sentout alongthe slow link. Thereturndata,e.g.,
aweb page,is muchlargerandreturnsalongthe fastlink. Usersgeneratdittle databut expectbig replies,andthis
matchegheasymmetry

SometimesADSL implementation®verlapthe upstreamanddownstreanmfrequenciesandrely on clever signalpro-
cessingto separatehe signalsof the sendingandreceving streamgcalled echo cancellatior). This increaseghe
bandwidthallittle atthe costof extra complexity.

ADSL is oftenencodedisingDiscreteMulti Tone(DMT). This splitstheavailablefrequeng range(26Hzto 1.1MHz)

into 256channelof 4kHz. Eachchannekncodessmary bitsasnoiseontheline allows: thiscanbefrom 0 to maybe
15 bits/Hz. If a channelis particularly noisy (e.g.,interferencdrom fluorescentighting) it canonly transmita few

bits/Hz. Neighbouringchannelghatareoutsidethe rangeof theinterferencecantransmitat full capacity In thisway

we make the mostthatthe copperallows, working aroundthe non-lineartransmissionslongthewire.
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Clever ADSL hardware(modems)s requiredbothin the homeandin thetelephoneexchangss requiredto getthese
speedsThisis currentlyrelatively expensve, but costsshoulddroprapidly.

Datais transmittedn superfamescontainingé9 ADSL frames.Frame69is for synchronisationtherestcontaindata.
An ADSL framecontaingwo kindsof data:fastdata, andinterleaveddata Thefastsectionjs usedfor time-sensitie
datasuchasaudioandcancontainforwarderrorcorrectionbits. Theinterleavedsectionhaspurelyuserdata. Thefast
bytehasseveraluses:in framesl, 34 and35 it containsadministratve flags;in frameO it containsa CRC;it canbe
usedto signalto the otherendthata CRCerroroccurred;andsoon.

Peoplearestartingto useADSL asa layerto supportATM: this will beimportantaswe canthenhave IP over PPP
over ATM over ADSL.

A popularmethodof delivery of ADSL to the homeis to usea modemthat plugsinto the USB port on
acomputer This meanghatanapplication,e.g.,a webbrowset, will beimplementedusingHTML over
HTTP over TCPoverIP over PPPover AAL5 over ATM over ADSL over USB over copper!

Many otherphysical/linklayersexist: e.g.,wirelesslinks arebecomingncreasinglypopular

5.9 Wireless

Therearealreadymary extensie wirelessnetworks about,namelythe cellulartelephonenetworks. Thesewerenot
designedvith datatransmissiorasa primaryconcernsoit is not surprisingthatthatdo not supportdataterribly well.
Theemegent3G networksaresupposedo addresshis problem,but they arehaving problemsgettingoff theground.

We shall be concentratingon wirelessLANS, in particularwirelessEthernet. The 802.11group of standardsleals
with wirelessEthernet.n principle,wirelessEthernets justthe CSMA/CD protocolrun over radiowavesratherthan
copper but naturallytherearemary problemsuniqueto wirelessnetworks.
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Theseproblemsnclude:
¢ wirelessnetworksgenerallyhave fairly high errorratesdueto electricallynoisyenvironmentssignalreflections
andsoon

¢ this meanghe bandwidthyou getis heavily dependenbn the circumstancesf your ervironmentanddistance
betweerhosts

¢ wirelessnetworksgenerateslectricalinterferencahemseles

o if workstationA can“see”B (i.e.,B’stransmissiongeachasfarasA), andB canseeC, thenC cant necessarily
seeA, soA cannotbeawareif thereis a collision of its packetswith pacletsfrom C

e asyour pacletsarebeingbroadcastwirelessnetworks areintrinsically insecure sothatextra careneedgo be
takenover securityandauthentication

A techniqueknown as“war driving” involves driving aboutyour neighbourhoodvith a wirelessnet-
worked PC until you chanceuponthe signalfrom someunsecureagystem.Thenyou have freeaccesso
thelnternet! Studieshave shavn thatthereareindeedmary availablenetworksoutthere.A similar trick
workswith cordlesgelephones.

Thename*wardriving” is derivedfrom the older“war dialling” whereyou try every phonenumberin a
compaly’stelephonealirectoryuntil you hit uponamodem.This modemoftenhadunrestrictecaccesgo
thecompary’s computersystem.

The are several partsto the standard:802.11,802.11a,802.11band 802.11g. 802.11also containsa specification
for infra-red wirelesstransmissionsbut this doesnt seemto have beentaken up by manugcturerswith suchgreat
enthusiasm.

5.9.1 802.11b

IEEE802.11 The802.11and802.11bstandardsveredesignedor LANs andoperatén the2.4GHzwaveband.Theoriginal 802.11

IEEE802.11brunsat 1Mb/sor 2Mb/s(i.e.,a maximumof 1Mb/sand2Mb/s, respectiely), while 802.11bupgradeshisto 5.5Mb/s
and11Mb/s. Machinescanbe up to 100m (300 feet) apartindoors,andup to 300m(1000feet) outdoors.You might
hear802.11bbeingcalled“Wi-Fi" or even“AirPort”.

Wi-Fi is actually a certificateof interopability given to manufcturerswhoseequipmentdemonstrably
workswith othermanuficturers’.

5.9.2 SpreadSpectrum

Thebits arenottransmittedover a simplesinglefrequeng asif it werearadiostation.Thisis becausehereis agreat
dealof electricalnoisein the 2.4GHzfrequeng bandthat mustbe overcome,in particularmicrowave ovensradiate
in this band. Instead the signalis spreadover mary frequenciesvith the rangeusinga variety of techniquesalled
spreadspectruntransmissionAlso calledwide band in contrasto narrow band

Two popularwaysof doing this are FrequencyHopping SpieadSpectrum(FHSS)andDirect Sequenc&preadSpec-
trum (DSSS).Theseprovide someprotectionagainstinterference(and jamming!), but also somesecurity against
interception:for example,in FHSSthehopsarein a pseudo-randoreequencéhatthe sendemandreceier bothknow,
and an eavesdroppel(presumably)doesnt. This spreadspectrumtransmissioris much harderto tap than a fixed
frequeng transmissior{but notimpossible).

34



FHSSwasdevelopedabout50 yearsagoashy the military for securewirelesscommunication Another
adwantagés thatSSspreadshetransmissiompowerthinly overalargefrequeng rangeratherthanhaving
abig spike of power at onefrequeng. Thisis thenharderto detect,anditself causedessinterferencdo
otherelectricalsystems.

SomemodernSStechniquesisepicosecondiming, and producea signalthatis indistinguishabldrom
the backgrounchoisemorethana few metresaway from the transmittey but neverthelessanbe picked
up anddecodedseveral kilometresaway!

FHSSin 802.11buses?5 or more1MHz channelsandit hopsevery 400msor less(thatis, 2.5 hopspersecond).A
hoppingpatterncoversall the availablechanneldbeforerepeatingtself, andthereare22 hop patterngo chooserom.
This providesup to abouta 2Mb/s datarate.

An additionalbenefitis thatmultiple machineonthesamenetwork onthesamechannetaneachhave (justabout)the
full 11Mb/sbandwidth:asonetransmissiorhopsaboutits sub-frequenciei is quite unlikely to clashwith a second
transmissioralsohoppingaboutwithin the samechannel.

DSSSis usedin 802.11basit givesa higherdatarate(up to 11Mb/s). Thisencodes singlebit asa collectionof 10to

20 chipsin achippingcode A chipis alsoal or a0, thusa 1 mightbeencodecdas00010011100Whatis the point of

doingthis, aswe arenow sendingl1 chipswherewe werepreviously sendingjust onebit? Well, the chippingcodes
arechosensothata 1 bit from onesourceis clearly distinguishabldrom a 1 bit from anothersource meaningtwo

sourcesanbe sendingon the samefrequenciegandwe canstill pick apartthe datastreamsFurthermorea few chips
canbecorruptedthroughinterferenceandwe still recognisehe original bit sent.

Thenumberof chipsusedin thecodeis calledthe. The802.11bstandardisesCCK, or ComplementargZodeKeying
modulationwith a processingyainof 11.

The availablefrequeng rangeis split into up to 14 channelsentredaboutspecifiedfrequenciesin mostof Europe
all channelsareavailable,andeachchannelprovidesthe full 11Mb/s. In othercountries,suchasFranceandJapan,
fewer channelsare available dueto licensingrestrictions. The multiplicity of channelsallows wirelessnetworksto

exist side-by-sideandthey do notinterfereaslong asthey areseparate@0MHz or more. This meansyou canhave a
maximumof threeneighbouringnetworks.

Channel| Frequeng (GHz) | Channel| Frequeng (GHz)
1 2.412 8 2.447
2 2.417 9 2.452
3 2.422 10 2.457
4 2.427 11 2.462
5 2.432 12 2.467
6 2.437 13 2.472
7 2.442 14 2.484

The 802.11bprotocolemplays carrier sensemultiple accessgollision avoidance(CSMA/CA), which is similar to
CSMA/CD, but morecomplicated Beforesendinga paclketthe collision avoidancealgorithmsendsa requesto send
(RTS) frame. If thedestinationis happy with this (it is not alreadybusy receving datafrom someothermachine),it
replieswith a clear to send(CTS) frame. On gettingthis, the sourcesendsts paclket. A third machinenearbywill
alsoseethe CTS andknow it cannottransmityet. Furthermorethe RTS andCTS containthe length of the desired
transmissionsothethird machineknows how long it hasto wait beforetransmitting.

Modern802.11network cardsmplementamicrovave ovenmodewherethey try to work aroundtheburstsof radiation
thatleak from the typical microwave oven. Typically this caninvolve fragmentingpacletsinto smallerpartssothat
only smallchunksof datagetblastedoy microwaves.
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Figure20: WirelessNetworks

5.9.3 802.11aand 802.11¢g

IEEE802.11aThe802.11astandards designedor theuserwith highbandwidthdemandsandoperatesn thenewly allocatedbGHz
arena.lt usesa differentencoding(orthogonalfrequencydivision multiplexing, OFDM) to gainthe extra bandwidth.
It runsatupto 54Mb/sbut youwill oftenfind it at 6Mb/s,12Mb/sand24Mb/s(amongsbthers).This standardvorks
overashorterrangethan802.11b but for a givenpower anddistancebetweermachinest allows a higherbandwidth.

IEEE802.11gThe 802.11gstandards backwardscompatiblewith 802.11b(it usesthe 2.4GHzband),but providesup to 54Mb/s
overthesamedistance®s802.11bby usingOFDM.

Why shouldanyone botherwith 802.11awhen 802.11ghasthe samebandwidthbut a larger range? The principal
reaonis that802.11ahasa specificsetof frequenciesesenedfor it, while 802.11guseshefree-forall 2.4GHzband
andsois muchmorelikely to getinterference Furthermoreyou canonly have alimited numberof 802.11gnetworks
physically closeto eachother(perhapgust three)but 802.11aallows for a dozenor soto operatetogetherwithout
mutualinterference.

5.9.4 WirelessNetworks

Networks canbe arrangedn a point-to-point(akaad-hocandIndependenBasic ServiceSet(IBSS) mode)configu-
ration,whereeachmachinecanseeeachother, andthey contacttheir peerdirectly. Alternatively, they canbein ahub
configurationwherea centralmachineroutestraffic (alsocalledinfrastructue or BasicServiceSet(BSS)mode).This
canwork overaphysicallywider areathanpoint-to-point,but requiresa machineto bethe hubor accesgoint

Thereis also ExtendedServiceSet(ESS)modewhereyou have multiple accesgoints connecteddy (say)a wired
Ethernet.In this setupyou canroambetweeraccesgoints. Thisis justlike in cellulartelephonenetworkswhich can
handof betweertransmittersaasyou physicallymove about.

For security 802.11employs Wired EquivalentPrivacy (WEP) which usesthe RC4 encryptionalgorithmwith 40 or
128bit keys. Both endsof atransmissiorsharea secretkey which is usedto encryptthetraffic beforeit goesouton
theairwaves.

The choiceof key sizeswasdueto the restrictionsat that time on exporting strongencryptionsystems
fromthe USA. The40 bit versioncouldbe exported,while the 128bit versionwasfor domestidJSA use.

Note that 40 bit securityis betterthan no security but not by much, asit is not beyond the boundsof
feasibility to go thoughall possiblekeys oneby one. Furthermoreas peopleoften usekeys thatare 5
characteASCII strings,this reduceghe searchspaceo about30 bits.

It bruteforceis too mucheffort for you, it appearghatthe WEP algorithmitself is breakablewith a bit
of ingenuity: after collectingabouta day’s worth of traffic a computatiorwill revealthe secretkey. Even
worse, WEPs typically off by default!
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Figure21: ARP

To overcomethis, you shouldnot rely on the link level encryption,but always encrypttraffic yourself
(e.g.,usingssh).

5.9.5 Other Wireless

Bluetoothis a anothemwirelesstechnologyratherakinto 802.11b but is designedor short-ranggoint-to-pointcon-
nectionsbetweenappliancedike TVs, fridgesandtelephones.It hasa rangeof 30 feet, but useslesspower than
802.11b It's betternot to think of BluetoothasawirelessLAN, but ratherasa wirelesscable.

Similarly thereis HomeRF thoughthisappearso belaggingbehindBluetoothin popularity All of 802.11bBluetooth
andHomeRFusethe 2.4GHzband,meaningthereis potentialfor contentionandinterferencen thesenetworks. The
performancef anetwork will suffer if thereis oneof the othersnearby

Other (wide area)systemsinclude codedivision multiple accesYCDMA) andthe emeging 3G mobile telephone
system.

It is possiblethatwirelessnetworks may assistin the developmentof MANs sincesomepeoplearelooking at using
wirelesdlinks to connectstreet-wideandlargercollectionof machinegogetheiin a CommunityAreaNetwork(CAN).

5.10 ARP
RFC826

We now considerthe AddressResolutionProtocol here,asit is often consideredo be partof thelink layer It forms
partof the InternetProtocol,andexiststo solve onevery specificproblem: the gapbetweerphysicallayeraddresses
(e.g.,Ethernet6 byte) addressesandnetwork layer (e.g.,IP 4 byte) addressesThis problemdoesnot exist if we are
using,sayPPPRasthis physicallayerhasno addresses.

Everymachineonthelnternethasatleastone32bit (4 byte)IP addresslt is uniqueto thatmachingmodulosomecon-
siderationghatwill becomeclearlater). Thereis a conventionin writing IP addressemtendedfor humanconsump-
tion. Thefour bytesarewrittenasadottedquadof decimalvalues.Thustheaddres©000000100000000000001100000100
is written as1.2.3.4. For example,mary hasIP addressl38.38.32.14and Ethernetaddres®:20:48:40:2e:4d)The
Internetlayerusestheseaddressesxclusively, asit knows nothingaboutthelink layer IP addresseareseparatdor
preciselythis reasonsothatIP canrun over mary differentlink layers.

The difficulty lies whenthe IP layer wantsto senda paclet over Ethernet. It knows the destinations IP address,
whereado build the Etherneframewe requirethedestinations EtherneaddressThuswe needto find which Ethernet
addresgorrespond$o which IP addressThisis doneby ARP.

To determingheEtheraddresdor anIP addressthesourcemachinebroadcastanARP packetusingEthernetaddress
ff.ff.ff.ff.f1.ff. All machineonthe(local) network look atthepaclet,andthetargetmachinerecogniseshatthepaclet

is for it, andrespondvith an ARP reply containingits hardwareaddressThe sourcemachinereadsthis andextracts

the Ethernetaddress.

This pacletis embeddedn anEthernetfframe,of course.Theframetypefor ARP pacletsis 0806.

Thepacletin moredetail:
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Hardwaretype. Thisis 1 for anEthernetaddress.

Protocoltype. Thisis 0800for an|P address.

Hardware size, Protocolsize. The numberof byteseachof thesekinds of addressesccupy. This is 6 for
Ethernetand4 for IP.

Op. Thisis 1 for anARP requestand2 for an ARP reply.

¢ Addresdields. Thehardwareandprotocoladdressefor the sourceandtarget.

In anARP requesthetargethardwareaddresss notfilled in; afterall, thatis whatwe aretrying to find out. In anARP
reply, thetargetis theoriginal senderandthe sendehardwareaddresgield containgheinformationwe areinterested
in.

Of courseit would be stupidanda wasteof network bandwidthto have an ARP for every paclet sent:insteada cache
of mappingsrom IP to Ethernetaddressess kept. Entriesin this cachetime out andareremovedafter 20 minutes,

typically.
If nomachineon the network hasthis hardwareaddressor thatmachineis down, noreply will beforthcoming.If an

ARPreplyis notrecevedaftera coupleof secondsanerrormessageavill besentto theapplicationtrying to make the
IP connection.

Usethe Unix command
Jusr/sbin/arp -a
to look atthecache.

The ARP canbe usedin situationsotherthan Ethernetand IP asit hasparameterisefields and so canbe usedto
associatg@airsof ary typesof addressedyut it is by far mostassociatedavith Ethernet.

5.11 ReverseARP

ReverseARP, or RARR solvesthe oppositeproblem: given a hardware addressfind the IP address. This might
happerwhenadisklessmachineis bootingandneedsdo find its IP addresandonly hasits Ethernetaddresdo go by.
Alternatively, arefrigeratormay make a RARP requestivhenit bootsto find its IP addres®n the homenetwork.

RARPis almostidenticalto ARP, but hasframetype 8035,andop numbers3 for a RARPrequestand4 for aRARP
reply. Somemachineonthelocal network assignedo dealwith the RARP servicewill readthesepacketsandreply.

RARPis simple,but is limited by thefactthata hardwarebroadcasbnly goesto the local network: it is not passed
betweemetworks. Thereasorfor thislimitation on hardwarebroadcasis thatyou cant passon broadcastarbitrarily,
or elseevery broadcaswill spreadacrosgheentirelnternet! Sosomemachineonthelocal network mustbeprepared
to reply to a RARPR, which may beincorvenientfor large multiply subnettechetworks. More generalsolutionsto the
hardwareto softwaremappingproblemexist: seeBOOTP andDHCP

6 The Inter net/Network Layer: IP
We now turnto look atthe next layerin the InternetProtocol:the Internetlayer.

This the basisthe the Internetis built upon: a reasonablysimple protocol that provides a foundationfor the more
complicatechigherlayers.
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We shalldescribethe InternetProtocol (IP). Actually, thisis thefourth incarnation:IP version4 (IPv4). We shalltalk
aboutlPv6 muchlater(seesection6.17).

ThelP providesabest-efort, connectionlesgynreliablepaclet protocol. This combinationwaschoserasit represents
alowestcommondenominatoof network propertiesandit reliesthe leaston functionality of thelink layer ThusIP
canrunontop of severallink layers,bethey reliableor not.

IP is a cooperatie system.For a paclketto getto its destinationt is handedon from onemachineto the next, stepby
step.

Thenodesn the systemhave variousnamesaccordingo their function.

e Host. A computerthatyou actuallyuseto do somework.
e Gatavay. A machinethatconnectdwo networks.

¢ Router.A machinewhoseprimaryfunctionis to decidewherea paclet goesnext.

Theseareby no meananutually exclusive,andyou useatermto indicatehow you arethinking of acomponenatthe
time. Gatavaysandroutersareoften hosts,thoughdedicatedouting hardwareis popular Gatavaysdo routing. An
individual packetdoesnotknow how to getfrom sourceto destinationstheroutersfigurethis out,andit canbeavery
complicatedbusinessSeelater

The IP layer breaksthe datastreaminto paclets, alsocalleddatagramsin the context of IP, and prependsa header
A paclet (including headeranbe aslarge as64KB, but is usuallyaround1500bytes(this is only becausenuchlP
runsover EthernetandEthernethasthis limit).

We have the threewordsframe padcet and datagram all meaningroughly the samething: a chunkof
data. Laterwe shalladdsegment The only differencebetweerthemis the emphasiave wantto puton
thechunk:for example framesaretypically atthelink level.

Immediatelywe are facedwith the problemof differentlink layershaving different propertiessuchas maximum
pacletsize.Whathappensvhenabig paclet hits a network with asmallermaximumlimit? TheIP dealswith this by
fragmentation a singlepacletis subdvidedby a routerinto severalsmallerpaclets. Seesections5.5 andfollowing,
below. It is thedestinations problemto gluethefragmentsdacktogether

We shallnow dealwith eachfield in theheadeiin turn. Theheadeanddataaretransmittedn big endianformat,that
is left to right, top to bottomin thediagram.
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Figure23: IP Datagram

6.1 Version

This four bit field containsthe versionnumber 4. Thelatestversionof IP, whichis beingintroducedvery slowly, has
versionnumber6. This field is usedto aid suchatransition.

6.2 HeaderLength

Theheadercanvary in length: thereare someoptionalfields later Sowe needto be ableto find wherethereheader
endsandthe datastarts: how canwe distinguishbetweena headeffield and datathat happenso look like a header
field? An easyway is to supplythe headeldength. This is givenasthe numberof 32 bit words,andis generally5
whichis the minimumlengthof the header(no optionalfields).

This 4 bit field hasmaximumvalue 15, or 60 bytes,sowe canhave up to 40 bytesof options.

6.3 Type of Sewice

This field allows usto indicatehow the datagranshouldbe treatedin termsof speedandreliability. For somedata
streamsspeedis moreimportantthan 100%reliability. Voice is a good exampleof this. On the otherhand,when
we are transmittingdatafiles, whenaccurag is paramountwe arewilling to sacrificea little speedfor improved
reliability.

Not all implementation®f IP take noticeof thisfield, but it is becomingncreasinglyimportantasnetworksproviders
wantto chagedifferentratesfor differentlevelsof service.

Recently bits 6 and 7 of the TOSfield arebeingusedin an explicit congestionnotification (ECN) mechanism.See
sectionl4.5.3.0therwisethesebits shouldbe setto zero.
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Application Minimise | Maximise | Maximise | Minimise | Hex
delay | throughput| reliability cost value
Telnet/Rlogin 1 0 0 0 0x10
FTP
control 1 0 0 0 0x10
data 0 1 0 0 0x08
Bulk data 0 1 0 0 0x08
ICMP errors 0 0 0 0 0x00
SNMP (network config) 0 0 1 0 0x04
NNTP (news) 0 0 0 1 0x02

Figure24: Someof therecommendedaluesfor TOSfield

6.4 Total Length

This is the total datagramength, including the headerin bytes. A 16 bit field givesus a maximumsize of 65535
bytes.Thisis tolerableto mostpeopleatthe moment,but is way too smallfor thosewho lik e to pushaboutbig data,
andwill beway too smallin the nearfuturewith thearrival of gigabitnetworks.

Datagransizeis importantaswe have overheadsn usingpaclets:
¢ time overheadspentin splitting datainto paclets,addingheadersandthenremoving headerandreassembling
the datastreanatthe otherend
e bandwidthoverheadn thatwe areusing20 bytesfor the headeandnotfor data.
A biggerpaclet meansbetteramortisationof overheads.In the limit, with aninfinite paclet size,more familiar as

a connectionorientedsystem the overheads minimised. But thenwe have the problemsof a connectionoriented
system.

6.5 Identification

This is anintegerthatis uniqueto eachlP datagrampftenincrementingby 1 for eachsuccessie datagramsent. It
is usedto reassemblea datagramif it getsfragmented.Whena datagramis fragmentedijt is split up into several
smallerdatagramsgachwith copiesof the original IP header(a few fields arechangedg.g.,the total length). The
identificationfield senesto grouptogetherfragmentshatcamefrom a singledatagramA fragmentis a datagrarmnin
its own right, andcanbe fragmentedtself.

6.6 Flags

Threebits areusedasflags. Or rather two areusedandoneis resened.

1. RF.Reseredfor lateruse.Unlikely everto be usedsincethe adwventof IPv6.

2. DF.Don't Fragment If thedestinatioris incapableof reassemblinfragmentshisbit is setto inform therouters
on the pathto the destinatiomot to fragment. This might involve the routerschoosinga slower paththatdoes
not fragment,or if this is impossiblethey might drop the datagramand returnan error messagéackto the
senderAll machinesarerequiredto be capableof acceptingdatagram®f size576bytes.

In detail: all machinesarerequiredto be capableof acceptingdatagram®f size 576 bytes,either
wholeor in fragments.They mustbe ableto forwarddatagram®f size68 byteswithout fragmenta-
tion (maximum60 bytesfor anIP headeplus8 bytesof afragment).
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3. MF. More Fragments All fragmentsexceptthelasthave this set.

6.7 Fragment Offset

This is anintegerthatlocatesthe currentfragmentwithin the currentdatagram Notice thatthe individual fragments
may arrive at the destinatiorout of orderasthey might take differentroutes.This valueis a byte offset, shifteddown
by threebits. This meangwo things: (a) 13 bits is enoughto cover the 16 bit rangeof offsets,and(b) eachfragment
(otherthanthelast) mustbea multiple of 8 byteslong.

Eachfragmentis a chunkof theoriginal datagrandatawith a copy of the original IP heademandthe variousfragmen-
tation fields setappropriately Whenthe fragmentwith MF not setis receved, the destinationcanusethe fragment
offsetplusfragmentiengthto determinethe sizeof the original datagram.

Fragmentations a difficult problem,andthis is notthe bestsolutionasit causes dropin efficiency:
o fragmentatiorin arouterslows down the processingf a datagranimmensely:unfragmentedementscanbe
senton muchmorequickly,
e extraoverheadasmoreheaderarebeingusedfor a givenamountof data,
e extraoverheachsmoresgmentsaretraversingthe network,
e if asinglefragmentis lost, the entiredatagranmustbe retransmittedwhich is a hugewasteof bandwidth,

¢ thegreaterthe numberof fragmentdlying aboutthe greaterprobability onewill belost.

IP doesnotdo retransmissioiitself: it it up to ahigherlayerto dothisif required.

IP implementationslearoutfragmentdor anincompleteddatagranafterasuitabletime, e.g.,30 seconds
afterthe arrival of thefirst fragment(thatis, the fragmentthatarrived first). Seesection17.2.3.

Well behared implementationseturnan ICMP error “timeout during fragmentreassembly”. A further
wrinkle is thattherulessaythatif theinitial fragmentis lost (the fragmentwith offset0) anICMP need
notbegeneratedThisis becausenly thatfragmentcontaingheinformation(e.g.,aUDP or TCPheader)
thatwill allow thesourceto identify the sendingprocessandtell it somethinghasgoneawry.

Betteris theapproactof IPv6,whereadatagrams neverfragmentednroute. In IPv6,if agatevayrealisesadatagram
is too largefor the next hop, it dropsthe datagramandsendsan ICMP error messagéackto the source.The source
canthenresendsereral smallerdatagrams.This reduceshe compleity of routersconsiderablyand consequently
speedsip routing. Justasimportantly thelossof asinglesegmentwill becoveredby theretransmissiomwf thatsingle

segment.

Fortunatelyevenwith IPv4, mostof thetime fragmentations notrequired andfurthermorehostsareableto negotiate
pacletsizesby MTU discovery. TheMaximumTransmissiorUnit is thelargestpacletsizea hostor network cancope
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etseq

with. ThepathMTU is the smallestMTU on the pathfrom sourceto destination.The pathMTU canbe determined
by sendingvarioussizepacletswith the DF flag set,andwatchingfor errorsreturned Whenanunfragmentegbaclet
getsto the destinationwe have alower boundfor the MTU. Notethatthisis only anapproximationaswe aretrying
to measurea dynamicsystem:in eachprobethe paclet maytake a differentroutethathasa differentpathMTU! See
section14.9.

Findthe MTU of aninterfaceby
Jusr/sbin/ifconfig -a
ornetstat -

6.8 Timeto Live

This is a counterthatis usedto limit thelifetime of a datagram.If the routersget confusedor are badly configured,
adatagranmaybouncebackandforwardor aroundin circlesindefinitely. Eventuallythe network will befilled with
lostdatagramsandtherealoneswill notbeableto getthrough.

TheTTL is designedo stopthis. The TTL startsoff atsomevalue,say64 or 32. Eachtime thedatagrangoesthrough
arouterits TTL is decrementedlf the valueever getsto zero,the routermustdrop the datagrams&ndsendan error
backto thesource.

The8 bit field limits usto amaximumTTL of 255, but currentlythe Internetis not nearlythatwide.

Thewidth of the Internetgoesup anddown all thetime. It goesup whennew networksareattachedput
it goesdown whenextra links areinstalledor traffic is tunnelledover ATM, say ThelP regardsatunnel
asasinglehop,no matterhow long or complex the ATM routemight happerto be.

Originally this field wassupposedo measurdime in secondsa routerwassupposedo decrementhefield for each
secondt wasqueuedn therouter In practiceno-onedid this, but justdecrementethe TTL oneachhop.

Thelnternetis lik e this. Whathappen®uttherein therealworld is important,notwhatthestandardsay
Though,on thewhole, mosttry to follow the standards.

6.9 Protocol

This connectghe IP layerto the transportlayer. This field containsa numberthattells us what transportsystemto
passthedatagranmonto. Therearenumberdefinedfor TCPandUDP amongsbthers.

6.10 Header Checksum

As in the Ethernetlayer, this is a simplefunction of all the bytesin the header If the checksunis bad,the datagram
is silently dropped.It is up to a higherlayerto detecta missingdatagramandrequestetransmissionrtecallthatIP is
unreliable.

This is not a perfectsystemasan error could arisein the checksumand nowhereelse,meaningan otherwisegood
datagramis dropped;or several errorsin the headercould combineand cancelthemseles out; and so on. More
sophisticatedthecksumsould be morerobust, but would be moretime consumingo compute.Notice thatthe TTL
changesn eachrouter, sothe routermustrecomputeandupdatethe checksunon eachhop.
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6.11 Sourceand Destination Addr ess

Theseare 32 bit numbersthat uniquely determinethe sourceand destinationmachineson the Internet. That s,

eachmachineon the Internethasa differentIP addressThis givesusa maximumof 4,294,967,296nachineson the
Internet:actuallyfewerareavailablesincesomeaddresseareresenedfor specialpurposesThisis notreallyenough.
We discusdP addressebelow.

6.12 Optional fields

This is a variablelengthlist (usually absent)of optionalbits and pieces,originally includedin casethe designers
thoughtof somethingnew they wantedto addto IP. Also for rarely usedstuff, so we don't clutter the heademwith
mostly unusedields.

Optionsinclude

e Security(encryption)andauthentication

Recordroute: eachrouterrecordsits addressn the datagramasit passedy

Timestamp:eachrouterrecordsits addresandcurrenttime in thedatagranasit passeby

Strictsourcerouting: alist of addressesf routersthatgive the entirepathfrom sourceto destination

Loosesourcerouting: alist of addressesf routersthatmustbeincludedin the pathfrom sourceto destination

All exceptthefirst arefor detuggingthe network. Thelimitation of the optionsto 40 bytesmeanghatonly 9 routers
cansqueezéeheiraddresses. Not enoughfor thesedayswhenroutescaneasilybe over 30 hops.

6.13 IP Addressesnd Routing Tables

We now needto look at those32 bit addressesAs mentioned,every machineon the Internethasits own unique
address.This is so every machinecan contactevery other machine. Thesenumbersare strictly controlledby the
InternetAssignedNumberAuthority (IANA), andmoreaboutthis later. They arenot dishedout at random,but are
carefullyallocatedto make routing betweemetworksthatmucheasier

Considerthe complexity of the problemof finding a route betweentwo arbitrarymachinesIf therewasno structure
on IP addresseghis would beimpossiblewithout gigantictablesthatdetaileachandevery machine.

Instead remembethatthe Internetis actuallya collectionof networks. The IP addresss split into two parts:firstly
the network number andsecondlythe hostnumber The hostnumberdefinesthe hostuniquelyon the network, and
thenetwork numberdefinesthe network uniquelyon the Internet.

To anendhost,routingis trivial: if the destinatioris on thelocal network, simply put the packet out on the network.
If thedestinatioris notlocal, simply sendthe pacletto the network gatevay andlet it dealwith the problem.

If we arerunningover Ethernetthe Ethernethardwareaddres®n the pacletwill bethatof the gatavay,
notof thedestinatiormachine Recallthatthelink layercant know aboutlP addressesll it knowsis this
paclet mustgoto the gatevay. Thegatevay will sendonthe pacletwith ahardwareaddressppropriate
for the next hop, andsoon. In termsof ARPingfor this paclet, we make a requestfor the gatevay IP
address.
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So, to afirst approximationthe routing problemis that of directing pacletsbetweennetworks. Oncea paclet has
arrived at the destinatiometwork the gatavay simply sendgo paclet to the destinatiorhost. This is muchbetter as
therearesignificantlyfewer networksthanhosts.

Routerscontaintablesof (network layer, IP) hostandnetwork addressegpgethemwith informationaboutwhatto do
with pacletswith theseaddresses.

1. DestinationaddressThis canbethe addres®f a specificmachine pr theaddressf a network.

2. Addressof the next hoprouter, i.e., the addresf whereto sendthis paclet next. This is the addresf the
immediatenext routerthatis directly connectedo the currentroutet

3. Whichinterfaceto sendthe paclet out on to getto the next router A routerhas,of course severalinterfaces,
i.e., network connectionssowe needto know which connectiorgoesto thenext router

Whena pacletarrivesatarouterit checksts table.

1. If the pacletdestinatioraddressnatchesa hostaddressn thetablesendthe paclet out to the appropriatenext
routeron the appropriaténterface.

2. Elseif the paclet destinationaddressnatchesa network addressn the tablesendthe paclet out to the appro-
priatenext routeron theappropriaténterface

3. Elsefind anentryin the table marked default and sendthe paclket out to the appropriatenext router on the
appropriaténterface

If noneof theaboreworks,dropthepaclet,andsendbackanerrormessagéhostunreachablebr “network unreach-
able”

We returnto the network routing problemlater, in particularhow the information getsinto the tables,but for now
regardroutersasmachineswith big tablesthattell themwhereto sendpaclets.

Usenetstat -r to seetheroutertableon aUnix machine.

Destination Gateway Genmask Flags MSS Window irtt Iface
138.38.96.0 0.0.0.0 255.255.248.0 u 00 0 ethO
127.0.0.0 0.0.0.0 255.0.0.0 u 00 0 lo

default 138.38.103.254 0.0.0.0 UG 00 0 ethO

Everyhosthasaroutingtable,andgenerallythis saysto sendpaclketsdestinedor thelocal network outonthe network
interface,andsendotherpacletsto the default gatavay. The above tableindicatesthat packetson thelocal network
(138.38.96.0xhouldbe sentout on interfaceethO , andthe defaultis to sendto the gatevay 138.38.103.254yhich
is alsoattachedo interfaceethO .

Thereis alsoanentryfor aloopbadk network avirtual network internalto themachinefoundonthe (virtual) interface
lo . This network connectsa machineto itself, andusefulfor testingnetwork programs.
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7 bits 24 bits

Class A
0| network host
14 bits 16 bits
Class B
10 network host
21 bits 8 bits
Class C
110 network host
28 bits
Class D
1110 multicast address
27 bits
Class E
11110 reserved for future use

Figure26: IP addresses

6.14 Networks and IP addresses

Sohow arethe addressesplit into network plus hostparts?If we give, say 8 bits to representhe network andthe
restto representhe hostson the network, we will have 28 = 256 networks eachwith 224 = 16777216 hosts. This
isn't really enoughnetworks,andnot mary peoplerequirethatmary hosts.A few do, though.Splitting it up theother
way we could have 16777216 networks eachwith only 256 hosts. This is too smalla network for mary peoplee.g.,
large corporationsbut fine for smallcompaniesCuttingit down themiddlewe canhave 2'® = 65536 networkswith
65536hosts.Still notreally enoughnetworks,andtoo mary or too few hostspernetwork accordingo taste.

As differentpeoplehave differentrequirementsa compromisas used:we split theaddressn (essentiallythreeways!

e ClassA addressedrom 1.0.0.0to 127.255.255.25 have 7 bits for the network and 24 bits for the host: thisis
126networkscontainingl6777214osts.Theaddresx.y.z.whasx asnetwork, y.z.washost.

e ClassB addressesrom 128.0.0.0to 191.255.255.25%have 14 bits for the network and 16 bits for the host:
16382networks,65534hosts. Theaddresx.y.z.whasx.y asnetwork, z.w ashost.

e ClassC addressesrom 192.0.0.0to 223.255.255.25%ave 21 bits for the network and 8 bits for the host:
2097152networks, 254 hosts.Theaddresx.y.z.whasx.y.z asnetwork, w ashost.

Therearealso

e ClassD addressedrom 224.0.0.0to 239.255.255.25%re multicastaddressesMulticast is sendinga single
pacletto multiple hosts.This is in contrastto broadcastwhichis sendingo all hostson a network.

e ClassE addressedrom 240.0.0.0t0 247.255.255.258reresenedfor experimentabndfuture use. This might
includethetransitionto IPv6.

Variousvaluesareresenedfor specialpurposes:

e hostnumber0: “this host”. Sometimesnistalenly usedasabroadcasaddress

e hostnumberall all 255s:broadcastddresso network
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32 bits

10 Network Subnet Host

Figure27: Subnetting
e network number0: “this network”
e network 127.0.0.0theloopbacknetwork.
The ideabehindthis schemds thatthe IANA canallocatebig networks to thosewho wanta lot of hosts,andsmall

networksto thosewho don’t needsomary. Thuswe don't loselarge chunksof the addresspaceio Two Men anda
Dog Enterprises.

The University of Bath hasbeenallocatedaddressei the network 138.38. This is a classB addressand so we
have 65534possiblehosts.StanfordUniversityhas36, a classA addressTheclassC addres493.0.0is allocatedto
RéseauxP EuropéendRIPE),the EuropearinternetRegistry (responsibldor IP addressem Europe).

Thiskind of informationcanbefoundusingnslookup andPTRqueriesandusingwhois to find who
ownsaname.

6.15 Subnetting

Supposeyou have your IP network addressa classB addresssay andyou arebuilding your network. You have 64
thousandchostaddresseto play with. Having a single network with 64K addressesn is not a goodidea: it is very
hardto administerfor a start,evenbeforewe getinto technicalreasonsThesolutionis to usesubnetting This allows
usto split our network into smallerindependensubnetverks. Eachsubnetcanbe administeredndependentlye.g.,
by differentDepartments.

A subnemmaskis used.This tells routerswhich partof theaddresss thesubnetaddressandwhichis thehostaddress.
For example,the Departmenbf Mathshasa subnetthat containsaddressefrom 138.38.96.G0 138.38.103.2550r
4096values.In binary

network address 138.38.96.0 10001010001001100110000000000000
broadcastddress 138.38.103.255 1000101000100110110011111111111
mask 255.255.248.0 11111111111111111111100000000000

A machinecantell if anaddresss onthelocal network if thehostaddres?ANDed with the maskgivesusthe network
addressThustheaddres<s.38.38.100.2@s onthe Mathssubnetince

hostaddress 138.38.100.20 10001010001001100110010000010100
mask 255.255.248.0 11111111111111111111100000000000
AND 138.38.96.0 10001010001001100110000000000000

but 138.38.104.20s not, since

hostaddress 138.38.104.20 10001010001001100110100000010100
mask 255.255.248.0 1111111111111111111110000000000
AND 138.38.104.0 1000101000100110011010000000000
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Outsidethe network 138.38,subnettingis not visible, so no applicationsto IANA or changedo routing tablesare
requiredif we movethingsaboutlocally. A subnetcanitself be subnetted.

Usethe Unix command
lusr/sbin/ifconfig -a
to seetheway a network is configured.The formatvariesfrom machineto machine put this will tell you

e inet themachinesIP address
e netmask thesubnetmask

amongsbtherinterestingstuf.

The Maths subnetis can be describedas “138.38.96.0,subnetmask 255.255.255.248", or more succinctly as

“138.38.96.0/21" where21 is the numberof 1 bits in the mask. The subnettingstandarddoesnot actuallyrequire

subneimaskso usethetopn bits,andwe couldhave the Mathsnetwork as138.38.0.96subneimask255.255.0.248"
if we really wanted.However, it is overwhelminglythe casethat peoplefollow the formerformat, particularlywhen

classlessietworksareinvolved. (Theshort/n formatonly appliesto the top-n-bits style of mask.)

6.16 ClasslessNetworks

Everybodywantsa classB network, sincea classC is too small,anda classA is too large (you pay peraddress).

Thisis calledthe ThreeBeais Problem

Thustherearevery few classB addressekeft. Onething you mightdois take severalclassC networksandlink them
together Thisis nottrivial, asyou cannothave two network addressesn the samephysicalnetwork. Thusyou must
have two networks, probablyjoined by a gatevay. And every time the network grows, you have to apply for a nen
classC addresandjoin it up to your existing system.

Additionally, mary smallnetworksis a problemfor routing: mary networksmeandargetablesin routers.Again, this
is notgood.

Dueto the massie growth of the Internet,someway of managinghe IP addresspacehadto beinvented.Thereare
afew wayswe cango:

1. changeheway classe®f networksaredefined
2. useprivatenetworkswith networkaddresstranslation

3. increasdhe numberof addresseavailableby changinglP

Thefirst two waysarebackwardly compatiblewith the existing system.Thethird is aradicalchange.
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6.16.1 CIDR

Thisis ClasslessnterDomainRouting

Therearemary classC network addressekeft. CIDR is away of packaginghemup that(a) allows networksof larger
than254hosts,and(b) simplifiesrouting.

Firstly, blocksof classC networksareallocated

e 194.0.0.0-195.25.255255 Europe

e 198.0.0.0-199.25.255255 North America

e 200.0.0.0-201.25.255255 CentralandSouthAmerica
e 202.0.0.0-203.25.255255 Asia andthe Pacific

This giveseachregion about32 million addressesAnother320million addresseBom 204.0.0.0to 223.255.255.25
arewaiting for laterallocation.Now routing betweersuchaddresseis easy:arnything thatstarts194or 195is routed
to Europe.Thisis asingleentryin aroutertable,ratherthananentryfor eachnetwork.

Within eachregion, the sameideais repeated. Contiguousblocks of classC addressesllocatedto ISPsor end
users. Say 192.24.0to 192.24.7. This is describedas network 192.24.0.0/255.25.255.248, or more commonly
192.24.0.0/21The 21 is thenumberof 1 bits requiredto maskoff the network addresgpartfrom thewholeaddress.

192.24.0.0 110000000001100M000000O000000
192.24.7.0 1100000000011000000011100000000
255.255.255.248 11111111111111111111100000000000

And we now know thatary pacletwith addresshathasaddr AN D 255.255.248 = 192.24.0 shouldberoutedto that
ISPoruser

Example:193.0.0.0/22s allocatedto RIPE.

Thisis avery cleverupdateto the original classsystemastheendmachinegio not needto know aboutCIDR. Oncea
paclethasreachedhedestinatiometwork, it canbetreateddenticallyto a classedhetwork. Only theroutersneedto
know anything special andonly thoseexternalroutersthatconnect/our network to therestof thelnternet.A classless
network canusedjust asa subnetteatlassedchetwork, andmayevenbe subnettedurther.

This hasbeena valuableadditionto IP, and hasallowed the Internetto grow much further than onceimagined.
Extensiongo CIDR to useclassA addressearealsoavailable.

CompareCIDR with subnetting: CIDR memgessmall networks into a larger one, while subnettingdivides a large
network into smallerones.In fact, CIDR is sometimealledsupernetting

It wasreportedat the endof 1999that somerouterswerecloseto having 100,000entriesin their route
table. This, while large, is still lessthanthe 2,000,000+entriesthatclassiclP without CIDR would have
required.
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Figure28: Network AddressTranslation

6.16.2 Network AddressTranslation
SomelP addresseareresenedfor privatenetworks.

e ClassA: 10.0.0.0-10.25255.255
e ClassB: 172.16.0.0-172.3255.25
e ClassC: 192.168.0.0-192(8.255.25

TheseareoneclassA network, 16 classB networksand256 classC networks, thoughwith CIDR, you cansupernet
theB andC networks.

Theseaddresseare guaranteedhever to be allocatedfor usein the public Internet. Thusif you have a private IP
network thatis not connectedo the Internet,theseare safeaddresseto use. How doesthis help if we do wish to
be connected?Thereis a processknown as masqueading or Network AddressTranslation(NAT) that corvertsan
outward paclet with a privateaddresgo onewith a public addressandaninward paclet with a public addresdack
to the privateaddress.

A paclet goingfrom the privatenetwork network to the Internetmight have sourceaddres<0.0.1.1,anddestination
addressl38.38.32.14.Let us supposethe gatevay hasaddressl 38.38.32.252.The action of NAT is to make the

Internetbelieve thatthis packet camefrom 138.38.32.252We cando this by updatingthe sourceaddressn the IP

headerto be 138.38.32.252This is donein the gatavay. The gatevay mustremembetthis hasbeendone,sowhen
a reply comesback (with source138.38.32.14destination138.38.32.252)it canre-editthe headerto replacethe

destinatiorwith 10.0.1.1 andpassthe paclet onto the privatenetwork.

Thusit appeargo hostson the privatenetwork thatthey areconnectedo the Internet,while it appeargo the Internet
thata lot of traffic is originating at the gatavay. This hasthe addedpropertythat machineson the Internetcannot
referto machineson the privatenetwork, asthe addresse&0.0.0.0cannever be usedon the Internet. This may seem
a problem,but is actuallyan advantageto mostpeople: it preventsexternalusershackinginto the private network

asthey have no way of referringto the privatemachines.Only pacletsin reply to onesoriginatinginsidecantravel

inwards.Seealsosection18.1.

Thereare problemswith this technique:sometimedP addressearepassedn the datapart of the paclet (e.g.,FTR,
Quale). Thisis oftendoneto setup otherconnectiongo variousplaces.In orderfor the NAT to work in this casethe
masqueradingodehasto be taughtaboutsuchexamples,andwhereto look in the datafor theseaddressesThis is
technicallyquitedifficult, but canbe done,andis very effective.

Thistechniquds particularlygoodfor homenetworks, whereyou canshareonedial-upline betweerseveralhosts.

6.17 IPv6

Hereis a brief introductionto the next versionof IP. VariouslycalledIPv6 andIPng (next geneation) it takesIPv4in
thelight of modernexperienceandreworksthingsto be simplerandmoreefficient. It hashas128 bit addresseand
usesa CIDR-stylegeographicahllocation(amongsbthertypesof allocation),whichis whatIPv4 really shouldhave
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Figure29: IPv6 Header

usedin thefirst place.IPv6is graduallybeingintroducedput it will bealongtime beforeit replacesPv4 everywhere.

IPv6 addressesariousshortcoming®of IPv4:

. largeraddresspace

. reducesizeof routertables

. simplify the protocolsorouterscanprocesgacletsfaster
. provide securityandauthentication

. payattentionto type of service

. have bettermulticastingsupport

. have mobile hostswith fixedIP addresses

. roomfor evolution of the protocol

© 00 N oo 0o b~ W N P

. permitIPv4 andIPv6 to coexist duringthetransition.

Onething the designerf IPv6 did wasto make the namesof the fields moreclearandmorerelevantto their actual
use.

e \ersion,4 bits. The number6. This field is identical in positionto the field in IPv4, and can be usedto
distinguishpacletsin mixed-versionervironments.
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o Traffic class,8 bits. Like TOSin IPv4. This canbe usedto differentiatedifferentkinds of traffic, e.g.,video
wantconstanbit ratebut candropthe occasionapaclet; FTP allows variablebit ratebut mustbeloss-free.

o Flow label, 20 bits. This allows routersto recognisepaclets as belongingto a single flow, thatis a stream
of pacletsfrom a certainhostto a certaindestination. Given this, the routerscan endeaour to give special
treatmentto thesepaclets, suchasresened bandwidthor minimal delay This effectively setsup a virtual
circuit for the flow thatcanguaranteesay sufiicient bandwidthfor video stream.This field is setto O is flows
arenotbeingused.

e Payloadlength,16 bits. The numberof bytesthatfollow this fixed40 byte header ThelPv4 countincludedthe
header

o Next header8 bits. This playstherole of the protocolfield in IPv4, but alsoallows for IPv6 options.This field
indicateswhich type of optionalheader(if ary) followsthefixedheaderf thereareno optionalheadergasis
usuallythe case)this containsthe transportprotocol,suchasTCPor UDP.

e Hoplimit, 8 bits. ThisistheTTL field, but renamedo malkeit clearwhatis actuallyhappening.

e SourceandDestinationaddressed,28bits each.Thebiggestchange:addressearefour timesaslong.

The useof 128 bit addressegivesus a potential2!?8 ~ 3 x 10%® addresses/nitial allocationsof addresseare
following theleadof CIDR, andaremostly geographical But thereis plenty of roomfor flexibility . This numberof
addresseis enoughfor 7 x 102? addresseper squaremetreof the Earth's surface,or roughly enoughto give anIP
addresdor every moleculeon the surfaceof the Earth.

Someaddressesare unicast,somemulticast. IPv6 addsanycastaddressesan anycastaddressdentifiesmary ma-
chines,just asmulticast,but insteadof sendingthe pacletsto all of them,IPv6 picks one (oftenthe “closest”) and
sendghepacletto this one. This canbe usedfor loadsharing.The BBC might have ananycastsenerin the UK, and
anotherin the USA. USA clientswill contactthe USA sener, UK clientsthe UK one. This would save muchtraffic
overtheAtlantic link.

IPv6 hasnofragmentatiorfield: insteadof routerdargefragmentingpaclets,|Pv6 justdropsthemandsendsanICMP
error messagdackto the source.The sourcecanthenresendsmallerpaclets. An optionalfragmentatiorheadetis
availablefor the unlikely situationwhenthe sourcecannotre-paclet the datainto smallerchunks:it proceedgpretty
muchlike fragmentationin IPv4, but is in the sourceand destinationonly. A routerneednever be concernedvith
fragmentswhich is a huge simplification over IPv4, and meansthat paclets can be routedthat much faster 1Pv6
requiresall links in the network to have MTUs of 1280bytesor larger. If ary link cant do this, alayerbelowIP must
dofragmentation.

IPv6 hasno headetengthfield. Thisis becaus¢he headeis of fixedlength. Thenext headerfield dealswith options,
moreproperlycalledextensionheades.

IPv6 hasno checksunfield. Sincemostmodernnetworksareprettyreliable,a checksunis notneedecasmuch:and
the transportlayers(TCP and UDP) have checksumghemselesanyway, so what's the point of duplicatingwork?
Oneproblemwith IPv4 checksumss thatthe IP headerchangesn every routerasthe TTL decreasesneaningthe
headerchecksunmustberecomputedvery hop. In IPv6 we avoid this cost,andso packetsareroutedfaster

IPv4 has13fieldsin thefixedpartof theheaderwhile IPv6 has8. IPv6 hasaddresse®ur timesthe sizeof IPv4, but
theheadeiis only twice thesize,andis muchsimpler

Thenext headefield daisy-chaingxtensiorheadersogetheuntil wereachtheend. Thelastnext headefield contains
the protocolof the datain the paclet.

Extensionheadersare either of fixed length or have Type, Length, and Datafields. The top two bits of the Type
indicatewhatto doif the headetis notrecognised:

e 00. Skip this option
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Figure30: IPv6 ExtensionHeaders

e 01. Discardthis paclet
¢ 10. Discardthis paclet,andsendan|CMP errorbackto the source

e 11. Discardthis paclket, andsendan ICMP error backto the sourceonly if the destinatiorwasnot a multicast
addresgsoonebadpacletwill notproducemillions of ICMP errors)

Extensiorheadersnclude,amongsbthers:routingoptions(c.f. sourceroutingin IPv4); fragmentatiormanagement;
authenticationsecurity; jumbogramg(very large paclets, biggerthanthe 216 = 64KB limit given by the payload
field: asinglejumbogrampaclketcanbeupto 4GBin length!).

UDP andTCP layerjust asbeforeover IPv6, thoughsmall changesareneededn the way their checksumsrecom-
puted.DNS addsa nenv RR typefor anlPv6 addresshamelyAAAA.

6.18 IPsec

The IP wasdesignedn anacademiernvironmentwhereeverybodytrustedeverybodyelse. The contentsof paclets
arereadableby anyonethathasaccesdo the physicallayer. Sincepacletsareroutedby third partiesasthey progress
from sourceto destinatiorary routeron the pathcanpeekat the datacontainedtherein. This is not sogoodasthese
daysIP is usedfor all kinds of commercialand confidentialdatatraffic andthe intermediateroutersare owned by

mary differentthird parties.

IPsecaddressetheproblemsf secreg andauthenticationSecrey is implementedy encapsulatingecuritypayload
(ESP),while authentications achieved by authenticatiorheader(AH). Keys aremanagedy internetkey exchange
(IKE) thatrunsover UDP.

AH authenticatesonnectionshotusers.Youdon't useAH to login, but ratherto ensurehatthe remotehostis really
the CD shopit claimsto be beforeyou sendyour credit card details(encryptedby ESP),ratherthanjust someone
pretendingo bethatCD shop.

IPsecis not very widely employed. Difficultiesinclude
1. key managemengettingthepublickey from thedestinationandensuringt is thepublickey for thedestination.
DNSsecshouldhelpwith this

2. routing: someroutersmake decisionshasedon thetype of traffic, e.g.,videoor ftp. Encryptionhidesthis, and
somalesefficientrouting harder

3. governmentatontrolsover encryptiontechnologies

53



32 bits

8 bit type 8 bit code 16 bit checksum T
8 bytes

32 bits various uses i
} |
| I
! Data |
| |
| I

Figure31: ICMP

Ether IP ICMP ICMP Ether
header header |heade data trailer

Figure32: ICMP in IP
7 The Internet Layer: ICMP

RFC792

Several placeswe have saidthingslike “drop a packetandreturnan errormessagéo the source”.How is this done?
Well, theonly mechanisnwe have for communicatioris to sendpaclets,sothe errormessagenustitself bea paclet.

Thisis anormallP paclet, but hasspecialkcontentsThiskind of pacletis calledaninternetControl Messae Protocol

paclet (ICMP).

The ICMP is usedfor generalcontrol of the network aswell asfor indicatingerrors. It is layeredon top of IP, but is
consideredo be partof the Internetlayer.

Recallthatthis is enclosedn anl|P paclet, enclosedn (say)anEthernetframe.

Thefieldsof anICMP pacletare

e Type.TTL expired;echorequestdestinatiorunreachablegtc.
e Code.Hostunreachableportunreachablegtc.
e Checksum.
e This field doesdifferentthings for differentICMP types. This includesa 32 bit gatevay address;a 16 bit
identifieranda 16 bit sequenc&umberfor echorequestndreply; etc.
ICMP pacletsarelP paclets,andsoaresubjectto the generafoiblesof IP, like beinglost or duplicated.
ICMP messageare classifiedaseitherquery, or error. For example,an ICMP echorequesis a query while a TTL
expiredis anerror. ICMP errorsarenever generatedn responseo
. anICMP errormessages.g.,if the TTL expiresonalCMP errorpaclet
. adatagranwhosedestinatioris a broadcastor multicast)address

1
2
3. adatagranwhosesourceis a broadcasfor multicast)address
4. adatagranwhoselink layeraddresss a broadcasaddress

5

. ary fragmentotherthanthefirst.

Thisis to preventbroadcaststormsof ICMP paclets,whereasingleerrorcanbe multiplied into mary ICMP paclets.
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Figure33: ICMP echorequestandreply
7.1 Ping

Therearea coupleof clever wayswe canexploit ICMP messagesFirstly to discover whethera machineis up, and
secondlyto determingherouteapaclettookto getto amachine.

Pingis a simpleway to checkwhethera machineis alive or hascrashed.

lusr/sbin/ping -s  www.yahoo.co.uk
Hit "C to terminate. DON'T LEAVE PING RUNNING. Thisuseshandwidthandanng/salot of people.

This sendsanICMP echo requestpaclet. Thisis ICMP type0, code0. Therequiredresponsdrom a hostis to copy
backthe pacletandits datain anICMP echoreply paclet (type 8, code0).

The identifier field is somerandomnumber(often the Unix processnumber)so that the operatingsystemcan dis-
tinguish packets when multiple pings are running on the samemachine. The sequencewumberstartsat O and is
incrementedby 1 for eachpacletsent.This allows pingto determingf arny pacletswerelost, reorderedr duplicated.

Whena ping echoresponsés received, the sequenc@umberis printed,alongwith otherusefulinformation,suchas
theroundtrip time (RTT) of the paclet.

mary % /usr/sbin/ping -s  www.yahoo.co.uk

PING homerc.europe.yahoo.com: 56 data bytes

64 bytes from rc3.europe.yahoo.com (194.237.109.72): icmp_seq=0. time=160. ms
64 bytes from rc3.europe.yahoo.com (194.237.109.72): icmp_seqg=1. time=154. ms
64 bytes from rc3.europe.yahoo.com (194.237.109.72): icmp_seq=2. time=176. ms
64 bytes from rc3.europe.yahoo.com (194.237.109.72): icmp_seq=3. time=159. ms
64 bytes from rc3.europe.yahoo.com (194.237.109.72): icmp_seq=4. time=161. ms
“C

----homerc.europe.yahoo.com PING Statistics----

5 packets transmitted, 5 packets received, 0% packet loss

round-trip (ms) min/avg/max = 154/162/176

Thereis variationin the RTT: this variationincreasewith the distancethe paclet travels. WANs give us a lot of
variance.

Thereis anIP optionrecod route This attemptsto tracethe pathof a paclet throughthe Internetby saving the IP
addresseef machinesasthepacletpassedy.

All IP optionshave a codeto tell uswhatkind of optionwe have, andmosthave a lengthfield. The codefor record
routeis 7, andthelengthis dependenbn the numberof IP addressesecorded.The pointerfield tells uswhat offset
to write thenext IP addresgstartingat 4, it goes4, 8,12, etc.).
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Figure34: IP recordroute

Theoptionsfield in anIP paclet canbe up to 60 bytes(usinga 4 bit field to denote4 bytewords). Thuswe canpack
up to 9 addresseg@akingthe codeandotherfieldsinto account).Thisis not very much. In the early ARPANET this

wasample,but nolonger If thepacketrequiresmorethan9 hops,only thefirst 9 arerecorded.

mary:3 % /usr/shin/ping -s -R -v www.yahoo.co.uk

PING homerc.europe.yahoo.com: 56 data bytes

64 bytes from rc3.europe.yahoo.com (194.237.109.72): icmp_seq=0. time=168.
IP options: <record route> 138.38.29.254, bath-gw-1.bwe.net.uk
(194.82.125.198), man-gw-2.bwe.net.uk (194.82.125.210), bristol.
bweman.site.ja.net (146.97.252.102), south-east-gw.bristol-core.j

a.net (146.97.252.62), south-east-gw.ja.net (193.63.94.50), 212.1
.192.150, se-uk.uk.ten-155.net (212.1.192.110), se-aucs.se.ten-155

.net  (212.1.194.25)

64 bytes from rc3.europe.yahoo.com (194.237.109.72): icmp_seq=1. time=165.
IP options: <record route> 138.38.29.254, bath-gw-1.bwe.net.uk
(194.82.125.198), man-gw-2.bwe.net.uk (194.82.125.210), bristol.
bweman.site.ja.net (146.97.252.102), south-east-gw.bristol-core.

a.net (146.97.252.62), south-east-gw.ja.net (128.86.1.50), 212.1.

192.150, se-uk.uk.ten-155.net (212.1.192.110), se-aucs.se.ten-155

.net  (212.1.194.25)

64 bytes from rc3.europe.yahoo.com (194.237.109.72): icmp_seq=2. time=167.
IP options: <record route> 138.38.29.254, bath-gw-1.bwe.net.uk
(194.82.125.198), man-gw-2.bwe.net.uk (194.82.125.210), bristol.
bweman.site.ja.net (146.97.252.102), south-east-gw.bristol-core.j

a.net (146.97.252.62), south-east-gw.ja.net (128.86.1.50), 212.1.

192.150, se-uk.uk.ten-155.net (212.1.192.110), se-aucs.se.ten-15

5.net  (212.1.194.25)

C

----homerc.europe.yahoo.com PING Statistics----

3 packets transmitted, 3 packets received, 0% packet loss

round-trip (ms) min/avg/max = 165/166/168

Recordroutecanbeusedon ary IP paclet, but is is mostly usefulwhenpinging.

ms

ms

ms

Somepeopledislike beingpingedasthey believe it couldbea securityhole,andshutoff the normallCMP response.

Thusit couldappeathata machines notworking dueto failed pings,but it it actuallyup andrunning.

7.2 Traceroute

The IP optionto recordroute haslimited utility, sinceit cansave only 9 hosts,andshaws nothingif the destination
machineis down. Tracerouteis a clever meansto discover the route a paclet is taking that solves both of these

problems.Traceroutenvorks by deliberatelygeneratingerrorsandexaminingthe ICMP pacletsreturned.

TraceroutesendsUDP paclets (transportlayer paclkets, seelater) to the selecteddestinationthat have a artificially
small smalltime-to-live. Whenthe TTL dropsto zero,andICMP TTL exceededpaclet is generatecndreturnedto

thesource.
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Figure35: ICMP TTL exceeded

1. Sendapacletwith TTL setto 1, but with thedestinatioraddres®f the machinewe wishto probe.

2. This paclet reacheghe first gatavay/routerandthe TTL is decrementedo 0. The routerdropsthe paclet,
returnsanICMP TTL exceeded.

3. Thisreacheshesourcethatnotesfrom wherethe packet originatedviz., theroutet

4. Sendapacletwith TTL setto 2. This getsto the next routerbeforethe TTL getsto 0, andthe ICMP response
identifiesthe secondouter

5. Repeatwith TTL 3, 4, andso on, until the paclket managego reachthe destination. At eachstatewe getan
ICMP errortelling usof theroutersthe pacletspassedhrough.

wiz % traceroute mary.bath.ac.uk

traceroute to mary.bath.ac.uk (138.38.32.14), 30 hops max, 46 byte packets

1 136.159.7.1 (136.159.7.1) 0.779 ms 1131 ms 0.642 ms

2 136.159.28.1 (136.159.28.1) 1369 ms 0910 ms 1489 ms

3 136.159.30.1 (136.159.30.1) 2339 ms 1937 ms 0.988 ms

4 136.159.251.2 (136.159.251.2) 1458 ms 1.071 ms 1831 ms

5 192.168.47.1 (192.168.47.1) 1434 ms 1554 ms 1.008 ms

6 192.168.3.25 (192.168.3.25) 29.192 ms 30.094 ms 25.374 ms

7 REGIONAL2.tac.net  (205.233.111.67) 25.413 ms 33.002 ms 32.677 ms

8 * * %

9 * 117.ATM3-0.XR2.CHI6.ALTER.NET (146.188.209.182) 82.403 ms 58.747 ms

10 190.ATM11-0-0.GWA4.CHI6.ALTER.NET (146.188.209.149) 56.376 ms 67.898 ms 73.462 ms
11 if-4-0-1-1.bb1.Chicago2.Teleglobe.net (207.45.193.9) 66.853 ms 46.089 ms 44.670 1
12 if-0-0.corel.Chicago3.Teleglobe.net (207.45.222.213) 48.817 ms * 75.093 ms

13 if-8-1.corel.NewYork.Teleglobe.net (207.45.222.209) 106.198 ms 94.249 ms 73.375 1
14 ix-5-3.corel.NewYork.Teleglobe.net (207.45.202.30) 75286 ms 89.873 ms 98.789 ms
15 us-gw.ja.net (193.62.157.13) 143.686 ms 159.212 ms 166.020 ms

16 external-gw.ja.net (193.63.94.40) 172.803 ms 189.216 ms 191.260 ms

17 external-gw.bristol-core.ja.net (146.97.252.58) 206.403 ms 185438 ms 192.989 ms
18 bristol.bweman.site.ja.net (146.97.252.102) 196.685 ms 206.221 ms 183.763 ms

19 man-gw-2.bwe.net.uk (194.82.125.210) 197.968 ms * 174.809 ms

20 bath-gw-1.bwe.net.uk (194.82.125.198) 209.307 ms 221512 ms 199.168 ms

21 * * %

22 mary.bath.ac.uk (138.38.32.14) 250.670 ms * 186.400 ms

Someversionsof ping supportsettingthe TTL, e.g., Solarisuses-t . This canbe usedto mimic
traceroute by hand.
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ICMP errorsoften containthe IP headerand8 bytesof dataof the datagranthat causedhe problem. Thisis sothe
sourcemachinecanmatchup theICMP datagranwith theonethatcausedt. Eightbytesis justenougho containthe
interestingpartsof the headeof the next layer (TCP or UDP).

In fact, it is now recommendedhat the ICMP error contains“as mary bytesof the original datagramas possible
withoutthelengthof the ICMP datagranexceedings76bytes”. (Recallthat576is theminimumsegmentmaximum.)

Therearemary thingsthatcanhapperin atraceroute:
e three*sin line 8: someroutersreturnan ICMP error with a TTL thatwaswhaterer wasleft in the original
datagramThisis guaranteedhotto reachus

o if thelasthalf of theroutersare* s, this meanghatthe destinatiorhasthisbug: the TTL is rampedup until it is
doublethe hoplengthof therouteandthenthe ICMP reply canreachus. The destinatioris really only half the
adwertisednumberof hopsaway

e anothempossibility (onlongerroutes)is thattherouteris settinga TTL too smallto reachus
e athird possibilityis simply thattherouterrefuseso sendiICMP errorsfor TTL exceeded

e a* beforethemachinenamein line 9: the DNS namelookupdid notreturnanamebeforetheICMP errorcame
back

¢ sometimeshe sameline is repeatedwice: thisis becaussomeroutersforwarddatagramsvith TTL of 0. This
isabug.

Therearemary bugsouttherein realrouters!

8 Routing IP

We have alreadyalludedto routingtables.Smalltablescanbe setup by hand,andmosthost's tablesonly containtwo
route of interest:to the local network for local traffic, andto the gatevay for non-localtraffic. We now look a little
morecloselyat routingtables.

A staticrouteis oneaddedby hand,typically by meansof theroute commandFor example,
route add default gw 138.38.103.254

to addadefaultrouteto a gatevay. Differentoperatingsystemshave differentargumentgo route , but the principles
aresimilar. Thecommanchetstat  -r -n displaystheroutingtable.

Destination Gateway Flags  Refcnt Use Interface
140.252.13.65 140.252.13.35 UGH 0 171 le0
127.0.0.1 127.0.0.1 UH 1 766 [o]0]
140.252.1.183 140.252.1.29 UH 0 0 slo
default 140.252.1.183 UG 1 2955 slo
140.252.13.32 140.252.13.33 U 8 99551 le0
Theflagsare

e U. Therouteis up (i.e., working)

e G.Therouteis to agatevay/router Withouta G therouteis directly connectedo the network on theinterface.
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Figure36: ICMP Redirect
e H. Therouteis to ahost. The Destinationis ahostaddressnot a network address.
e D. Theroutewascreatedby ICMP redirect
e M. Theroutewasmodifiedby ICMP redirect

TheRefcnt  indicateghenumberof (TCP)connectiongurrentlyusingthisroute. TheUse is thenumberof paclets
thathave passedia thisroute.

8.1 ICMP Redirect

Sometimesheroutingtablesarenot perfectlysetup.

SupposehostH1 wantsto sendto hostH2, but H1's routetabledirectsall packetsto routerR2. Whenthe paclets
reachefR2,R2looksatits tableandrealiseghe paclet shouldbe forwardedbackthroughtheinterfaceit camein on.
Thisis anindicationto R2 that H1's tableneedsmproving. R2 forwardsthe paclketto R1, but alsosendsan ICMP
redirectmessagéo H1. H1 usestheinformationin the messag¢o updateits table (which is markedby the D or M
flag). Next time H1 wantsto sendto H2 it will sendthe pacletdirectlyto R1.

This allows smallimprovementsn routingto accumulatevertime.

RFC1256 Anothermechanisnof generatingoutertablesinvolvesrouteradvertisementsinglCMP RouterDiscoverymessages.
A hostcanbroadcast router solicitation messageand one or more routerscanrespondwith messagesontaining
routesvia thoserouters.

8.2 Dynamic Routing Protocols
Dynamicroutingis thepassingof routinginformationbetweerrouters.ICMP redirectsarealimited form of dynamic
routing, but they aregenerallyclassedasstaticroutes.

Routersswap routesbetweenthemseles using someprotocol. Thereare several protocols,including the Routing
InformationProtocol (RIP), the OpenShortesPath Fir st (OSPF)protocol,andthe Border Gatevay Protocol (BGP).

Thelnternetusesmary routingprotocols.lt is composedf acollectionof AutonomousystemgASs),eachof which
is administeredy a singleentity, e.g.,a universityor acompaty. EachAS choosests own routing protocolto direct
pacletswithin the AS. Thisis aninterior gatevay protocol (IGP) (or intradomainrouting protocol)), for exampleRIP
or OSPE

BetweenASsrun exterior gatevay protocols(EGP)(or interdomainrouting protocolg, for exampleBGPR

Typically arouterwill run arouter daemon a programwhosesole purposeis to exchangerouting informationand
updatetheroutingtable.For examplerouted talksRIP, andgated talksRIP, OSPFandBGR
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Figure37: RIP paclets
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Figure38: RIP routing

8.2.1 RIP

RIP is oneof the mostwidely usedprotocolson smallto mid-sizednetworks.

A RIP messagés encapsulatedvithin a UDP paclet. A commandf 1 is arequestwhile 2 is areply. Othervalues
arenotgenerallyused.Theversionis generallyl, thoughannewer versionof RIP has2.

The next 20 bytesspecifya route: the addressfamily is 2 for IP addressesan IP addressanda metric. Thelimit of
25is to keepthetotal paclet sizelessthan512bytes,a sizethat shouldnever needto be fragmented.

Themetricis the numberof hopsto the specifiedaddress.

Whenrouted starts,it broadcastareques{commandsaluel) outonall interfaceswith addresgamily O andmetric
16. Thisis a “sendme all your routes”message Whena routerreceivessucha RIP request,t replieswith all its
table’s entriesin oneor moreRIP replies.

Otherwisea RIP requests arequesfor arouteto a specificaddresgor severaladdresses)A responseo this is our
metricfor our route,or 16 to signify infinity or “no route”.

Whenaresponsés received, we canupdateour routing tableappropriately Our metricis the receved metric plus 1
for thehopto therouterthatreplied.If anew routearriveswith a smallermetricthananexisting routewe canreplace
the old routewith the new one: this happensf a new patharisesthatis shorterthanthe old one. A shorterpathis
deemedetter

RIP alsosendsa chunkof the currentroutingtableevery 30 secondso all its neighbourrouters.Routesaretimed out
if they haven’t beenreconfirmedor 3 minutes(six updates) Themetricis setto 16, but therouteis not deletedfor 60
secondsThis ensuresgheinvalidationis propagated.
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metric 3 2 1 metric 3 2 16 metric 3 4 16 metric 3 4 5
via R2 R3  direct via R2 R3 via R2 R1 via R2 R1 R2

metric 5 4 5 metric 5 6 5 metric 5 6 7
via R2 R1 R2 via R2 R1 R2 via R2 R1 R2

Figure39: Slow Corvergence

R3 hasarouteto H with metric1. A RIP messagbetweerR2 andR3 allows R2to learnthereis arouteto H via R3
with metric2. Thena RIP messagdetweerR1 andR2 allows R1to learnthereis arouteto H via R2 with metric 3.
NoticethatR2 getsa messagérom R1 sayingit knows routeof metric3 to R3, butit ignoresthis asR2 alreadyknow
abetterroute.

Therearea few problemswith RIP. Firstly it is not suitablefor usebetweenASs asit passe®n too muchinternal
network information,andit is ignorantof subnetting.Furthermorethelimit of 15 onthe metricis too smallfor the
Internet.

Anotherproblemis thetime RIP takesto settledown after a change for examplewhena new routeris added,or a
router crashes:this canbe several minutes. This is called slow corvergence Supposeéhat the link from R3 to H

breaks.R3 startssendingRIP messagewith metric 16 (infinity) for therouteto H. R2 picksthisup. But now R2 gets
a messagdérom R1 with a metric of 3. So R2 replacests routeto H to go via R1 with metric4. R1 now seeshat
R2 hasarouteto H metric4, andso mustupdatests metricto 5 in its table. This bouncesackandforth between
R1 andR2 until eventuallythey both reachinfinity at 16. This takesabout4 minutes. Meanwhile,real datapaclets
arealsobeingbouncedetweerR1 andR2 addingto the confusion.The problemis thatR2 doesnot know thatR1'’s

adwertisedrouteis actuallyvia R2.

Theuseof ahop countasa metricis a bit simplistic: it is not alwaysthe casethatthe fewesthopsis the bestrouteto
take. Otherconsiderationsik e network speednetwork bandwidth,andcostshouldbe takeninto account.

NeverthelessRIP is quite suitablefor smallto mediumnetworks. RIP version2 addressethe questionof EGPsand
subnetsbut OSPFis now morepopular

8.2.2 OSPF

OSPHs anewerroutingprotocolthatfixestheproblemsof RIP. OSPHs alink-stateprotocol,in contrasto RIP which

is adistance-vectoprotocol.In essenceRIP measuresimplehop countswhile OSPFteststhe stateof neighbouring
routersandpasseshis informationthroughthe AS. Eachroutertakesthis stateinformationandbuilds its own router
table. This allows OSPFto corverge fasterthanRIP in the caseof a changen the network.

OSPFis layereddirectly ontop of IP (RIP is on UDP on IP), andhasmary advantage®ver RIP.

1. OSPFcanhave differentroutesfor differentlP typesof service.

2. An interfaceis assigneda cost This is a numberthat is computedfrom arnything relevant, e.g., reliability,
throughputround-trip-time.

3. If morethanoneequalcostrouteexists, OSPFsharedraffic equallybetweerthem(load balancing.

4. OSPFunderstandsubnets.
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5. A simpleauthenticatiorschemecanbe usedto preventspoofingof routes.

6. OSPFusesmulticastratherthanbroadcastsoonly routersthatareinterestechave to listento OSPFtraffic.

8.2.3 BGP
BGPis anEGR andsois usedfor routingbetweermASs. An EGPhasa differentproblemto anIGP: now the problem
is to routebetweenASsratherthannetworks or hosts,andpolitics becomes dominantfactor

In BGP ASsareclassifiedinto threetypes:

1. A stubAS. This hasonly oneconnectiorto ary otherAS, andonly carrieslocaltraffic. Bath Universityis such.

2. A multihomedAS. This hasmorethanoneconnectionput refusego carryarnyoneelses traffic.

3. A transit AS. This hasmorethanoneconnectionandwill carrytraffic from one AS to another(usuallywith
certainpolicy restrictions).

BGP allows policy basedrouting, and suchpolicesare determinedby the administratorof an AS, andthey canbe
political, economicor anything else.

For example thereis a Canadiaraw to the effectthatall traffic beginningandendingin Canadamustnot
leave Canadatary point. SonotransitAS canpasdraffic out of the countryundersuchcircumstances.

BGPis layeredontop of TCP, andis adistance-ectorprotocollik e RIP, but ratherthangiving simplehopcountsBGP
passe®ntheactualAS-to-ASroutes.This fixessomeof the problemsassociatedvith distance-ectorprotocols.On
theotherhand,ASsdo not changevery much,sothereis notabig problemwith slow corvergence.

9 Broadcastingand Multicasting

Therearethreetypesof IP addressesunicast broadcastand multicast Unicastwe arefamiliar with: an address
specifiesa singlemachine.Broadcasts similar to broadcasat thelink layer: a single paclet goesto every machine
on the network, suchasis usedby ARP. Multicastis somethingdifferent: a single packet goesto several selected
machinegmorethanone,andprobablylessthanall).

Noticethatnotall network layerssupportbroadcasbr multicast.For example,broadcasbn a PPPlink is notterribly
useful.Useifconfig to seeif your network supportanulticast.

9.1 Broadcast

Broadcastings conceptuallysimple: have a single paclet thatis readby all machines.This is betterthansending
unicastpacletsindividually to all machines.But what do we meanby “all”? Clearly somelimitation on broadcast
pacletsis neededelsethe entirelnternetwould be permenantlyflooded.

e Limited Broadcast.The addres55.255.255.255endto all hostson the local network. A paclket with sucha
destinatioris never forwardedby arouter

¢ Net-DirectedBroadcastWhenthe hostpartof the network addresss all ones.E.g.,n.255.255.2550r a class
A, or n.m.255.255for a classB. Routersforward suchpacletsif they areconnectingwo subnetsn the same
network.
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1 1 1 0 Multicast group ID

28 bits
Figure40: ClassD MulticastAddresses

e Subnet-Directe®roadcastNow we broadcasto all hostson thelocal subnet.Addresshasa valid subnetpart
with the hostpartall ones.This is themostcommonform of broadcast.

¢ All-Subnets-DirectedroadcastNo longerused andreplacedoy multicast. Sendgo a collectionof subnets.

In fact,thesebroadcastgapartfrom subnet-directeddreessentiallyobsoletedueto CIDR.

If youwantto anngy alot of peopletry ping to abroadcasaddress.

9.2 Multicast

Multicastis usedwhenwe wantto sendthe samepaclet to several hosts. For example,whenstreamingaudioover
the Internetwe could unicast100 packetsto 100 peoplelistening. Better asthereis lessnetwork traffic, we could
broadcasbnepaclet thatis readby all hosts. Unfortunately this mustbe readandprocessedby every hostwhether
that hostwantsthe audio streamor not. Betterstill, we canmulticasta single paclet thatis readjust by those100
machinesleaving all otherhostsalone.

For example,multicastis usedby OSPFto communicateouting data: a singlepacketinformsall routers.Broadcast
wouldinflict this dataon all machinesnot justtherouters.

Specialmulticastaddresseareused andmulticastgroupsareformedof thosemachineshatareinterestedn receving
pacletsfrom a givensource.E.g.,agroupto listento Radiol.

A multicastgroupid is a28 bit number(nearly270million groups)with no furtherstructure Multicastaddressefall
in the range244.0.0.0to 239.255.255.255The setof hostslisteningto a particularlP multicastaddressarecalleda
hostgroup. A hostgroupcanspanmary networks,andthereis no limit onthe numberof members.

Somegroup addressesare assignedas well-known addresseby IANA: theseare the permenantostgroups For
example,224.0.0.5or OSPFroutersand224.0.0. Ifor “all multicastawarehostson the subnet”.

The processof joining andleaving hostgroupsis governedby the Internet Group ManagementProtocol (IGMP).
Multicastover LANSs is reasonablgimple,while theuseof multicastingoverWAN is still asubjectof experimentation
(amulticastpacket mustbe copiedandsentto eachnetwork thathasjoinedthe hostgroup). The multicastbadkbone
(MBONE) is anstepin this direction.

9.2.1 Multicast and Ethernet Addr esses

Many Ethernetcardssupportmulticastingin hardware. What this meansis that the card can be aware of which

multicastgroupsthe hostrequires andcanfilter outthosemulticastpacketsnotis thosegroups.This hardwareassist
meandesswork for the IP layerto do. To supportthis, specialEthernethardware addresseare usedfor multicast
paclets.

Addressesn therange01:00:5e:00:00:0@ 01:00:5e:7f:f.ff areresenedfor multicasting. Thisis 23 bits of address
space. The lowest 23 bits of an IP multicastaddresss mappeddirectly into this space. Thereare5 bits of the IP
addresdeft over, sothis meanghat 32 differentlP multicastaddressemapto the sameEthernetmulticastaddress.
This meansthat the IP layer will have to do somefiltering after all: it cant all be doneby the hardware. On the
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Figure41: DNS hierarchy

otherhandi,it will berarethattherewill bea clash.Despitethis problem,this combinationof hardwareplus software
filtering of multicastingaddressess still betterthanbroadcasts.

10 The Domain Name System

DNS is the meandby which we cancorvertnamedik e mary.bath.ac.uk to IP addresselke 138.38.32.14The
benefitof having humancomprehensibl@amesgatherthana jumble of numberds clear We could learnnumbergo
referto machinegwe do learntelephonenumbers)but namegendto stick muchbetterin the mind.

In the early daysof the Internet,all the machinescould keepa table of every nameandIP addresghat existed. See
letc/hosts . Soon,though,this becameuntenableasthe Internetgrew. The DNS wasdevelopedasa hierarchical
systemto resolvenamesandis distributed thatis, no one machineon the Internetknows all the namesof all the
machinesbut the mappingis spreadaboutoververy mary machines.

10.1 The Hierarchy

The DNS hierarchyis a treewith root at thetop. The root hasname®.” (dot). Othernodesin the tree have labels
of up to 63 characters.A fully qualified domainname(FQDN) is a sequencef labelsterminatedby a dot, e.g.,
mary.bath.ac.uk. . A namewithout a terminatingdot is assumedncomplete,and may be completedby the
DNS software,e.g.,mary is completedon BUCS hoststo be mary.bath.ac.uk. . Furthermorethe incomplete
namemary.bath.ac.uk is completedo thesame.

OntheMathsnetwork, mary would beexpandedasmary.maths.bath.ac.uk. then,whenit found
thatno suchnameexists, mary.bath.ac.uk. . Thesoftwaretriesappendingeachtrailing substringof
morethantwo labelsuntil it findsa namethatexists. WhenBUCS s givenmary.bath.ac.uk it first
triesto seeif mary.bath.ac.uk.bath.ac.uk. is aname thenmary.bath.ac.uk. . Alternate
stringscanbegivenin /etc/resolv.conf
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Thearpa domainis usedfor gettingnamesrom numbers.For along while therewerejust sevengenericdomains
eachthreecharacterdong. Theseincludelabelslike com, org andedu. Thesemostlyreferto machinesn the USA
(becausehey forgotabouttherestof theworld wheninventingDNS), but some e.g.,com areusedworldwide. More
recently new labelslike biz andinfo have beenadded.

The two charactemamesare country domains andrefer to the appropriatecountry Thesenamescomefrom 1SO
3166,thelist of official countrynameabbreiations,exceptthatthe UK usesuk insteadof thelSO gb.

Eachlevel of thetreerepresentdifferentmanagemerdandresponsibilityfor thenames ThetopleveldomaingTLDs)

aremanagedy IANA, whohasdelegatedesponsibilityto ThelnternetCorporatiorfor AssignedNamesandNumbers
(ICANN). To geta new nameat this level, you would have to apply to ICANN—but they wouldn't give you one,as
this level is essentiallyfixed politically.

Every otherlayeris managedy someotherentity. For examplelabelsunderuk aremanagedy the UK Network
InformationCentre(NIC), run by acompaty calledNominet. Again, this level is fixed,andit is hardto geta nameat
thislevel.

The beautyof the DNS is the sharedresponsibility The labelsunderac.uk aremanagedy the United Kingdom
Educationand ResearciNetworking Association(UKERNA). You have somechanceof gettinga namefrom these
peopleaslong asyou are connectedvith the UK academiccommunity Labelsunderco.uk happenalsoto be
managedy Nominet:youcanreadilygetalabelherefor theright price. Labelsunderbath.ac.uk  areadministered
by BUCS.

Anotherthingto notethathnamesadministeredby oneauthoritycanreferto machineganywherein theworld: bill.acme.com
mightbein Rangoonwhile ben.acme.com mightbein TunbridgeWells.

.co.uk for commerciaenterprises

.org.uk for organisations

Jtd.uk for UK limited companies

.plc.uk for UK publiclimited companies

.net.uk for Internetserviceproviders

.sch.uk for UK schools

.ac.uk for academiestablishments

.gov.uk for governmentodies

.nhs.uk for NHS organisations

.police.uk for UK policeforces

.mod.uk for Ministry of Defenceestablishments
Labelsunderbath.ac.uk  aremanagedy BUCS, while labelsundercs.bath.ac.uk aremanagedy the De-
partmentof ComputerScience.Othercountriesmanageheir partsof the treedifferently. Germaly doesnot have an
ac.uk equialent,but ratherwe getnamedik e uni-paderborn.de . Thisis ashamebecausehey losetheability

to distribute responsibilityfor names.
A zoneis asubtreghatis administeredeparatelybath.ac.uk ,for example.A zonecanhave sub-zonegcs.bath.ac.uk

Theauthorityfor azonemustsetup somenameserves. A nameseneris (aprogramon)amachinghathasadatabase
of the labelsfor thatzone.Namesareaddedor deletedat this level by changingthis databaseTo provide resilieng,
theremustbe a primary nameserver andoneor moresecondarynameserves in casethe primary goesdown. The
primarygetsits informationfrom thedatabaseyhile the secondariegettheirsfrom the primaryusingzonetransfers
Thisis justthecopying of zoneinformation. The secondangueriesthe primaryevery 3 hourstypically.

Soif a machinerequestsa namelookup from the namesener, it canhandit an authoritativeresponse.The sener
tamarin.bath.ac.uk is primaryfor thebath zone.See/etc/resolv.conf
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10.2 Recursive Lookup

If therequesis for a nameoutsidethe zone,the namesener mustwork a bit harder It contactsa root nameserver
This is oneof (currently) 13 machinedottedaboutthe world thatareresponsibldor the TLDs (the root zone). Our
namesener musthave the IP addressesf thesein a file somevhere. Currentnamesenersare nameda.root-
servers.net  tom.root-servers.net

A.ROOT-SERVERS.NET internet address = 198.41.0.4
B.ROOT-SERVERS.NET internet address = 128.9.0.107
C.ROOT-SERVERS.NET internet address = 192.33.4.12
D.ROOT-SERVERS.NET internet address = 128.8.10.90
E.ROOT-SERVERS.NET internet address = 192.203.230.10
F.ROOT-SERVERS.NET internet address = 192.5.5.241
G.ROOT-SERVERS.NET internet address = 192.112.36.4
H.ROOT-SERVERS.NET internet address = 128.63.2.53
I.ROOT-SERVERS.NET internet address = 192.36.148.17
J.ROOT-SERVERS.NET internet address = 198.41.0.10
K.ROOT-SERVERS.NET internet address = 193.0.14.129
L.ROOT-SERVERS.NET internet address = 198.32.64.12
M.ROOT-SERVERS.NET internet address = 202.12.27.33

Supposeave wantto find theIP addres®f news.bbc.co.uk . Ournamesenertamarin  doesnt have responsibil-
ity for thebbc zone.Sotamarin contactsaroot senerwith the question‘who is responsibldor theuk domain?”
Therootseneranswerwith nsl.nic.uk  or somesuch.

Now tamarin asksnsl.nic.uk  “who is responsibldor theco.uk domain?”andgetsnsl.nic.uk  (again).
Next, it asksnsl.nic.net forbbc.co.uk ,andgetsns.bbc.co.uk . Finally,tamarin asksns.bbc.co.uk
for news.bbc.co.uk  andgetsthelP addres494.130.56.40At lasttamarin  canhandtheIP addresdackto us.

Of course theseresponsesre cachedby tamarin  soit doesnt have to go througha completelookup every time.
Eachresponsdasatimeto live attachedhatindicateshow long the sener shouldkeeptheinformationbeforeasking
again.

mary % nslookup
Default  Server: tamarin.bath.ac.uk
Address: 138.38.32.3

> news.bbc.co.uk
Server: tamarin.bath.ac.uk
Address: 138.38.32.3

Non-authoritative answer:
Name: newswww.bbc.net.uk
Address: 194.130.56.40
Aliases: news.bbc.co.uk

The “Non-authoritatve” answerin the above is anindicationthatin this instancetamarin  didn’t do a full lookup,
but re-usedaresultthatit haddiscoseredearlier It is notauthoritative sincethe zoneauthoritymayhave changedhe
IP addresdor thatnamesincewe lastlooked, but thisis generallyunlikely. Thefirst time a machineooksup aname
youwill getanauthoritatve answer

Morethanonenamecanmapto thesamdP addressnewswww.bbc.net.uk  isanalternatenamefor news.bbc.co.uk
In fact, newswww.bbc.net.uk is the canonicalnameor CNAME for this machine,while news.bbc.co.uk
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is an alias. Aliasesare useful to give mnemonicnamesto machines,e.g., www.bath.ac.uk  is an alias for
jess.bath.ac.uk . If we decideto run the Web sener on a differentmachine,we cantransferthe aliasto the
new machine andnobodyelseneedgo beaware.

Corversely onenamecanmapto morethanonelP addresswww.yahoo.com has

Name: www.yahoo.com

Addresses: 216.32.74.50, 216.32.74.55, 204.71.200.74, 204.71.200.67
204.71.202.160, 216.32.74.52, 216.32.74.54, 204.71.200.68,
216.32.74.51, 216.32.74.53, 204.71.200.75

whichis 11 differentmachines.

Whenthis happensthe IP addresgo useis taken in a round-robinfashion. This is usually doneto balanceload:
different peoplewill be trying to get the sameweb pagefrom differentmachines. Usually, all the machinesare
configuredidentically so it doesnt matterwhich machinewe actually contact. Notice that thesemachinescan be
entirelyindependenanddistributedthroughoutheworld!

To find the authorityfor adomain,usenslookup anduseset q=soa (startof authority).Usingset
g=ns to find anauthoritatve namesener.

10.3 ReverseLookup

Thereis anothebranchof theDNStreewith TLD arpa . Thisbranchallowsusto dothereverselookupof IP address
to DNS name.Thisis very usefulfor determiningthe sourceof a pacletwhenyou only know its IP address.

A DNSnamehasthemostsignificantpartlast,e.g.,theuk in mary.bath.ac.uk ,andwe delegatedownwardsfrom
thatend. An IP addressasits mostsignificantpartfirst, e.g.,the 138in 138.38.32.14andthe valuesaredelggated
from thatend.

In theearlydaysthe UK academicommunityusedthe orderuk.ac.bath.mary to beconsistentBut
therestof theworld disagreedandeventuallywe changed.

Lookinguptheaddresd44.32.38.138.in-addr.arpa. will revealthatthelP addres4.38.38.32.1delonggo
mary.bath.ac.uk . Again,tamarin is theauthorityfor the38.138.in-addr.arpa zone.

CIDR causesomplicationshereasnetworksareno longernecessarilydivided on byte boundaries.

Settingup a namesener authority properly requiresthe managemendf two databasesone from nameto number
andthe otherthe reverse. Somepeopleforgetto setup the numberto namemap, or changethe nameto number
mapandforgetto updatethe reverse etc. This causesll sortof problems(e.g.,sometimeseverselookupis usedin

authenticatiorof connections).

> set qg=ptr

> 14.32.38.138.in-addr.arpa.
Server: tamarin.bath.ac.uk
Address: 138.38.32.3

14.32.38.138.in-addr.arpa name = mary.bath.ac.uk
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Actually a namerequestfor 138.38.32.14s switchedby nslookup to a PTRrequestfor 14.32.38.138.in-
addr.arpa

10.4 Other Data

The DNS cangive you morethanjust IP addressesSereraltypesof recoid have beendefined.

Name Type

A 1 IP address

AAAA 28 IPv6 addres4128bit)

NS 2 Authoritative namesener
CNAME | 5 Canonicahame

SQA 6 Startof Authority

PTR 12 pointer(IP addresgo namelookup)
HINFO 13 hostinfo

MX 15 emailexchange

AXFR 252 | zonetransfer

ANY 255 | all records

Therearemary others: about50 in total. For example,set qg=ptr in nslookup to fetch namesfrom thein-
addr.arpa domain.

HINFO is somesnippetof informationaboutthe machine e.g.,operatingsystem.Not mary peoplepublishthis kind
of information.

Mail exchangeMX, givesthelP addres®f oneof our machineghatwill acceptmail.

> set g=mx

> maths.bath.ac.uk

Server: tamarin.bath.ac.uk
Address: 138.38.32.3

maths.bath.ac.uk preference = 10, mail exchanger = pat.bath.ac.uk
maths.bath.ac.uk preference = 10, mail exchanger = mercury.bath.ac.uk
maths.bath.ac.uk preference = 5, mail exchanger = mailrouter.maths.bath.ac.uk

Oneof thehostswith thesmallespreferencés contactedirst. If thathostis down, try thenext. Noticethatnomachine
with thenamemaths.bath.ac.uk actuallyexists, but canstill sendemailto rjp@maths.bath.ac.uk . This
allows usto dedicatea singlemail senerto sene alargenumberof peopleusinga variety of differentmachines.

NS givesanauthoritatve namesener for thedomain.
AXFR is for azonetransferi.e., transferof azones records probablyfrom a primarynamesenerto asecondary

ANY fetchesall availablerecordsassociatedvith aname.

10.5 Packet Format

Themessagéormatfor DNS hasa fixed 12 byte headerfollowedby four variablelengthfields.

The identificationis a numberselectedy the client in the querymessagandis returnedby the senerin thereply.
This allows the clientto matchup querieswith response# thereareseveralin flight simultaneously
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Identification Flags

Number of questions Number of answer RRs 12 bytes

Number of Authority RRs Number of additional RRs

Questions

Variable number of answer RRs

Variable number of authority RRs

Variable number of other RRs

Figure42: DNS Format

QR Opcode AA TC RD RA zero rcode

1 4 1 1 1 1 3 4
Figure43: DNS HeaderFlags

Theflagsare

QR.Thisbit is 1 for aquery O for aresponse

e Opcode.UsuallyO for a standardequestput canbe othervalues
e AA. Thisbit is seton anauthoritatve answer

e TC. Truncated couldnt fit thereply within 512 bytes(seelater)

e RD. Recusiondesied the namesener shoulddo therecursve lookup. Otherwise the namesener returnsa
list of othernamesenersfor theclientto contact(aniterativelookup). This bit is normally set.

¢ RA. Recusionavailable thisnamesenercando arecursve lookup. Normally set.

e Rcode. A four bit returncode. 0 is no error, while 3 is hameerror, a responsdrom an authority sayingthe
requestechamedoesnot exist.

The next four fields give the numbersf eachtype of resoucerecods (RRs)thatfollow. Usuallythesearel, 0,0, 0
for arequestandl, 1, 0, O for areply (the questionis returnedwith theanswer).

10.5.1 Query

The questionformat startswith the namewe wantto resole. It is a sequencef oneor morelabels,wherea label
is storedasa singlebyte containingthe numberof charactersn the labelfollowedby thosecharactersThe nameis
terminatedby a 0 byte. Recallthatthelengthof alabelis notmorethan63 characters.
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Query name

Query type Query class

Figure44: DNS QuestionFormat

Domain name

Type Class

Time to Live

Data Length

Resource Record Data

Figure45: DNS RR Format

4mary4bath2ac2uk0

The querytypeis a numberthatspecifiesA, or AAAA, or CNAME, etc. The queryclassis normally 1, denotinglP
addressA few othersexist.

10.5.2 Response

e Thedomainnameis the sameasfor the questiorfield.

e TypeandClassareasbefore.

e Thetimeto live is atime, in secondsthatthe namesener shouldcachethis data. A popularvalueis 2 days.
Whenthe TTL expires,the namesener shouldre-querythe authorityfor this data.

e Theresourcalatais givenasalength,followedby the data. Theformatof thedatavariesaccordingo thetype.
For example,for anA reply thisis just4 bytesof IP address.

10.6 Other Stuff

DNS runsover bothUDP andTCR Typically UDP is usedfor speedhut thereis a twist. To avoid possiblefragmen-
tation,a DNS senerwill neverreturnananswerin a UDP datagramargerthan512 bytes. Instead the responsdas
the TC bit (truncated set. Thenthetwo machinesstartup a TCP connectiorandtry againusingmultiple segments.

The DNS hierarchyallows machinenamesat ary level: for examplechannel4.com is botha zonename,anda
machinename.As amachinenameit happendo resole to the samelP addresaswww.channel4.com

A simpleform of compressioranbe usedif the RRscontainrepetitve data,e.g.,the samerootrepeatednary times.
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my machine
\ dns

\ my nameserver

.com dns server
- J/dns

dns.spoofed.com
dns

WwWw.rsa.com www.spoofed.com

Figure46: RSA Web PageSpoof

Also zonetransfersaaredoneusing TCP aslargeamountsof datacanbetransferred.
To seethe stagesn anamelookupuseset debug in nslookup

DNSdoeshaveproblems:in particularthereis noauthenticationlf | getamessageelling methatwww.bath.ac.uk
haslP addresd4.38.38.32.14anl becertainthisis notthe IP addres®f somebodyelse?

TheWebsener of thesecuritycompary RSAwassubvertedby spoofingDNS. An authorityfor .com wascorvinced
somehw thatthattheauthorityfor rsa.com wasamachineotherthantherealone(dnsauthl.sys.gtei.net

is arealone). Let's saydns.spoofed.com  wasmadeauthority Thiswasa cracked machinesomavhere. Now
dns.spoofed.com  saidthatwww.rsa.com resohedto somelP addressjet’s say for www.spoofed.com

A replacementveb pagefor RSA was setup on www.spoofed.com Whenuserstried to get the web pagefor
www.rsa.com they actuallygottheweb pagefrom www.spoofed.com . Which saidnastythingsaboutRSA the
compaly. Noneof RSAs machinesvereevertouched.

Thereis asolutionto thisin Secue DNS(DNSSec)which usegublickey authenticationinvolving cryptographically
secureauthenticatiorcertificates. It hasnt really taken off, possiblydueto unfamiliarity with the concepts.And it
doesnt really make senseauntil mary peopleuseit, andnobodyis goingfirst.

The Unix whois canbe usedto find the nameof the currentowner of a domainname. You mustfirst

determinewhich whois serverto query e.g., whois.networksolutions.com for .com names.
Then
whois -h whois.networksolutions.com yahoo.com

to find who hasregisteredthe nameyahoo.com . Thewhoisseneris oftenwhois. conpany where
companyis the SQA for thatdomain.For example,whois.nic.uk for co.uk , andwhois.ja.net
for ac.uk .

11 The Transport Layer

The IP hastwo protocolsdefinedat the transportiayer. They arecomplementaryone (UDP) beingfast,unreliable,
connectionlessndthe other(TCP)beingmoresophisticatedreliableandconnection-oriented.

Both useports At ary time theremay be mary servicesavailable on the sener machinethat a client may want to
use,e.g.,webpagesserving,email delivery, telnetlogin, FTR, andsoon. How doesa clientindicatewhich serviceit
requires?n IP it is doneby the useof ports.

A portis simply a 16 bit integer (1-65535) Every transportiayer connectionusingUDP and TCP) hasa sourceport
anddestinationport. Whena servicestarts(i.e., someprogramor otherthat will dealwith someservice)it listens
on a port. Connectiongnadeto thatport are passedo the service.Certainwell-knownports arereseredfor certain
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etseq

RFC768

12345~ %0 web
12346
23 Telnet

client server
Figure47: Ports

servicesg.g.,awebsener on port 80; otherportsareonly availableto privilegedprogramsmostportsareavailable
to any programthatwantsto usethem.

Oneanalogyis to think of a hostasa block of flats. Insidethe block of flats thereare mary occupantsgdoing mary
differentthings. The block hasa single address.A letter to be deliveredneedsa flat numberaswell asthe main
address.

Also theuseof portssolve anothemproblem:that of severalconnectiondetweerntwo machinesTherecanbe several
usersontheclientmachineall connectingo thesameportonthesener, e.g.,severalpeopleretrieving webpages.The
sourceportallows usto distinguishconnection@ndhandtherepliesbackto thecorrectuser Sourceportnumbersare
generallychosenafreshfor eachconnectionfrom the pool of currentlyunusednumbers:theseare calledephemeal
ports,asthey only live for thelifetime of the connection.

Thequad
(sourceaddresssourceport, destinatioraddressdestinatiorport)

identifiesaconnectioruniquely Thepair (addressport)is sometimegalledasodet, while thefull quadis sometimes
calleda sodet pair.

SeeRFC1700etseq(now kepton a Website)for allocationsof portnumberspr look atthefile /etc/services

Usethe Unix command

netstat -f inet

to seethe currentinternetconnectionson a machine. The reply usesthe format machine.port  for
source,then destination. Port is eithera port number or a namelike wwwor domain (DNS) from
letc/services

Both UDP and TCP have portsfieldsin their headersin factboth have thesefields atthe very startof the headersas
thisallowstheportnumbergo beincludedin the“IP headeand8 bytesof data”thatanlCMP errormessageontains.
Thisis sothattheoperatingsystemcanidentify which programsentthe original packet (from the sourceport) andcan
directanerrormessagéackto it.

12 The Transport Layer: UDP

TheUserDatagramProtocolis thetransporiayerfor anunreliable,connectionlesgrotocol.

12.1 Ports

Portnumberdor the sourceanddestination.
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32 bits

16 bit source port 16 bit destination port T
8 bytes
16 bit UDP length 16 bit UDP checksum \L

Figure48: UDP header

12.2 Length

This 16 bit field containghelengthof the UDP paclet, includingtheheaderwhichis always8 byteslong. Not strictly
necessanasthis canbe computedasthelengthof theIP paclket (asgivenin the IP headerminusthelengthof thelP
header

12.3 Checksum

Checksunof the UDP headerplus someof thefieldsfrom theIP header Thisfield is optional,but recommendedif
you don't wantto computethe checksuni{presumablyfor extra speed)put 0 here.

12.4 General

UDP s athin layerontop of IP, we only addthe minimumneededor atransportlayer. It is asreliableor unreliable
asthelP implementatiorit is basedupon,andjustaboutasfastandefficientasIP, with only a smalloverhead.

UDP is widely usedasis is goodin two areas

1. Oneshotapplicationswherewe have a singlerequestndreply. Examplesncludethe DomainNameService
(DNS)whichlooksupthelP addressassociateavith aname.

2. Whenspeedis moreimportantthanaccurag: suchasReal Audio, wherethe occasionalost paclet is not a
problem,but alate pacletis.

No provision is madefor lost or duplicatedpaclketsin this protocol. If an applicationusesUDP thenit mustdeal
with theseissuestself. For example,it cansetatimer whenit sendsarequesidatagram.If thereply takestoo long
in coming, assumehe datagramwaslost, andresend.DNS over UDP is like this. Duplicateddatagramsare not a
problemto DNS, but they might beto otherapplications.

13 The Transport Layer: TCP

The TransmissiorContiol Protocol is the transportlayer for a reliable, connection-orientegrotocol. Often called
TCP/IP to emphasiséts layeringon top of IP, it is hugely more complicatedthan UDP asit mustcreatea reliable
layerfrom anunreliablelP. Most of this complicationis in the handlingof errorcasesthoughsomeis in thedetailsto
improve performanceandflow control.

Thebasisof thereliability is by useof acknaviedgementdgor every pacletsent.Soif A sendsa pacletto B, B must
senda packetbackto A purelyto acknavledgethearrival of the paclet. If A doesnt getanacknavledgementthenit
resendghepaclet.
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32 bits

16 bit source port 16 bit destination port

32 bit sequence number

32 bit acknowledgement number 20 bytes
4 bit 6 bits ||, o ol ol L .
Peer%dtﬁ reserved |8 2 43| 2 16 bit window size
16 bit checksum 16 bit urgent pointer

Options

Figure49: TCPheader

Theuseof acknavledgementsaiseshe questionof the Two ArmyProblem Two armiesA andB wishto

coordinateanattackon a third armyC. So A sendsa messagéo B, saying“Attack atdavn”. How does
A know thatB gotthe message? cannotsafelyattackuntil it is sureB gotthe messageSoB sendsan
acknavledgemenbackto A. This mayseemenoughput theacknavledgementmaybeinterceptedsoA

maynotdiscoverthatits messaggotthrough,andA cannotyetattack.B realiseghis,andcannotattack.
To fix this, A mustsenda secondacknavledgemento B, to sayit received B's acknavledgement But
this might not getthrough,soB mustsendathird acknavledgemenbackto A. And soon to infinity. We
cannever besurethatboth partieshave confirmedthe attackif we don't have areliablechannel.

A startsaretransmissioimerwhenTCPsendghepaclet: if thetimerrunsoutbeforethe ACK isreceived,A resends.
We shallgointo thisin detaillater, but considerthe problemsto be solved:

¢ how longto wait beforearesendthis maybea slow but otherwisereliablelink, andresendingill justclogthe
systemwith extra paclets
e how mary timesto resenceforegiving up: it maybethatthe destinatiorhasgoneaway completely

¢ how long to wait beforesendingan ACK: you canpiggybackan ACK on a normaldatapaclet, soit may be
betterto wait until somedatais readyto returnratherthansendingan empty ACK asthis will reducethetotal
numberof pacletssent

e how to maintainorder: P pacletscanarrive out of order, sowe needsomeway to restoreorderwhenreassem-
bling thedatastream

e how to manageaduplicates:IP pacletscanbe duplicated,so we needsomeway to recogniseanddiscardextra
copies(a pacletcanbeduplicatedf someonghoughtit waslostwhenit wasnt andresends)

o flow control

Pacletsin a TCP connectiorareoften calledsegments The TCP headeicontainsmary fields.

13.1 Ports

Portnumberdor the sourceanddestination.
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13.2 Sequenceand Acknowledgement

Theseareat the heartof thereliability of TCP. Eachbytein the datastreamfrom sourceto destinationis numbered.
This 32 bit unsignedsequencaumberstartsoff at somerandom(ish)valueat connectiorinitialisation,andincreases
by 1 for eachbyte sent. The sequenc@umberis thethe numberof thefirst bytein the sgments data.

Thedestinatioracknavledgesthosebytesit receves. Notethatit maynot getawhole segmentdueto fragmentation.
Theacknavledgementfield is only active if the ACK flag (seebelaw) is set. Thereverseconnectiorfrom destination
to sourcehasits own sequencaumberasTCPis full duplex.

TCPis full duplex atthelP layer: it mayor maynotbefull duplex atthelink layer.

If the sequenceiumberis 10000,and 10 bytesarereceved, the ACK is the sequencenumberof the next byte the
destinationexpectsto receve, i.e., 10011. Notice that you canuse ACK in a normal datasegment: this is called
piggybakingthe ACK, asthe ACK getsa“free” ride ontop of thereturningdatasegment.

The sequenceumberwrapsroundat 232 — 1: this cancauseproblemswith very high bandwidthconnections For
example,this would wrap after about8 seconddor a Gigabit Ethernet(actuallylonger, assomebandwidthis used
by headers)lt is easyto imaginea segmentbeingdelayedfor this orderof time. Thus,whenthe stragglerdoesturn
up, it might be confusedwith other segmentswith similar sequenceaumbers. For suchcasesjt might be wise to
useProtectionAgainstWrappedSequenc@aumberspr PAWS. This co-optsthetimestampl CP option,andusesit to
distinguishsegmentswith the samesequenc@umberthatweresentat differenttimes.

13.3 HeaderLength

Theheadehasa variablelengthaswe canhave options.This 4 bit field givestheheadetength. Theheadeis always
atleast20 bytes,andcanbeupto 60 bytes.

13.4 Flags

¢ URG.Urgentdata.

e ACK. Theacknavledgemenfield is active.

e PSH.Pushthis datato theapplicationasquickly aspossible.
e RST Reset(break)the connection.

e SYN. Synchronise newx connection.

e FIN. Finishaconnection.

13.5 Window Size

This is usedfor flow control. The destinatiorhasonly a limited amountof buffer memoryit canstoresegmentsin.
If the applicationis not readingthe sggmentsasfastasthey arearriving, eventuallythe buffer will befilled up. The
windowsizeis the numberof bytesthat the destinationis willing to accept,.e., the amountof buffer it hasleft. If
thewindow sizeis very small,the sendeicanslow down until thewindow increasesgain.The 16 bit field givesusa
window of 65535bytes,but thereis anoptionto scalethis to somethindarger.

Noticethattheadvertisedvindowsizeis theamountof spacereewhenthe sggmentis sent Theremaybemorespace
freedup a little laterwhenareply is returned. Thusthe window sizeis not a wholly accurateneasuremengndit
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getsmoreinaccurateastime passesNeverthelessit is safesto assumehatthe adwertisedwindow sizeis the largest
amountof datathatcanbe sentuntil we geta segmentwith a differentwindow size.Seesection14.1.

13.6 Checksum

A checksunof the TCP headeiplus someof thefieldsfrom thelP header

13.7 UrgentPointer

Thisis active if the URG flag is set. It is an offsetinto the TCP datastreamindicatingthe endof the currenturgent
datablock. Urgentdataincludesthingslik e interruptsthatneedto be processedbeforeary otherdatathatis buffered
(hitting control-Cduringabig FTPtransfer).

13.8 Options

Thereareseveralof thesejncludingthe window scaleoption,andmaximunmsegmentsize(MSS).More later.

13.9 Data

Finally, the data. This canbe empty andis often so while settingup or tearingdown a connectionor for an ACK
whenthereis no datato bereturned.

13.10 TCP Acknowledgements

Reliabledelivery is achieved throughacknavledgements.Theseare sentbackto the senderof a sgment,andthe
acknavledgementield of the TCP headeiindicateswvhich byte we areexpectingnext.

If, aftera suitableperiodof time haselapsedseelater),no ACK is recevedby the senderit realiseghatthe original
segmentwaslost, andresendst.

A is sendingl0 bytessegmentsto B atregularintervals,andB ACKsthem.But segmentcontainingbytes21-30gets
lost. WhenB getsa segmentwith bytes31-40it ACKs with value31: it expectedbyte 31 next. While the ACK is
travelling backto A, A is still sending.Eachtime, B ACKswith 31.

SoeventuallyA recevesduplicateACKsfor 31. If thishappensA cantell somethings wrong. Eventually A times
out onthe ACK for bytes21-30,andresendshe segmentwith bytes21-30. B getsthis, andis ableto ACK all the
way up to byte 60.

13.11 ConnectionSetupand Tear Down

Settingup a connectionis a complicatedbusiness. Thereis connectionstateto be initialised (e.g., sequenceium-
bers)thatwill be usedthroughoutthe connection. TCP is a connection-orientegrotocol. UDP, on the otherhand
connectionlessaandis statelessaseachsggmentis independentf all others.

At the otherend,tearingdown a connectionis not trivial either aswe needto make surethatall segmentsin flight
have beenrecevedsafely:you cant justdrop segmentgthatarrive sincethe otherendis awaiting ACKs.
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A B

seq 1-10
seq 11-20
seq 21-30

seq 31-40

seq 61-70
etc

Figure50: TCP Acknowledgements

13.11.1 ConnectionEstablishmentProtocol
Threesggmentsareusedto make a connection.

1. Theinitiator (normallycalledtheclient) sendsa SYN segment,i.e.,asegmentwith the SYN flag set,containing
theinitial sequenc@umber(ISN), n, say

2. Thesenerreplieswith anotherSYN segmentcontainingits own ISN, m say It alsoACKstheclient's sggment,
i.e.,sendsa sggmentwith the SYN andACK flagsset,andthe ACK field setton + 1. The SYN flag consumes
onebyte. (Considerwhy thisis: sowe canACK the SYN independentlyof the first databyte. Theseinitial
segmentscanbelostjustasmuchasary other!)

3. Theclient ACKsthesener's SYN with m + 1.

In all threesegmentsthe datafield is empty:thesesegmentareoverheadn settingup the connection.

This is calledthe three way handshak. The initiator is saidto do an active open while the sener doesa passive

RFC793  open TheISN is a numberthat shouldchangeover time. RFC793suggestghatit shouldbe incrementecever 4
microsecondsThereasorto changehelSN is sothatslowv segmentsfrom anearlierconnectiorto the samemachine
andport cannotbe confusedwith the currentconnection.

RFC1948 Thesedays,it is betterto chooserandomISNs to avoid IP attackswhich startwith a maliciousperson
guessingheISN for someonelses connectiorandinsertingtheir own segmentsinto the connection.

It is possible but hard,to do a simultaneouspen This is whenboth endssenda SYN, andthe segmentscrossin
flight. Thisis definedto resultin oneconnectionnottwo.

The TCP protocolhandleghis eventuality too.

77



Client Server Client Server

“ FINT, ACK s
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Figure51: TCPsetupandteardovn

SYNn FIN r
s s ———
SYN m, ACKn+1 ACK 141
ACK s+1

SYN n, ACK m+1

Establishment Termination
Figure52: TCP Simultaneou®©penandClose

13.11.2 ConnectionTermination Protocol

Four sgmentsareusedto take down a connectionThis is because connectiorcanbe half closed SinceTCPis full
duplex, we cancloseonedirectionof traffic independentlyf the other The classicexampleis sendinga sequencef
integersto asenerto besorted:closingtheclientsendendof theconectionis usedto indicatetheendof the sequence,
while thereverseconnectioris keptopento receve thereply.

TheFIN flag is usedto indicateclose. This will be ACKedby theotherend. A FIN consume®nesequencaumber
Later, whentheotherendis done,it will sendaFIN, andgetan ACK back.

Therearemary variationsonthis. Eitherendcansendthefirst FIN anddo theactiveclose andthenthe otherendwill
do apassiveclose TheFIN of the passie endcanbe piggybacledon the ACK of theactive FIN, sothatonly three
segmentsareused.Theendscando asimultaneouglose i.e.,bothsenda FIN beforereceving one:the protocolstill
works.

13.12 Resets

Thereis anothemway for connectionsgo bebroken: useareset(RST)sement.Thisis normallyfor casesn error, e.g.,
a sggmentarrivesthatdoesnt appeato be for the currentconnection.This canhappenwvhenthe sener crashesand
reboots.Recallthata connectioris characterisethy the quad(sourcelP addresssourceport, destinationP address,
destinatiorport). Soif asegmentarrivesfrom a clientto a senerthatis notexpectingit, a RSThappensThisis why
connection®ften stayup until theremotemachinehasrebootedandthenwe get“connectionresetby peer”.

Anotherexampleis if a TCP connectionis attemptedo a port thathasno procesdisteningon it, a RST returnedto
theclient. UDP, onthe otherhand,sendsan ICMP errorpaclet.
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Figure53: TCP StateMachine

A connectiorthatterminateausingFIN is saidto have an orderly release while oneterminatedoy a RST s called
anabortiverelease A RSTwill flushall bufferedsegmentsfor thatconnectiorandpassan error messageip to the
applicationlayer.

RST seggmentsarenot ACKed: the connectiorstopsright here.

13.13 TCP StateMachine

Thetransitionshetweerstatesn TCParecomplicated Thereis astandard’ CP StateTransitionDiagramthatindicates
how a TCP connectiommustactin all cases.

Thestatesyou seein this diagramarewhatyou getfrom netstat ~ -f inet

You shouldspendsometime working throughexampleson this diagram. You maywish to try: open,orderly close,
simultaneouspen,simultaneouslose,abortiveclose.Notethatthis statediagramis appliedfor each TCPconnection.

Thereis onestatein theactive closethatis worth spendingsometime on. Thisisthe TIME _WAIT state alsocalledthe

2MSL state.Eachimplementatiormustchoosea valuefor the maximunmsegmentlifetime (MSL). Thisis thelongest
time asegmentcanlive in the network beforebeingdiscardedThistime is boundedasthe TTL field in thelP header
ensuresgmentswill die atsomepoint.
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Figure54: SomeTCP Options

RFC793specifiesaMSL of 2 minutes.Youwill oftenfind valuesof 30 seconds] minuteor 2 minutes.

When TCP doesan active close,it muststayin the TIME _WAIT for twice the MSL. This is in casethe final ACK
waslost, andgivesthe otherendchanceo time outandretransmitits final FIN. Any othersegmentsthatarereceved
in this stateare simply dropped. This meansthe connection(i.e., the quadabore) cannotbe reuseduntil 2MSL has
elapsed.This is not a problemif the client doesan active close,asit likely usingan ephemeraport, andany other
portwill doif we needto make a new connectiorwithin the 2MSL. On the otherhand,if the sener doesthe active
closethereis likely aproblem.Sincesenersoftenlistenon specificwell known ports,a sener cannotrestartuntil the
2MSL haspassed.

Thereis a slight problemif machinein the2MSL statecrashestebootsandstartsa new connectionwith
the samequadall within 2MSL. Thereis a chancethat delayedsegmentsfrom the old connectiornwill
beinterpretedaspartof the new connection.To remedythis, RFC793stateshat TCP shouldnot create
arny new connectionaintil MSL afterrebooting:thisis calledthe quiettime Not mary peopleimplement
this, asit usuallytakesmoretime thanthis time to reboot: thoughmary getclose,andhigh availability
machinesanbebackvery quickly.

Anotherstateof interestis FIN_WAIT _2, wherewe have sentanFIN andthe otherendhasACKedit, but notyetsent
their FIN. If theremotecrashesve canbestuckhereforeverwaiting. Many implementationsetatimer on this state,
andif nothingis forthcomingfor 10 minutes75 secondsthey violatethe protocolandmoveto TIME _WAIT.

13.14 TCP Options

An option startswith a 1 byte kind that specifieswhatthis optionis to do. Optionsof kind 0 and1 take 1 byte. All
otheroptionsnext have alengthfield thatgivesusthetotal lengthof this option. Thisis sothatanimplementatiorcan
skipanoptionif it doesnotknow thekind.

The NOPIs to padfieldsoutto amultiple of 4 bytes.
Stevensp. 253for anexample.

Maximum SegmentSize (MSS) specifieshow large a segmentwe cancopewith without fragmentation.The bigger
the better of course asthis reduceghe overheadof headers MSS hasmaximumvalue65535. The Window!Scale
option givesthe numberof bits to scalethe TCP window size,from 0 to 14. A valueof n multipliesthe sizeby 2™.

This givesus up to 65535 x 214 = 1,073,725, 440 bytesin awindow. A gigabyteis a big buffer! (Thoughfor a
10Gb/seconnectionthat’s abouta seconds worth of data!) For anEthernetwhosephysicallayerallows 1500bytes,
the MSScanbeaslargeas1460byteswhenwe take the 20 byte IP headerand 20 byte TCP headeiinto account.For
non-localnetworks,the MSS often defaultsto theminimumof 576 — 40 = 536 bytes.
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Figure55: TCP Sliding Window

Timestampputs a time-of-dayvalue in a segment, giving us someidea of how long segmentsare taking to travel
throughthe network. SelectiveAcknowledg@ment(SACK) Permittedis a modernoption that allows us to be more
specificaboutwhich byteswe areACKing in asegment.

Many optionsareonly availablein SYN segmentsg.g.,Window Scale MSSandSACK Permitted.

14 TCP Strategies

TCP getsits reliability by acknavledgingevery segmentsent. Doesthis meanthattwo segmentsfor every paclet?
It is possibleto implementTCP lik e this, but you would get poor performanceInstead,TCP implementationsisea
variety of stratgjiesto improve performancebut still stickingto theletterof thelaw of the TCP protocol.

14.1 Sliding Window

The TCPheadeiin areturningsegmentcontainsafield thatinformsthe sendeof how muchbuffer spaces freeatthe
destination The amountof free spacedepend®n two things:

1. how fastthesendeiis sendingdata,and

2. how fastthe destinatiorapplicationis consuminghe data.

If thesendeis producingdatafasterthantheapplicationreadst, thebuffer spacewill soonbeusedup. Theadvertised
windowis a mechanisnto tell the producerto slowv down whennecessaryThisis aform of sliding windowprotocol
thatoperatessa flow control.

Theideaof thesliding window is thatit describeghe rangeof bytesthatthe sendercantransmit: the sendershould
never sendmorebytesthanthewindow size. If thereceveris having problemskeepingup, the window getssmaller
andthesendewill sendfewer bytes.Whenspacdreesupin therecever, thewindow getsbigger andthesendeican
transmitmore. Theadwertisedwindow is a dynamicvaluethatthe senderecomputegverytime it recevesan ACK.

The sliding window hasits left handedgedefinedby the ACK value,andthe right handedgeby the TCP window
sizefield. Thewindow sizeis filled in by thereceiver on every ACK returnedandit representshe rangeof bytesthe
destinationis willing to receive at this momentin time. As more ACKs arereturned,the window closesby the left
edgeadvancing.As datais removedfrom thebuffer by theapplication thewindow opensby theright edgeadwancing.
Thereis the (fairly unusual)possibility of the window shrinking perhapsvhenthe amountof buffer spaceavailable
to a TCP connectioris reduceddueto it beingneedecelsevhere.

Bytesto the left of the window (bytes1-4) are ACKed andsafe. Bytesto theright (12 and onwards)cannotyet be
sent.Byteswithin thewindow rangefall into two classesnot ACKedyet, andfree space The unACKedbytes(5-7),
usuallyafairly smallrange arethosethathave beenread,but the ACK hasnot yet beensent. The free space(8—11)
is the actualrangeof bytesthattherecever canbuffer. The sendercancomputethis asthe adwertisedwindow minus
thenumberof unACKedbytes.
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It is perfectlypossiblefor the window sizeto reduceto 0. If this happenghe sendemwill have to wait beforesending
ary moredata.Whenthereceveris readyfor moredatait will senda duplicateACK with the new differentwindow
size:thisis awindowupdatesegment.

Complicationsariseif window updategyetlost: seethe Persist Timer (section14.7).

14.2 Delayed acknowledgements

Insteadof immediatelyACKing every segment,maybewe shouldwait a little until we returna datasegment,and
piggybackthe ACK onit. If noreturndatais forthcoming,we senda normalACK.

For example,whenusingtelnet  to connectto a remotemachine eachkeystroke is echoedo your screerby the
remotemachine.An immediateACK would usefour segments.Delayingthe ACK justalittle allowsit to piggyback
ontheechosegment.

Thetotal time takenfor the exchanges the same put lesssegmentsareused.However, fewer segmentsmeandewer
possiblecollisions,andthis is good,particularlyin the caseof a heavily loadednetwork.

The big questionis: how long do we delayan ACK? If we delaytoo long, the sendemight think the segmentwas
lost, andresendjf we delaytoo short,we don't getasmary free piggybacksA typicalimplementatiorwill delayan
ACK for upto 200ms.

You mustnotdelayan ACK for morethan500ms.

This anotherof mary timers associateavith TCRP. Eachtime you receive a sggmentyou (i.e., the TCP software)must
settimer for thatsegmentthatrunsout after200ms.If the segmenthasnotyetbeenACKed,do sothen.If fact,mary

implementationsheatand have just one global timer (ratherthana timer for eachsegmentreceved) that goesoff

every 200ms,andary outstandingsegmentsare ACKedthen. This meanghereis a maximumof 200msdelay but it

couldbemuchshorter A singletimer is easierto implement,of course.

If you receve anout of sequencseggment(the sequenceumberis not the oneyou areexpectingnext), for example
whena sggmentgetslost, thenyou mustnot delay but sendan ACK immediately This may meanresendingan ACK
you have sentalready:a duplicateACK. This s to inform the senderasquickly aspossiblethat somethinghasgone
wrong.
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14.3 Nagle'salgorithm

When sendingindividual keystrokes using TCP over a network thereis a big wasteof bandwidthgoing on. One
keystroke is (typically) onebyte. Thisis sentin a TCP segmentwith 20 bytesof headerwhichis sentin alP seggment
with 20 morebytesof header Thuswe aresendinga 41 byte segmentfor eachbyte of data. Sucha smallseggmentis
sometimegalledatinygram OnalLAN thisis nottoo badasthey generallyhave bandwidthto spare but on a WAN
this proliferationof tinygramscausesdditionalcongestion.

Nagle inventedan acknavledgemenstratey that reduceghis effect. This appliesto the sendingside (the client)
ratherthanthereceving side(the sener). Thisis Nagle’s algorithm

a TCP connectioncan have only one unacknaviedgedsmall sggmentoutstanding.No additionalsmall
segmentsshouldbe sentuntil thatacknavledgemenhasbeenreceved.

Any smallwaiting segmentsarecollectedtogethelinto a singlelargersegmentthatis sentwhenthe ACK is receved.
This sggmentcanalsobesentif you buffer enoughtinygramsto fill a segment,or have exceededalf thedestinations
window size.

This leavesopenthe definition of “small”, andtherearevariantsthatchooseanything from “1 byte” to “any segment
shorterthanthe maximumsegmentsize”. The latter is more appropriatevhencombinedwith other stratgjies (see
“silly window syndromé, section14.4).

Thisis avery simplestrateyy to apply, andreduceghenumberof tinygramswithoutintroducingextra perceveddelay
(over that delaythat resultsfrom a slov WAN). The fasterthat ACKs comeback, the moretinygramscanbe sent.
Whenthereis congestionso ACKs comebackmore slowly, fewer tinygramsare sent. Whena network is heavily
loaded Nagles algorithmcanreducethe numberof sggmentsconsiderably

Noticethatit is to the client’'s advantageto hold backandnot flood the systemwith tinygrams,asit re-
ducesoverall congestiorandimprovesits own throughput.

Sometimest is betterto turn off Nagle's algorithm. The usualexampleof this is usingX Windows over a network.
Eachmousemovementranslateso atinygramon the network. It would notbe goodto buffer theseup, asthatwould
causethe cursorto jump erraticallyaboutthe screen.Suchapplicationscancall a functionto disableNaglefor this
connection.

14.4 Silly Window Syndrome

Anotherproblemthat can causebad TCP performancas silly windowsyndome Recallthat sgmentsadwertisea
window, thatis they say how muchspacethereis availableto buffer incoming segments. This is intendedto slow
down a sendeiif therecipientcant keepup with the dataflow.

Considemwhatcanhapperif the sender(A) is sendingarge segments but therecever (B) is readingthe dataslowly
atonebyteatatime.

o B’shufferfills up,andB sendsa segment(probablythe ACK of A’'s lastsegment)saying“window size0".

B readsa byte.

B sendawindow updatesegment:“window size1”.

A getsthis,andsendsa sggmentcontainingonebyte.

B ACKs, with “window size0Q”
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Figure57: Silly Window Syndrome

e Breadsabyte.

e Repeat.

We are backto the two segment, high overheadper byte scenario. This is the silly window syndome wherethe
adwertisedwindow is not helpingthroughput.Betterwould be for B to wait until a decentsizedwindow is available
beforeit sendsawindow update Clark’s algorithmto avoid SWSis neverto sendwindow updatedor 1 byte. Instead,
only adwertisea new window wheneitherenoughbuffer spaceds availableto accommodata maximumsegmentsize,
or thebuffer is half empty whicheveris smaller

This alsoanswerghe questionof “small” in Nagle’s algorithm. If “small” means‘lessthanthe maximumsegment
size”,NagleandClarkfit togethematurally

14.5 CongestionControl

Congestiorhappensvhenmoretraffic is sentto the network thanit canhandle.Thereareseveralstratgiesthatdeal
with congestiorin TCP connections.

Onepointarises:how canwe spotthatcongestioris happeninggiventhatit maybe mary hopsaway from us? The
trick is to watchfor segmentloss. Segmentscan be lost throughpoor transmissionpr throughbeing droppedat a
congestedouteror destination.In thesedaysof fibre optic transmissiorthe formerdoesnot happensoit is safeto
assumehatall sggmentlossis dueto congestion.So TCPimplementationsvatchfor segmentloss(missingACKSs),
andtreatthis asanindicationof congestion.

Congestioncan happenin two places. Firstly in a router somavhereon the pathto the destinationdueto lack of
capacityin thenext link. Secondlyin the destinatioritself if the destinationis justtoo slow to receve dataat thefull
ratethe network candeliver.

The TCPadwertisedwindow sizeis thereto dealwith congestiorat the destination.The pathcongestiomeedgo be
addresseth a differentway.

14.5.1 Slow Start and CongestionAvoidance

If we have lot of datato sendwe do not wantto wait for an ACK beforewe sendeachsegment. Instead,we use
the network’s bandwidthmuch betterif we sendoff several sgmentsbefore stoppingto wait for ACKs to seeif

the segmentswere successfullyreceived. We wantto avoid too muchwaiting asthis is wastedtime whenwe could
potentiallybe sendingmore sgments.However, sendingtoo mary seggmentsatatime is just asbadif the network is
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congeste@ndcannotcopewith this mary segments.We needaway to estimatethe capacityof the network in order
to sendasmary sgmentsaswe can, but nottoo mary. If we getit right, we canhave a continualstreamof data
segmentsbeingsentout while a continualstreamof ACK arecomingback.

Theslowstart algorithmtriesto estimatethe pathcongestiorby measuringhe numberof ACKsthatcomeback.

Slow startaddsa new window, the congestionwindow; whichis anestimateof the capacityof thepath. Thiswill bean
additionalconstrainton the amountof datato transmit:the sendercansenddataup to the minimum of the adwertised
window sizeandthe congestiorwindow size.

The congestionwindow size is initialised to the maximumsegmentsize of the destination. Also, a variable,the
thresholdis initialised to 64KB. Every time a timely ACK is receved, the congestionwindow is increasediy one
segment.Soatfirst the sendeicansendonly onesegment;thentwo atatime; thenfour atatime,andsoon.

Thetechniquds called“slow start”, but actuallythis is anexponentialincreasen the congestiorwindow overtime.

This doublingonly repeatauntil we reachthe currentthreshold.Whenthe congestiorwindow reacheghethreshold,
theslow startalgorithmstops,andthe congestionavoidancealgorithmtakesover. Ratherthananexponentiaincrease,
congestioravoidanceusesa linearincreaseof 1/congestiorwindow sizeeachtime.

Eventuallythenetwork’slimit will bereachedandaroutersomevherewill startdiscardingsegments.Thesendemwill
realisethis whenACKs stopcoming. At this point, thethresholds halved,andthe currentwindow is droppedbackto
onesegymentsizeagain.

Slow starttakesover until the new thresholds reachedthencongestioravoidancestarts.And soon.

If no congestioroccurs,the congestiorwindow grows until it reacheghe adwertisedwindow size: in this casethe
receveris thelimiting factor, notthe network.

Notice thatthe adwertisedwindow is a constrainimposedby the recever to dealwith congestiorat the destination,
while the congestiorwindow is a constrainimposedby the sendetto dealwith congestiorin the network.
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14.5.2 FastRetransmit and Fast Recovery

Whenanout-of-ordefTCP seggmentis received,the TCP protocolcallsfor animmediateACK: it mustnotbedelayed.
This is to inform the senderassoonas possiblewhich sgmentsequenceumberwasexpected.We sav abose how
duplicateACKs arisefrom alost sggment.

Jacobsors fastretransmittakesthe ideathat several duplicateACKs is indeedsymptomatioof a lost sggment. The
argumentis that one or two duplicatedACKs might just be dueto out-of-orderdelivery of sggments. But threeor
more,andsomethings badlywrong. If this happensretransmitthe indicatedsegmentimmediately without waiting
for theusualtimeout.

Next, performcongestioravoidance andnot do not gointo slow start. This is the fastrecoveryalgorithm. We do not
wantslow start,asaduplicateACK indicateshatlaterdatahasactuallyreachedhedestinatiorandis bufferedby the
destination Sodatais still flowing, andwe don’t wantto abruptlyreducethe flow by goinginto slow start.

14.5.3 Explicit CongestionNotification

A new mechanisnfor congestioravoidanceis called explicit congestionnotification (ECN). This givesroutersthe
ability to put amarkon pacletsasthey go pastthatindicatesthatthatrouteis becomingcongestedThis canbe used
to give prior notificationto the hoststo slow down beforepacletsstartgettingdropped.

ECN useshits 6 and7 in thetype of service(TOS)field in the IP header Thesearebits that previously wereunused
andsetto zero.Bit 6, the ECN-capabldransport(ECT) bit indicateghatthe hostsareawareof the ECN mechanism.
This is to provide backwardscompatibility with hoststhat do not understandeCN, asthosehostsshouldalreadybe
settingbit 6 to zero.Bit 7, thecongestionexperienced CE) bit is setwhenarouteris congeste@ndthehostsareECN
aware.

On receiptof a CE paclet, a hostis recommendedb actasif a single packet hadbeendropped.For example,with
TCR thiswould triggercongestioravoidanceandhalve the congestiorwindow.
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Unfortunatelyin early deploymentof ECN someECN unawvareroutersandhoststreatedpacletswith TOS bit 6 set
ascorruptedanddroppedthem. This meantthat ECN capablehostssometimesould not reachhostsbehindECN
unawvarerouters. Until all routersare at leastaware of ECN (evenif they do nothing aboutit) the only preactical
recoursas to turn off ECN for thatdestination.

A techniquecalled RandomEarly Detection(RED) can be usedin routersto gaugewhen congestionis aboutto
happen.This monitorsthe queuef pacletsthatarewaiting to be relayedonwardsandnotifiescongestiorwhenthe
averagequeuelengthexceedsa threshold.Previously, the only way to notify congestiorwasto drop the paclet, but
now ECNis available.

Performanceneasurementshov ECN to be good,asearly notificationof congestiorallows IP to slow down before
segmentsaredropped andhasthe addedbenefitof fewer retransmitconsumingnetwork bandwidth.Theoretically a
fully ECN-enablednternetwould have no pacletloss.

14.6 RetransmissionTimer
We now look atthetimer thatdeterminesvhento resenda segment.Too shortatime is badsincewe mightjustbeon
aslow connectionBut we do wantasshortatime asthe network allows.

What would be even betterwould be to have a dynamictimeoutinterval that adjustsitself to the currentnetwork
conditions: if the network slows down (e.g., extra traffic someavhereen route)the timeoutshouldincrease.If the
network speedsip (e.g.,aquietperiod),thetimeoutshoulddecrease.

Jacobsomave aneasyto implementalgorithmthatdoesthis for us. For eachconnectiorif CPkeepsavariable RTT,
thatis the bestcurrentestimatefor theroundtrip time of a segmentgoingout andits ACKs gettingback.

Whena sgymentis sent,thetimer is started.If the ACK returnsbeforethetimeout, TCPlooksatthe actualroundtrip
time M andupdatesRTT
RTT =aRTT + (1 — a)M,

wherea is asmoothingfactor,typically setto 7/8.

Next, we needto determinea timeoutinterval given RT'T. Jacobsorsuggestedaking the standarddeviation into
account:if themeasuredRTTs have alarge deviation it makessensedo have alargertimeout. The standardieviation
is hardto computequickly (squareoots),soinsteadlacobsomsedthe meandeviation

D =D+ (1-B)|RTT — M|.
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D is closeto the standardleviation, andis mucheasierto calculate A typical valuefor 3 is 3/4.

Thetimeoutinterval is setto
T =RTT +4D.

The 4 wasfoundto begoodin practice.

Whatshouldwe do if the sggmentis sent,andthetimeoutis triggered?We needto increaseRT'T somehav. Simply
usingthe RTT of theresentsggmentis not a goodidea,aswe might might getthe the ACK of the original sggment
(the retransmissiorambiguityproblen). In this casethe valuewould be way undersizedandwe wouldn't wantto
updatethe RT'T usingit.

Karn’salgorithmis to doublethetimeouton eachfailure,but donotadjustRTT. Whensggmentsstartgettingthough,
the normal RT'T updatesesumeandthe RT'T valuequickly reacheghe appropriatevalue. The doublingis called
exponentialbadoff.

14.7 PersistTimer

The TCP protocolneedsseveraltimers. The mostobviousis the retransmitimer. Anotheris the2MSL timer. There
is alsothe persisttimer (or persistenceimer). Its roleis to preventa deadlock:

A sendgo B
B replieswith anACK, andawindow sizeof 0

1.

2.

3. A getsthe ACK, andholdsoff sendingto B

4. B freesupthebuffer spaceandsendsawindow updateto A
5.

This getslost

At thispoint A is waiting for thewindow updatefrom B, andB is waiting for moredatafrom A. Thisis deadlock.

To fix this, A startsa persisttimer whenit getsawindow size0 messagelf thetimer goesoff, A prodsB by sending
a 1 byte sggment. The ACK of this window!pobewill containB’s currentwindow size. If this s still 0, the persist
timeris resetandthe processepeatslf B’s buffer wasstill full, the ACK will indicatethatthe databytewill haveto
beresent.

The persisttimeoutstartsat somethingdik e 1.5 secondsdoublingwith eachprobe,andis roundedup or down to lie
within 5 to 60 secondsSothe actualtimeoutsare5, 5, 6, 12,24, 48, 60, 60, 60, ... The persisttimer never givesup,
sendingwindow probesuntil eitherthewindow opensor the connections terminated.
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The persisttimer is unsetwhena non-zerowvindow sizeis receved.

14.8 Keepalve Timer

Yet anothertimer in TCP is the keepalivetimer. This oneis not required,andsomeimplementationsio not have it,
andsomepeopleregardthefacility ascontroversial.

Whena TCP connectionis idle no dataflows betweersourceanddestination.This meanshat somethingalongthe
pathcould breakandbe restoredwithout the connectiorbeingary the wiser Thisis probablya goodthing. On the
other hand,sometimeghe sener wantsto know whetherthe client is still alive: maybethe connectionusessome
resourcesn the sener that could be betterusedelsevhere. If the client hascrashedthe sener canreallocatethe
resources.

To do this the sener setsthe keepalive timer whenthe connectiongoesidle. This typically is setto time out after2
hours.Whenthetimer goesoff, akeepaliveprobeis sent.Thisis simply anemptysegment.If anACK is receved,all
iswell. If not,thethe senermaywell assumehattheclientis nolongerlistening.

Theclientcanbein oneof four states:
1. theclientis upandrunning:thekeepalve probeis ACKed,andeverybodyis happy. Thekeepalvetimeris reset
to 2 hours

2. the client machinehascrashedor is otherwisenot respondingo TCP: the sener getsno ACK, andresends
after75 secondsAfter 10 probes,75 secondsapart,if thereis noresponse¢hesenerterminateghe connection
“connectiontimed out”

3. theclientmachinehascrashedandrebooted:the client will getthe probeandrespondwith a RST. The sener
getsthe RST andterminateghe connectiorfconnectionresetby peer”

4. theclientis up andrunning,but notreachablde.g.,a routeris broken): this is indistinguishabldrom scenario
2 asfar asthe seneris concernedsothe samesequenc®f eventsensues.It may bethatan ICMP “no route
to host”is returnedby anintermediateouterin which casethisinformationcanbe passedip to the application
ratherthan“connectiontimedout”.

If a machineis shutdown normally (ratherthan crashing),normal closedevn of processesvill causeTCP to send
FINs for any openconnectionsTheseallow the senerto closethe connections.

Thereareseveralreasonsiot to usekeepalve:
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1. they cancausea goodconnectiorto bedroppedbecaus®f anintermittentfailureon arouter, say
2. they usebandwidth

3. somenetwork operatorshage perpacket

It is usuallypossibleto disablethe the keepalve featurein applications:indeedsomepeoplethink keepalie should
notbein the TCPlayer, but shouldbe handledby theapplicationlayer.

14.9 Path MTU Discovery

ThepathMTU is thelargestsggmentthatcanbe sentfrom sourceto destinatiorwithout beingfragmentedsomevhere
alongtheway. Strictly defined,t is thesmallestMTU of anypaththatconnectghecourseto destinationasa segment
couldconcevably useary path.

PathMTU discoverytriesto find thepathMTU by adjustingthesizesof the pacletsit sends Whenaconnectiorstarts,
it usesa MSSwhich is min{MTU of interface MSSannouncedby otherend}. If the otherenddoesnot specifyan
MSS, it useghevalue536. With thisvaluelP canbesurethatsegmentswill notbefragmentedecausef theinability
of the sourceor destinatiorto cope.

All subsequeniP datagramsresentwith the DF (don't fragment)flag set. If fragmentatioris needecenroute,the
segmentis dropped andanICMP “fragmentationneeded’is returned.The sourcecanthenreducethe MSS, andtry
again.

Modernversionsof ICMP returnthe next hopMTU in the ICMP error, andthe sourcecanusethis. Olderimplemen-
tationsdon't, andthe sourcgust picks a suitablesmallervaluefrom a tableof MTUs:

65535 HyperchannelmaximumMTU RFC1044RFC791
32000 justin case
17914 16Mb/secTokenRing

8166 TokenPassingBus802.4 RFC1042
4464  4AMb/secTokenRing (maximumMTU)

4352 FDDI RFC1188
2048  WidebandNetwork RFC907
2002  4Mb/secTokenRing (recommendedTU)

1500 Ethernet RFC894
1492 IEEE802.3 RFC1042
1006 SLIP RFC1055
576 X.25 RFC877
512 NETBIOS RFC1088
296 point-to-point(low delay) RFC1144
68 minimumMTU RFC791

If suchanICMP error occurswith a TCP connection,ts congestiorwindow shouldremainunchangedbut a slov
startshouldbegin.

You shouldtry larger MTUs oncein a while sinceroutescan changedynamically The recommendedime is 10
minutes but youwill seeintervalsof 30 seconddeingused.

Somepoorly configuredroutersare setnever to return ICMP errors, allegedly for “security”. Suchroutersdon’t
respondo pings. Also, theseroutersfail to operatewith PathMTU Discovery if they have asmallMTU: you never
getthe ICMP reply. Turning off the DF will allow the paclet to be fragmentedand get throughthe router Thus,
sometimesg/ou cangeta working TCP connectiononly if you turn off pathMTU discovery! Clearly, this is a poor
stateof affairs,evenworsethanthe ECN problem(section14.5.3)sincethe systemsadministratorshouldknow better

90



RFC1323

RFC1323

RFC1323

14.10 Long Fat Pipes

Wide areanetworks have quite differentproblemsto LANS. Insteadof bandwidthbeingthe majorlimiting factor, the
difficulty lies with the speedf light: theactualtime the bits take to getto the destinatiordominates.

Thebandwidth-delayroductis a measuref the capacityof a network.

capacityin bits = bandwidthin bits/secx roundtrip timein seconds

The“Fat Pipe” which connectsIANET to the USA containsan ATM link runningat 155Mb/s. The RTT is approx-
imately 70ms(asmeasuredy ping ). This givesa bandwidth-delayroductof roughly 11Mb/s(1.4MB/s). Thisis
thetotal numberof bytesthatcanbein flight within the pipe. An Ethernetrunningata fairly good5Mb/s andwith a
reasonabl@msdelayhasa capacityof 1900bytes.A gigabitnetwork runningover a satellitelink (delay0.5sec)has
a capacityof 62.5MB.

A network with alargebandwidth-delayroductis calledalong fat network(LFN, or “elephant”),anda TCPconnec-
tion overanLFN is alongfat pipe.

Long fat pipeshave mary problems.

1. To be usedefficiently, you musthave a hugeMTU, muchbiggerthanthe 65535limit thatstandardl CP gives
us. TheWindow!Scaleoptionexiststo fix this.

2. Packetlossin aLFN is disastrouslf asinglepacletis lost we have (a) losta big chunkof datasincethe MTU
is large,and(b) the subsequemnteductionin segmentsizein the slow start/congestioavoidancealgorithmshits
usbadly. Thefastretransmitandrecovery algorithmsmustbeusedhere.

3. The TCPsequenc&umbercountsbytesusinga 32 bit value. This wrapsaroundafter 4Gbytes.In a 10 gigabit
network we cantransmitthis in about3 to 4 secondslt is possiblethata segmentcould belost for thisamount
of time, andreappeato clashwith a later sgmentwith the samesequenceaumber The ProtectionAgainst
WrappedSequenceaumbes, or PAWS option co-optsthe timestampTCP option, and usesit to distinguish
segmentswith the samesequenc@umberthatweresentat differenttimes.

The biggestproblemis latency or the time a paclet takesto getto the destination.If we wantto senda megabyte
acrosgheAtlantic thiswill take about76msona155Mb/slink. Thefirst bit arrivesafter70ms,andthelastémslater.

If we couldincreasdhe bandwidthof the Fat Pipeten-foldto 1550Mb/s thefirst bit would still arrive after70ms(it's

the speedof light!), andthelastjust 0.6mslater, for atotal of 70.6ms.The ten-foldincreasehasreducedhelateng

by just 7%.

Clearly, with suchafastwide network we arelateng limited, not bandwidthlimited. Theproblemis muchworsewith
a satellitelink with adelayof 0.5sec.

14.11 Timestamps

TheTCPheadercancontainanoptionaltimestampThisis a 32 bit value,notnecessarilytime, thatshouldbeechoed
unchangedbackto the sender The timestampoptionis negotiatedduringthe SYN handshak: if bothendsincludea
timestampoptionin their SYN sggmentsthentimestampsanbe usedfor this connection.

Thisis amechanisnior thesendeto make accurateRT T measurementsndthereforebetterestimategor theretrans-
missiontimeout. Thetimestampvalueis simply a valuethatgetsincrementedncein awhile, thoughtheincrement
periodshouldbe typically betweenlmsandls. A typical valueis 500ms. The sendemotesits systemtime whena
timestampedementis sent,andthuscancomputethe RTT whenthetimestampeturns.

Thedestinatiormaychoosdo ACK morethanonesggmentin asinglereply: which segmentstimestampshouldit put
in thereply? Thetimestampusedis theonefor thenext expectedsegment.Soif thedestinatiorreceivestwo sggments
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\

andsendneACK, it useghetimestampof thefirst sgment. This is sothe sourcecancomputeRTTs includingthe
ACK delay If asegmentarrivesout of sequencethe destinatiorwill still usethetimestampfor the expectedsegment
whenit finally arrives.

PAWS alsouseghetimestampption,asnotedabove.

14.12 Theoretical Throughput

An Ethernetis ratedat 10Mb/s. Whenthe physical,IP and TCP headersaretaken into account,and the minimum
inter-paclet gap,and ACK paclets,andso on, the theoreticaimaximumthroughputof a TCP connectionon 10Mb
Ethernetanbecalculatedas1,183,66bytes/secimplementationiave measured,075,00ytes/seavhichis pretty
close.Fastemetworksarecorrespondinglpetter but thefinal limitationsare

1. thespeedof light

2. theTCPwindow size

If you have a network runningsignificantlyslower thanthis, the problemis in theimplementationnot TCP!

14.13 TCP for transactions

T/TCP:TCPfor transactionsanexperimentabprotocol. This triesto getthespeedf UDP (few pacletssent)with the
reliability of TCR It is designedor usein transactionsspecifically

1. Asymmetric:thetwo endpointstake differentroles;thisis atypical client-senerrole wherethe clientrequests
thedataandthe senerresponds.
2. Shortduration:normally, atransactiorrunsfor a shorttime span.

3. Few datapaclets: eachtransactioris a requesfor a small pieceof information,ratherthana large transferof
informationbothways.
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machine 99 100 101 102 103 104 .. .. 99 100 101 102 103 104

address

value 00 00 00 2A 2A 00 00 00
Big Endian Little Endian

Figure65: Endian

T/TCPis anextensionof TCP, usingthe standardr CP headerbut with somenew optionsto indicate T/TCP. Thetrick
is to put the requestdatain the SYN segmentsentto the sener, andgetbackthe responsen the SYN plus ACK of
SYN in thereply to theclient. Thenonelast ACK of thereply. Thistransactiortakesthreesegmentsin the no-error
case,only onemorethanUDP. A normal TCP connectiortakesthreesegmentsto establishithreefor requestreply
plusACK of requestandACK of reply; thenup to four for closedavn.

In caseof lost sggmentsthe normal TCPtimeoutsandresendspply.

T/TCPwould beof greatbenefitto HTTR, the protocolusedto fetchwebpages.

14.14 TCP performance

TCP hasbeena major success.From 1200 bits/sectelephondines to gigabitand beyond, it hasturnedout to be
massiely flexible andscalable Not without a lot of work from alot of people though!

15 The PresentationLayer

Thejob of the Presentatiohayeris to ensuredataat oneendof a connectioris interpretedhe samewhenit reaches
theotherend. Currentlythe biggestpresentatiomproblemis the byte orderof representationsf numberson different
machinearchitecturesAn integeris typically representeth a machineby usingfour bytes: but how thosebytesare
usedvaries.

Somemachineqe.g,. Sparc)usea big endianformat. This storesthe mostsignificantbyte (big end) at the lowest
machineaddresslesssignificantbytesatincreasingaddresseOthermachinege.g.,Intel) usethelittle endianformat,
andstorethe leastsignificantbyte (little end)at the lowestmachineaddressandmoresignificantbytesatincreasing
addresses.

Thisis the problemto addressif amachinerecevesfour bytesO000002A doesthatmeantheinteger4?2 or theinteger
704643072hex 2A000000)?A typical solutionto thethis is to pick a singlerepresentatiorthe networkbyte order,
and alwaystransmitbytesin that order Whena machinewantsto sendaninteger, it convertsit into network byte
order Whena machinereceivesaninteger, it corvertsit to its native byte order The defactonetwork byte orderas
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usedon mary networksis big endian.For a big endianmachine corversionsof integersin andout of network order
aretrivial: nothingneedgo bedone.For alittle endianmachinethe corversionsareto reversethe orderof the bytes.

Functionshtonl  (hostto network long) andntohl  (network to hostlong) exist to dothis for us. Notice
thatwhena little endianmachinecommunicatesvith a little endianmachineboth machinesstill do the
reversals.Thisis simplerthantrying to negotiateendiannessesndhaving separateodefor thereversal
andnon-reversalcases.

More generallywe have thepresentatioproblemfor all kindsof data.A particularproblemis thedifferentrepresen-
tationsof floating point numbers.Thesearenot simply restrictedto byte orders,but alsoto internalformatslik e the
numberf bits usedto represenexponentsandmantissas.

RFC1832 The XDR packageis a widely usedcollection of functionsthat corvert datato a specificnetwork format. XDR
functionsswapthe orderof bytesin integersif necessaryandcorvertbetweendifferentfloating pointformats.

The IP layeringmodeldoesnot includea presentatiotayer, so presentatiorissuesarenot addressedtby IP. Applica-
tionsthatrun on top of IP mustusesomethindike XDR explicitly if they wantto work properly betweendifferent
architectures.

16 The Application Layer

Therearevery mary applicationghatuseTCPandUDP.

RFC854 1. Telnet.Loggingin to remotemachinedor interactive use.Firstappearedn 1969.UsesTCP for reliability.
RFC959 2. File TransferProtocol(FTP).Basicway of transferringfiles betweermachinesOver TCP.
RFC821 3. Simple Mail TransferProtocol (SMTP). Email, the killer appfor the Internet. Over TCR. The SMTP uses

messagekke HELQ MAIL FROM:<Smith@Alpha.ARPA> ,i.e.,human-readableatherthanbinary. Thisis
for maximuminteropabilitybetweerdifferentsystems.

RFC1034 4. DomainNameSystem(DNS). UDP for (most)lookups,TCP for zonetransfers SeeChapterl0.

RFC1035
RFC3010 5. Network File System(NFS). Allows remotedisk to appearaslocal disk (transparenfile access)Unlike FTP

which only transmitswholefiles, you have randomaccesgo the remotefile system.Older versionsuseUDP,
while thelatestversionsuseTCP

RFC2616 6. HyperText TransferProtocol(HTTP). For requestingandtransferringWeb pages. Again, useshuman-readable
commandse.g.,GET http://www.bath.ac.uk

7. Many others. Finger Whois, X Window System,ssh,timesener, pop, imap, https, talk, Usenetnews, print
spooling,routing,etc. See/etc/services

16.1 RPCandNFS

RFC1831

RFC3010
Sun's NetworkFile System{NFS)is anapproacho providing transpaentfile sharingbetweermachines By “trans-

parent”we meanthata programwill be unavarewhetherafile it is usingis local to its machineor is actuallyon some
othermachineelsavhereacrosghe network. Otherfile sharingsystemsexist (e.g.,SMB, AFS) but NFSis by far the
mostwidely adoptedsystem.

RFC1831 First, though,we mustaddresghetopic of RemoteProcedue Call (RPC).Sometimesve wish to executea function
or programon someothermachine(aremoteservel), perhapsn a parallelprogram,or perhapgo gatherinformation
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from the remotesener. RPCis an abstractionayer (alsoinventedby Sun)designedo malke calling functionson
remotemachinesmore-orlessas simple as calling functionson the local machine. In practiceit’s not as quite as
simpleasthat!

RPCis typically layeredon top of TCP or UDP, thoughtheoreticallyit canbelayeredon top of ary transportayer. If
aprogramon thelocal machinewantsto call a procedureon theremotemachine RPCdoesthis:
1. thelocalfunctioncallsafunctiongeneratedy the RPCsystemcalledthe client stub

2. theclient stubcollectsthe algumentsof the function call and packagesheminto a network messagevhich it
sendgo thesenertogethemith enoughinformationto describewhich functionwe wantto call onthesener

3. aserverstuh alsogeneratedy the RPCsystem,on the sener recevesthe messagegecodest andcallsthe
appropriatdunction

4. theresultsaresimilarly packagedy the sener stubandsentbackto the client

5. theclient stubrecevestheresultsmessageynpackst, andreturnstheresultsto the original calling function.

A utility, rpcgen , existsto helpwrite theclientandsener stubs.

Theprogrammersview of theworld is thatthey calleda function,andgot someresults.The detailsof the networking
arehidden,in particularthingslik e timeoutsandretransmitover UDP, presentatiorissuegRPCusesXDR), andso
on.

OneparticularRPCserviceis calledthe portmapper This purposeof this serviceis to provide a mappingfrom RPC
serviceto UDP/TCPport number If a programwishesto contact,say the network file senernfs it mustknow the
portnumberthatserviceis listeningon. Whenthenfs programstartsit registersitself with theportmappefi.e., tells
it thatit running)andprovidesto the portmappeits port number 2049,say

Now whena client wantto find the statuson our sener it first contactshe portmapperwhich alwaysrunson port
111)saying“whereis nfs?” andgetsthereply “port 2049”. Now the client candirectly contactthe statussener.

Thisratherroundaboutvay of doingthingsallows for adynamicconfigurationwhereservicessomeandgo andlisten
on avariety of port numbersthis all worksaslong asthe portmappeis running!

A portmappeserviceis identifiedby a triplet of numbers:

1. Programnumber This is a numberwhich tells us which servicewe want. For example,nfs hasassigned
numberl00003.
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2. Programversion. Therecanbe differentversionsof the sameservice,perhapswith differentprotocols. For
example,versions2 and3 of nfs arebothcommonlyused.Notethatwe canprovide morethanoneversionof
aservicesimultaneoushasthis numberwill tell uswhich versionis required.

3. Procedurenumber A servicecanoffer several operations.For example,nfs allows usto create delete,read,
etc.,files, andthis numberchoosesvhich thingto do.

Therpcinfo  programwill give detailsof the RPCservicesvailableonamachineTry rpcinfo  -p
machine . Also tt /etc/rpclists the programnumberto programnameassociation.

16.2 NFS

NFSsendsRPCrequestdo remotesener.

17 Other Bits and Pieces

17.1 WAP

TheWrelessApplicationProtocol asusedin theemegent‘next generation’mobiletelephones.

Thistriesto tapinto theinformationcontentprovided by the WWW, but recogniseshelimitations of mobiledevices:

¢ slow interconnectpeed
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¢ limited resolutionof display
¢ limited computationahbility

e limited memory

It is pointlessdownloadinga 1600 x 1200 pixel, 16 million colourimageover a slow link if you have a 100 x 100
pixel black-and-whitedisplay Insteadof communicatingdirectly with a Web sener, a WAP client talks to a WAP
gatevay. The gatevay relaysarequestrom the client to the sener, andrecevesthereply. It thenperformscontent
corversiononthereply: thisincludestransformingfrom thesener's HTML to WML, the simplifiedandcompressed
form of HTML that WAP clientsrun; andcompressingmages. Compressingn imagemight involve corvertingto
black-and-whiteandreducingtheresolutionto (say)100by 100pixels. This very muchsmallerversionof theoriginal
(maybeKB insteadof MB) is sentovertheslow link to theclient. Theclientbenefitssincethisthisis very muchfaster
thandownloadingthe original andthendowngradingit itself.

Also aWAP clientcanrun WML Script, analogouso JavaScript. Thegatevay doesthe compilationof the WML Script
codeinto acompactyte streamwhich the clientthenexecutes.

WML is aninstanceof XML. The WML is transmittedover theair in acompresseinaryformatrather
thanahuman-readablASCII format.

17.2 Attacks
17.2.1 SYNflooding

Thisis adenialof serviceattack.A TCPconnectiorstartswith aSYN from theclient. ThesenernotesthisandACKs
with its own SYN. Also, thesener sasesa chunkof informationaboutthis potentialnex connectior(e.g.,information
to recognisahethird ACK of thethreeway handsha&). A SYN flood is wherethe attacler sendsvery mary active
openSYN s@gments,andnever completeghe threeway handsha&. This consumesesource®n the sener thatare
notreleasedintil a suitabletimeoutperiodhaspassedThe senercanrun out of memoryspaceandthusis unableto
servicereal TCP connectiorrequests.

Therehave beensereral solutionssuggested Whenresourcesare low we canstartdroppinghalf-openrequestsn
somesensiblananneye.g. oldestfirst, or atrandom.A realconnectiorrequesimay be droppedput the probabilities
arethatit will getacceptedventually

An alternatveis to usesyncookiesThis storesno informationaboutthe putative connectioron thesener, but cleverly
encodest in the sener’sinitial sequenceaumberfor this connection.Whenthe secondACK comesback,its ACK
value canbe decodedo tell us which connectionit refersto. This methodis goodasthe sener cannever run out
of resourcesut is tricky to getright as32 bits of sequenceumberis not a lot to work with, andthe value mustbe
carefullyencryptedor elsethe connectiorwill be opento spoofing.

17.2.2 Distrib uted Denial of Sewice

This is away to SYN flood. Many thousand®f poorly protectedhostsare subvertedby craclers: thesehostsare
called zombies At a signalall zombiessend(SYNSs for) HTTP requestgo a sener, e.g., Yahoo. This overload
severelyreduceghelevel of servicefor otheruserspftendown to zero.

The World TradeOrganisationmeetingat Seattle$ websitewasoverloadedn a similar way: but the zombieswere
actualpeople.
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17.2.3 Ping of Death

Somemachineswere vulnerableto oversizedping paclets. Theseare muchlargerthanthe MTU, and overflowed
kernelbufferswhenthe hosttried to reassembléhe fragments:ithe writers of the codenever expected CMP paclets
to bethatlarge. The probableresultis a crash.

We canalsogeneratehis by constructinga fragmentof length (say) 1000 and fragmentoffset 65400. This would
imply a paclet of lengthgreateithan65535bytes,whichis thelongesta packet canbe (16 bit headeffield).

Theeasiessolutionis to ignorel CMP pacletsthatarelargerthantheMTU. ReallCMP pacletsareneverlargeenough
to requirefragmentationsowe cansafelydropICMP fragments Of course you couldfix thereassemblgode,too.

In asimilarvein,somesystemsouldnotcopewith fragmentoombs Thisis whenalargenumberof paclketsfragments
arereceved, but all the paclets have fragmentsmissing, and thereforecannotbe reassembled.Again, a lack of
resource¢eadsto problems.

17.2.4 Others
Mostly problemswith Microsoft systems.

¢ Win Nuke. Out of banddatasentto alisteningport.
e Jolt(akasPING).FragmentedCMP paclets.

e Landattack.SourcelP addressesen TCP SYNsspoofedo be sameasdestination Destinatiortriesto respond
to itself.

e Teardrop.Overlappingfragmentsauseproblemson reassembly

e New Teardrop(akaBonk, Boink, Teardrop2):overlappingfragmentsof a UDP paclet reassembléo form a
whole pacletwith aninvalid header

e Bandwidthattack. Simply sendso muchdatathe destinationcannotcope. E.g., Smurf. A ping pacletis sent
to broadcasaddres®f victim network. Therepliesflood the network. The sourceaddresss setto someother
victim: therepliesflood backthere,too.

e ZerolengthfragmentsTheseweresavedbut never used,andeventuallyusedup all memory

And soon.

18 Security and Authentication

IP wasnot designedwith securityin mind. Quite the reverse: asit developedin the academicernvironmentit was
alwaysassumedhatall partiesinvolvedwerebenign.Soanemailmessagés readableasit progressebop-by-hopto
its destination.Someliken (unencryptedemailto sendingpostcardseveryonewho haldesa postcarccanreadit. In
fact,it is muchworsethatthat, asit is easyto implementprogramsthat automaticallyreademailsor otherdatain a
fastandtransparenmanner

The Regulationof InvestigatoryPowversAct (RIPA) in the UK allows the police or governmento install
shoopingequipmentn ary ISP
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Thesedays,things are very differentasa lot of valuableand sensitve dataare transmittedover mary and varied
networks.

Securitycanbe appliedatary layer. For example take the IP model.
e Application. Theapplicationprovidessecurityby encryptingthe dataitself. For example,you mightencryptan
emailusingPGPbeforesendingt.

e Transportayer(TCP/UDP).If trustingthe userto encryptmessageis too problematicwe mightgetthetrans-
port layer to encryptfor us. Note thatthis will be transparento the application. Protocolslike secue sodet
layer (SSL,developedby Netscapeandtransportlayer security(TLS), anevolution of SSL,exist to dothis.

o Network layer (IP). Evenlower, we have IPSec asdiscussedn section6.18.

e Datalink. We canusesecurityevenin the datalink layer. For example,whenPPPsetsup a new connectionit
canusecryptographyto ensurethatthe userdialling in is authorisedo connect.

Encryptionis just a small partin makinga systemsecureasmary otherfactorsmustbe takeninto ac-
count,particularlyhumanfactors.Thereis no pointusingmilitary gradeencryptionsoftwareif you have
aneasilyguessablpassverd.

18.1 Firewalls

A firewall is arouterthatsitsbetweera privatenetwork andthe wider Internetandtriesto protectthe privatenetwork
from attacksfrom the outsideworld by looking at eachpaclet asit goesthroughandmakinga decisiononwhatto do
with it.

For example,supposingwe wish to disallov FTP connectiongo machineson the private network: perhapswe are
uncertainif FTP senerscanbe madesafefrom externalhacking. The firewall canbe instructednot to relay TCP
pacletsto the private network that have destinationport 21, the FTP port. Soevenif a FTP sener is runningon a
privatemachine no machineoutsidethe firewall canconnecto it asthe pacletssimply never getthere. Notice that
othermachineinsidethe firewall canconnect.

Corversely therecanbeoutwardsfiltering. For example we maywish to preventa potentiallyvirus or worm infected
machinefrom connectinganothermachineto replicateitself. This could be achieved by blocking certainportson
paclets travelling outwards. Outwardsfiltering can be also useto enforcepolicy, suchas barring connectionso
file-sharingprogramdik e Napster.

Configuringa firewall correctlyis a difficult businessandis not somethingo betakenlightly: it is easyto corvince
yourselfyouhaveasecurdirewall justwhenyou have overlookedsomeunusuatombinatiorof sourceanddestination
andservice.

Firewalling in conjuctionwith NAT (seesection6.16.2)is a particularlypowerful combination.
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A Example Programs

Simpleclientsandsenersthattalk usingTCP andusingUDP.

A.1 TCP Sewer

Thislistenson a portfor aconnectionandsendsa simplemessage.

#include  <stdio.h>
#include  <unistd.h>
#include  <sys/types.h>
#include  <sys/socket.h>
#include  <netinet/in.h>
#include  <arpal/inet.h>
#include  <string.h>

#define  PORT 12345
#define  MESSAGE'hello"

int  main()

{

int sock, conn, clilen;
struct  sockaddr_in server_addr, client_addr;

/* create a STREAM(TCP) socket in the INET (IP) protocol */
sock = socket(PF_INET, SOCK_STREAM,0);

if (sock < 0) {

perror(“creating socket");

exit(1);

}

[* create server address: this will say where we will be willing

accept connections from */

/* clear it out *
memset(&server_addr, 0, sizeof(server_addr));

/¥ it is an INET address */
server_addr.sin_family = AF_INET,;

/* the server IP address, in network byte order *
/* accept connections from ANYwhere */
server_addr.sin_addr.s_addr = htonl(INADDR_ANY);

/* the port we are going to listen on, in network byte order *
server_addr.sin_port = htons(PORT);

/* this socket is going to listen to connections from this
address (ANY) on this port */

if  (bind(sock, (struct sockaddr *)&server_addr, sizeof(server_addr))
perror("bind failed");
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exit(2);

}
while (1) {
/* now set this socket listening */
if  (listen(sock, 5 <0 {
perror("listen failed");
exit(3);
}
/* now wait unti we get a connection */
printf("waiting for a connection...\n");
clilen = sizeof(client_addr);
conn = accept(sock, (struct sockaddr *)&client_addr, &clilen);

}

if (conn < 0) {

perror("accept failed");

exit(4);
}
/* now client_addr contains the address of the client */
printf("connection from %s\n", inet_ntoa(client_addr.sin_addr));
printf("sending message\n");

write(conn, MESSAGE, sizeof(MESSAGE));

/* close connection */
close(conn);

return 0;

A.2 TCP Client

This makesa connectiorto the sener, andreadshe messagé sends.

#include  <stdio.h>
#include  <unistd.h>
#include  <sys/types.h>
#include  <sys/socket.h>
#include  <netinet/in.h>
#include  <arpalinet.h>
#include  <string.h>

#define  PORT 12345
#define SERVADDR'127.0.0.1"

int

{

int

main()

sock;
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struct

sockaddr_in

char Dbuffer[1024];

/* create
socket(PF_INET,

sock =

if (sock
perror(
exit(1);
}

< 0) {
"creating

server_addr;

a STREAM(TCP) socket in
SOCK_STREAM,0);

socket");

/* create server address: where we

/* clear

it out *

memset(&server_addr,

the INET (IP) protocol

want to connect to

0, sizeof(server_addr));

/¥ it is an INET address */
server_addr.sin_family

/* the

server |IP address,

inet_aton(SERVADDR,

/* the

port we are

server_addr.sin_port

= AF_INET;

in network byte order */

&server_addr.sin_addr);

going to send to,
= htons(PORT);

/* now make the connection */
if (connect(sock,

(struct sockaddr

sizeof(server_addr)) < 0) {
perror(“"connect failed");
exit(4);
}
printf("reading message\n");
read(sock, buffer, 1024);
printf("got "%s’\n", buffer);
/* close connection  */
close(sock);
return  O;

A.3 UDP Serwer

in network byte

*)&server_addr,

Thiswaitsona portfor a datagramandreturnsa simplemessage.

#include
#include
#include
#include
#include

<stdio.h>
<unistd.h>
<sys/types.h>
<sys/socket.h>
<netinet/in.h>
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#include  <arpal/inet.h>
#include  <string.h>

#define  PORT 12345
#define  MESSAGE'hello"

int  main()

{

int sock, clilen;
struct  sockaddr_in server_addr, client_addr;
char buffer[1024];

/* create a DGRAM(UDP) socket in the INET (IP) protocol */
sock = socket(PF_INET, SOCK_DGRAM);

if (sock < 0) {

perror(“creating socket");

exit(1);

}

/* create server address: this will say where we will be willing to

accept datagrams from */

/* clear it out *
memset(&server_addr, 0, sizeof(server_addr));

/¥ it is an INET address */
server_addr.sin_family = AF_INET,;

/* the server I[P address, in network byte order *
/* accept datagrams from ANYwhere */
server_addr.sin_addr.s_addr = htonl(INADDR_ANY);

/* the port we are going to listen on, in network byte order *
server_addr.sin_port = htons(PORT);

/* this socket is going to accept datagrams from this
address (ANY) on this port */

if  (bind(sock, (struct sockaddr *)&server_addr, sizeof(server_addr))
perror("bind failed");
exit(2);
}
while (1) {
I* now wait until we get a datagram */
printf("waiting for a datagram...\n");
clilen = sizeof(client_addr);
if  (recvfrom(sock, buffer, 1024, 0, (struct sockaddr *)&client_addr,
&clilen) < 0) {
perror(“"recvfrom failed");
exit(4);
}
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/* now client_addr contains the address of the client */
printf("got '%s’  from %s\n", buffer, inet_ntoa(client_addr.sin_addr));

printf("sending message back\n");

if  (sendto(sock, MESSAGE, sizeof(MESSAGE), 0,

(struct sockaddr *)&client_addr, sizeof(client_addr)) < 0) {
perror("sendto failed");
exit(5);

}

}

return  O;

A.4 UDP Client

This sendsa datagramnto the sener, andreadshe messagé returns.

#include  <stdio.h>
#include  <unistd.h>
#include  <sys/types.h>
#include  <sys/socket.h>
#include  <netinet/in.h>
#include  <arpalinet.h>
#include  <string.h>

#define  PORT 12345
#define  MESSAGE'hi there"
#define SERVADDR'127.0.0.1"

int  main()

{

int sock, clilen;
struct  sockaddr_in server_addr, client_addr;
char buffer[1024];

/* create a DGRAM(UDP) socket in the INET (IP) protocol */
sock = socket(PF_INET, SOCK_DGRAM);

if (sock < 0) {
perror(“creating socket");
exit(1);

}

/* create server address: where we want to send to *

/* clear it out *
memset(&server_addr, 0, sizeof(server_addr));

/¥ it is an INET address */
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server_addr.sin_family = AF_INET,;

[* the server IP address, in network byte order *
inet_aton(SERVADDR,  &server_addr.sin_addr);

/* the port we are going to send to, in network byte order */
server_addr.sin_port = htons(PORT);

/* now send a datagram */
if  (sendto(sock, MESSAGE, sizeof(MESSAGE), 0,

(struct sockaddr *)&server_addr, sizeof(server_addr)) < 0) {
perror("sendto failed");
exit(4);
}
printf("waiting for a reply..\n");
clilen = sizeof(client_addr);
if  (recvfrom(sock, buffer, 1024, 0, (struct sockaddr *)&client_addr,
&clilen) < 0) {
perror(“"recvfrom failed");
exit(4);
}
printf("got '%s’ from %s\n", buffer, inet_ntoa(client_addr.sin_addr));

/* close socket */
close(sock);

return 0;
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