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RIPE RéseauxIP Euroṕeens
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1 Intr oduction

1.1 What is the courseabout?

A network is any meansof connectingentities—usuallycomputers—togetherso that they cancommunicate.The
meansof connectioncanbe wire, or optical fibre, or radio,or satellite,or soundwavesor whatever, but the general
ideais that we have channelscapableof transmittinginformationbetweenentities. Peopleusenetworks for many
reasons.

� Resourcesharing. The “traditional” reasonfor having a network is so I canusethat big supercomputer100
milesup theroad.Or I canusethedepartment’shigh qualitycolourprinter.

� Collaboration.I canwork with peopleon a differentcontinent,sharingdataandwriting papers.This includes
videoconferencingandemail.

� Informationgathering.If I needinformationaboutthe latestdevelopmentsin CPUdesign,I canlook through
theWebor USENET.

� Reliability throughreplication. If my supervaluabledatabaseis replicatedon anothermachine,and if my
machinecrashes,thenthedatais safe.Notethis is alsoa protectionagainstmaliciousattack.

� Entertainment.Fromstaticcontentsuchastoday’snewspapersor videoon demand,to interactive applications
likemulti-playergamesor userparticipationquiz shows.

And muchmore,of course.

A network canbebig or small: from a singlepieceof wire connectingtwo machinesto theentiretyof the Internet.
And wheneveryouhavemorethanoneentity—beit computeror person—youhaveall theusualproblemsof commu-
nication:arethey mutuallycomprehensible?Do they sharea commonworld view? Is their meansof communication
efficient,or evensuitablefor thepurpose?

“Networks” is ahugesubject.Thereis massesof intricatedetail,someof which is verysubtleandhardto understand.
On theotherhandtherewardsof understandingevena smallpartof thesubjectcanbesubstantial,bothintellectually
andfinancially.

Networksarebig money at themoment—justlook at the.com frenzy—but mostpeopledon’t realizethey havebeen
aroundfor a long time in many guises.Mention“networks” andmostonly think of theInternet.

� The telephonesystem. Ancient technology, anda hugeinvestmentof money in systemsandburying copper
wire. Major problemto solve is how to make a connectionfrom A to B. Now caughtup in the Internetboom
andmodernisingrapidly, with muchinvestmentin opticalfibre.

� Themobilephonesystem.Newerandstill developing(thenext generationof mobilephonesis aboutto arrive).
Investmentin transmitterstationsandradiowavelengths.Now A andB aremoving about.

� TV andradio.A one-many system,mostly. Investmentin content,transmittersandrelayers(e.g.,satellites).

� Cablenetworks.TV again,but alsotelephoneanddata.
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� Data Networks. Private company nets. Dial-up systems. Eachits own protocol, both hardware (voltages,
numberof wires,etc.)andproprietarysoftware.Examples:DECNet,Microsoft,Novell IPX, AppleTalk.

� TheInternet.Oftenconfusedwith theWorld Wide Webwhich is just onething that theInternetserves. Actu-
ally emailhasbeenmostimportantin thedevelopmentof theInternet.Also servesfile transfer, remoteaccess,
conferencevideo,etc. the “Internet” is actuallya collectionof smallernetworksall connectedtogetherusing
a widely agreedprotocol: the InternetProtocol(IP). The smallernetworks areownedby companiesor gov-
ernmentsor individuals,andmaybethemselvescomposedof smallernetworks. Thereis a stronghierarchical
shapeto the Internet,but thereis no-onein overall charge. Eachgroupowns its own partof the Internet,and
they all agreeon how to connectto theotherparts:theInternetis agreatcollaborativeeffort. This is in contrast
to theaboveproprietarysystems.

Thesuccessof theInternetoverprivate,proprietarysystemsis dueto theInternetbeingpublic,open,andthatit
usesstandardsfrom thehardwarelevel onup.

Therearetechnicalgroupsto overseethegrowth anddevelopmentof theInternet,but thesearegenerallynon-
profit.

Networksareoftenclassifiedby size.

� LAN. Local AreaNetwork. A network in a building or organisation.Requirementsfor speedandresponsive-
ness.

� MAN. MetropolitanAreaNetwork. A city-widenetwork. Problemsof whopaysfor what.Bathis connectedto
theBristol andWestof EnglandMAN (BWE MAN).

� WAN. Wide AreaNetwork. Long haul,e.g.,country-wide.Problemsof long trip delays,protocolconversions.
TheUK academiccommunityusestheJoint AcademicNetwork, or JANET.

Thereis muchoverlapbetweenthese,but differenttechnologiescanbetargetedat theproblemsof aparticularsizeof
network.

Thiscoursewill concentratemostlyon theInternet,andin particulartheprotocolsthatareusedon it.

Somelinks areavailableat http://www.bath.ac.uk/˜masrjb/Cou rseNot es/ma th007 8.html

Occasionallytherearesnippetsof text like thisone.Thesearebitsandpiecesthatarenotpartof themain
thrustof thetext, or thingsthatmayonly makesenselater. Ignoreat thefirst reading,if you wish.

1.2 Books

Primary: Stevens“TCP/IP Illustrated,Volume1”. Therearemany otherbooksabout,thoughbewareof the “IP for
Windows” kind of books. They just tell you whatbuttonsto pressin which windows, andgive no understandingof
what’s reallyhappening.

Backgroundreading:Tanenbaum“ComputerNetworks” (Third Edition).

Dueto therapidchangein Internettechnologyboththesebooksarea trifle out of datein places:but themajority of
thecontentis still absolutelyrelevant.
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1.3 How big is 1MB?

Thereareseveral waysto measurethingsin the computerworld, andsomepeopleusethe samemeasuresto mean
differentthings.

For example,whendescribingmemory, 1MB generallymeans1 megabyte,which is
�������	��

���������

bytes. On the
otherhand,disk manufacturersusuallyuse1MB to mean

��
�������
�




�



bytes. Thusyou can’t fit a megabyteof

memoryon a megabytedisk! And worse,sometimesthe two systemsaremixed: the 1.44MB floppy disk usesa
megabyteof 1024000bytes.

To try to disambiguatethe confusion,thereis an official InternationalElectrotechnicalCommission(IEC) standard
thatdefinesa megabyteasdefinitely

��
 �
bytes,andintroducesa new unit, themebibyte, that is definitely

�
���
bytes.

This takesthefirst two lettersof theexisting nameandadds“bi” for binary. Unfortunately, not many peopleareyet
awareof thissystem.

Traditional K M G T P E
name kilo mega giga tera peta exa
binary

������� ������� ������� ��� ��� �
!���� � � ���
�"
���� �
# 
��%$&��
 � �
# 
��'$&��

( �
#)��
*$+�"
���� �
#)�"�,$&��
-��! ��#.�/�,$+�"
���0

decimal
�"


�
 ��
 � ��

( �"
���� ��
-��! �"
���0

IEC Ki Mi Gi Ti Pi Ei
name kibi mebi gibi tebi pebi exbi� ��� � ��� � ��� � � � � !�� � � �

We shallbeusingthetraditionalbinary

b bit B byte
M mega G giga
K kilo s persecond

sothat10Mb means10 megabits,and10KB/smeans10 kilobytespersecond,thoughsometimeswhentalking about
datarateswe shallbe lazy anduseMb to meanMb/s. For example,“10Mb Ethernet”shouldbe“10Mb/s Ethernet,”
but theformeris commonusage.

2 History

This is a brief overview of theInternetonly.

2.1 Past

This is a verysketchyhistoryof theInternet.Much is omittedandmuchis simplified.

In themid 1960stheAdvancedResearchProjectsAgency (ARPA) wanteda systemto allow researchersto useeach
other’s (expensive) computers.Designedto be non-centralisedto avoid singlepointsof failure,specificallynuclear
attacks(this wastheheightof theCold War).

Simple telephonelinks were too vulnerable,aschoppingonewould split the network. They moved to the ideaof
packetswitchednetworks.

Thetelephonesystemis basedon circuit switching. Thismeansthattheir objective is to providean(electrical)circuit
from A to B overwhich theconversationwill becarried.This is like reservingthewholeof theeastcoastrailway line
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Figure1: TheoriginalARPANET

to allow a singletrain to go from Londonto Edinburgh. A secondtrain cannotusetheline until thefirst hasreached
its destination.

Thealternative is packet!switching. Thetrain is brokenup into carriages,andeachis sentsingly down thetrack. The
big advantageis that several trainscansharethe sameline: the carriagescanbe interleaved. Furthermoreseparate
carriagescanactuallytakedifferentroutes,aslongaswereassemblethemin thecorrectorderat thedestination.This
givesusbetteruseof thetrackbandwidth,andresilienceagainstleaveson theline.

In termsof data,packet switchingis just this: chopthe dataup into manageablechunksor packets, androuteeach
packet individually. Comparethiswith circuit switching,whereadedicatedline is setup for thetransaction.We shall
comparetheprosandconslater.

The first ARPA netconsistedof InterfaceMessageProcessors(IMPs) connectedby transmissionlines. Thesewere
multiply connectedtogetherin a redundantfashionfor reliability. The IMPs usedstore and forward, that is they
readanentirepacket into their memorybeforesendingit on. Thesewere24KB minicomputersconnectedby 56Kb
telephonelines.

Notethat,asis still truetoday, it wascommonfor theInternetto usetheexisting telephonesystemto carrythesignals.

In 1969thenetwork wentlivewith 4 nodes:StanfordResearchInstitute,UCLA, UC SantaBarbara,andtheUniversity
of Utah. They specificallyconnectedincompatiblehostcomputersto demonstratethemachineindependenceof their
system. The protocol the network usedwascalledNetwork Control Protocol(NCP). Very soonit was found that
remoteaccessof computerswasnot themainuseof thesystem,but emailanddiscussiongroups.Thesocialsideof
theInternetwasstartingto berecognised.

By the endof 1972therewere30 or so hostsconnectedacrossthe width of the USA. In 1973University College
Londonjoinedup. Theprotocolsthenetwork usedwereundercontinuousdevelopment,andby 1974theTransmission
ControlProtocol/InternetProtocol(TCP/IP)emergedto replaceNCP. As theoperatingsystemof choiceat that time
(Unix) hadTCP/IPbuilt in, it waseasyfor Universitiesto join theARPANET.

Any many did. 1979saw theadventof USENETnews: a logical progressionfrom telephonedial-upbulletin boards
andthediscussiongroups.

By the early1980stherewerehundredsof machinesconnected.It wasbecominga little difficult to manageall the
namesfor themachinessonew protocolsweredevelopedto collectmachinesinto domainsandhaveanon-centralised
methodof naming. This wastheDomainNamingSystem(DNS): the .com wasborn. In 1982theword “internet”
wasfirst usedto describeanetwork of networks.

In the mid 1980sa high speedsuccessorto ARPANET was developed. The National ScienceFoundation(NSF)
createdthe NFSNETbackbonesetup betweenthe six NSF supercomputersitesand this provided major trunking
betweenregionalnetworks. This startedat 56Kb telephonelines,but wassoonupgradedto 448Kbfibre optic lines,
andthen1.5Mblinesin 1990.By theendof the’80s, therearehundredsof thousandsof hostson theInternet.

In 1989/1990,theARPANET is decommissioned.

Big businessstartedto beinterested,andthey providedcommercialIP networks,andthebackbonewasreplacedby a
collectionof commerciallydriveninfrastructure.
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Thisgrowth wasfuelledby theusespeoplemadeof thenetworks.Mostly email,but otherthings,too.

Useof a generalprotocolto connectmachines.Non-proprietaryandopenso anyonecouldadoptit andimplement
it. Many otherstandards,e.g.,OSFin theUK, IBM’ s mainframenetwork, BITNET, HEPNET(high energy physics),
SPAN (NASA), andsoon. But theonly protocolallowedon theInternetis IP, andthis ensuredthatanIBM machine
couldtalk to aDEC machineregardlessof their internalworkings.

Continuedgrowth. Generalusein Universitiesanda few companies,mainly email. Ethernetat 10Mb asa general
localnetwork connect.Thedeclineof theotherprotocols:everybodystartsusingtheIP in their systemsin preference
to their own or boughtin protocols.

Inventionof Gopherin 1991. The University of Minnesotainventeda systemto simplify the fetchingof files with
the“go for” system.This presentstheuserwith a list of files anddirectories,andthesecanbelinks to othergopher
systemsanywhereelsein theworld. Gopherwaspopularfor awhile beingtext based,andthussuitablefor themajority
of terminalsin useat thetime. (Gopheris still supportedin themajorWebbrowsers.)

Inventionof theWorld WideWeb(WWW) in 1991.Tim Berners-LeeatCERN(Europeancentrefor nuclearresearch)
neededaway to controltheirhugeamountsof data(report,pictures,programs,etc.) thatwerespreadacrossthemany
participatingcountries. He inventedthe World Wide Web. Similar to gopher, but with a graphicalpoint-and-click
interfaceand the ability to displaypictures(and later, soundandvideo). He andMarc Andreessendevelopedthe
Mosaicbrowser(1993),laterto becomeNetscape.

Thiswasa big breakthrough:point andclick interfacesallowsuseby nontechnicalpeople.

Suddenmassive growth astheInternetis recognisedto have commercialvaluefor deliveringcontentvia theWWW,
andthegeneralpublicathomecanusebrowsersto accessit via modems.After severalfalsestarts(they triedto market
their own proprietarysystem)Microsoft falls into line andtheInternettakesoff.

Hugegrowth in InternetServiceProviders(ISPs),companiesthatconnectyou to theInternet,e.g.,AOL) andcompa-
niessellingover theWWW: billions of dollarsarespenton andover theInternet.Growth in infrastructureinvolving
advancesin opticalfibre technologyandprocessorpower.

In theUK “free” ISPsarriveandtheseboostthegrowth here.

Internetcompaniesgo public andreapbillions. Entertainmentcompanies(generallyTV, film, andpublishing)start
takinganinterest.

2.2 Present

The PC revolution allows the generalpublic greatcomputingpower. Network cardsand modemscheapthrough
economiesof scale.Smallbusinessescansetup networksvery easily, andhugenumbersof commercialISPsexist to
connectthemto theInternet.

More bandwidth. “Fast” modemsat 56Kb. IntegratedServicesDigital Network (ISDN) at 128Kb. FastEthernetat
100Mb. AsynchronousTransferMode(ATM) networksat 155Mband622Mb(from thetelecomsarea:circuit based,
but canrun IP packetsover it). GigabitEthernetat1Gb,then10Gb. Internet2.

Teleconferencing,Internettelephony, teleworking, telemedecine.

Continuedgrowth. Continuedbusinessinterest.Internetmarket in turmoil. Internetcompaniesmakinga big splash
on themoney markets,but not actuallymakingthatmuchmoney, if any. Ecommerce.Companiesstill looking for the
right approach.Company mergers:AOL andTime-Warner.

Big companiesworriedaboutintellectualproperty(e.g.,DVD, MP3), andurgegovernmentsto passlaws (e.g.,pro-
posedcopyright law in USA whereyouareboundby a contractyouhavenot read).
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Governmentsgetting worried aboutsomethingthey don’t control, particularly regardingtaxes. Laws framedand
passed,e.g.,Australia,thatdon’t appearto understandtheway theInternetworks.Questionsof territoriality. Thefour
horsemenof theInfocalypse:terrorists,paedophiles,money launderers,drugdealers.

Disputesover who ownswhat,e.g.,domainnames.Disputesover controlof standards,e.g.,Netscapevs. Microsoft
for HTML, andSunvs.Microsoft for Java.

Questionsof securityandauthenticationarise.Try to ensuresecurityof, e.g.,creditcardnumbers.Also: is this siteI
ambuying from reallywho they saythey are?Encryptionis a difficult issue:governmentswantto readyouremail.

2.3 Future

Whoknows?Here’ssomeguesses.

More bandwidth. Terabitnetworks: fibre optic cableswith hundredsof fibreseachwith thousandsof colourseach
carryinggigabits. Broadbandto the home: AsymmetricDigital SubscriberLine (ADSL) over existing copperwire
(about1.5Mb downlink, andperhaps16Kb upstream,plus enoughleft for a normal telephonechannel),andcable
modems(500Kbto 2Mb) overfibreoptic or coax.

New ways of supplyingInternetconnectivity: over radio; over the electricity grid; over TV andsatellite. Use of
Internetexceedsuseof telephones.

Thesqueezeon IP addresses.Theslow conversionto IPv6: enoughaddressesto have billions persquarefoot of the
wholeplanet.Internet2in Universitiesspreads.

More big businesstry to direct theway theInternetworks. Somelargecompaniestry to enforcesoftwarepatentsto
try to grabcontrolof partsof theInternet,e.g.,Amazonand“one-click shopping”.Growth in Internetbusinesseslike
books,CDs,groceries.Virtual businesses:differentfrontsto thesamecompany or unifiedfrontsto severalcompanies.

Governmentsgetmoreworriedabouttheempowermentof theindividual: somegroupor individualdoessometerrorist
acton or usingtheInternet,this is usedasanexcuseto try to passrestrictive laws (c.f., “the thievesuseda getaway
car, thusweshouldbantheuseof cars”).

Growth of Internetin Third World countries,e.g.,Africa, andsimilarly in India,China,etal. Thereis abattlebetween
theUSA andtherestof theworld over “cultural imperialism”.

Theentertainmentindustrytriesto take over; delivery of TV andvideosover theInternet.Interactiveservices.Tele-
phony over theInternet(VoIP) becomescommon.Bankingover theInternet.

TheInternetmovesinto smallerandsmallerdevices.Networkedhomes:connecttherefrigerator(or cokemachine)to
theInternet.“Thin clients” whereyou haveanInternet-enableddevice thatconnectsto a word processoron a chunky
machinesomewhereelse.Mobile Internet:on your telephone,in yourcar.

Ubiquity. Convergence.TV equalscomputerequalsgamesconsoleequalstelephoneequalsrefrigerator.

3 The SevenLayer Model

Building a network is a verycomplicatedproblem.Therearemany thingsto beaddressed:

� Whathardwaredo weuse?This includesthingslike thedesignof plugsandsockets.

� How dowe encodebits on thehardware?Whatvoltages,whatspeed.

� Whatstandardof servicedo we wish to provide? Reliable,connectionless,streamoriented,packet switched.
Flow control.
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� Whatinterfaceto thecomputerdo we want?How do programmersactuallyusethenetwork?

� Whatprotocolsshouldwe to connectapplications?E.g.,theWWW.

The thing to noteis thatwe have to have a standardall theway from the lowestpartof thehardwareright up to the
highestlevel of thesoftwareif two randommachinesin theworld areto communicate.

Onewayto approachthis is to haveonehugestandardthatfixeseverythingatevery level. But this is notveryflexible.
Maybewe wantto changethehardware:do we haveto rewrite ourbrowserto accommodatethenew standard?

Fortunately, theproblemnicely decomposesinto severalsmallerproblems,andin 1983a layered standardwaspro-
posed.Or, to bemoreprecise,a referencemodelwasproposed,theInternationalStandardsOrganisation(ISO) Open
SystemsInterconnection(OSI) ReferenceModel. This is commonlyknown astheOSISevenLayerModel. It definesOSI7498

a way you shouldthink aboutpresentinga standardfor a network definition. It doesn’t actuallygive a standardfor a
network itself (thoughtherewasonedirectly basedon it asa separatestandard).

Theprinciplesinvolvedwere

� a layershouldbecreatedwherea differentlevel of abstractionis needed

� eachlayershouldperforma well definedfunction

� thefunctionof eachlayershouldbechosenwith aneye towarddefininginternationallystandardisedprotocols

� thelayerboundariesshouldbechosento minimisetheinformationflow acrosstheinterfaces

� thenumberof layersshouldbe largeenoughthatdistinct functionsneednot bethrown togetherout necessity,
andsmallenoughthatthearchitecturedoesnot becomeunwieldy.

Herearethe seven layerswith their classicalproperties:notethat not everyonestickshardandfast to this kind of
divisionof behaviours.

3.1 The Physical Layer

This is thehardwarelayeranddealswith thetransmissionof bits overa channel.Typical problemsarewhatvoltages
(or changeof voltages)shouldbeusedto signify a 1 anda 0; how long shoulda bit be;how many wiresto usein the
cable;whateachwire is for. This is anelectricalandmechanicalspecificationthat transmitsa continuousstreamof
bits. Notethatthis layermight beradioratherthancopperwire.

3.2 The Data Link Layer

This layer takesthe physicalmediumanddecideshow to useit to provide a channelwherethereareno undetected
errorsof transmission.Notethatwemight allow a physicallayerthatis proneto errors(e.g.,radio)aslong aswe can
detectthoseerrors.

Typically this is achievedby breakingthe input datainto data frames, andtransmittingeachframein sequence.A
framemight betensor thousandsof byteslong. Perhapsacknowledgementframesarereturnedfrom thereceiver. If a
frameis corrupted(lost,damaged,or duplicated),thedatalink layercanretransmit.

Anotherproblemthatcanbeaddressedat this layeris flowcontrol. Perhapsthesenderis pumpingoutdatafasterthan
the receiver cancurrentlycopewith: somemeansof telling the senderto slow down mustbe employed. Similarly,
whenthereceiverhascaughtup, it caninform thesenderto speedup again.
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3.3 The Network Layer

This is concernedwith controlling theoperationof thesubnet,including thequestionof how to routea packet from
sourceto destination.Thismight includetheproblemof congestioncontrol: if toomany packetstrying to useuseone
line we might reroutesome,or useflow controlto slow somesourcesdown.

We canalsodealwith inter-network problemsat this layer. Perhapsa packet is routedfrom onenetwork to another
thathasasmallerframesize.

Thenetwork layeralsodealswith thingslike accounting: countingthenumberof bits sentby a usersowe canbill
themlater.

3.4 The Transport Layer

This layer acceptsdatafrom the next, the sessionlayer, and chopsit into packetssuitablefor the network layer.
Similarly, it receivespacketsfrom thenetwork layerandreassemblesthemin thecorrectorderfor thesessionlayer.

This layercanmanagenetwork connections,maybesendingonedatastreamout overseveralconnectionsto improve
throughput;or multiplexing severaldatastreamsoveroneconnectionto savemoney.

This layer provides the type of serviceavailable to the user: examplesare reliable (error-free), order preserving,
connectionoriented(it appearsthatwe havea directline to thedestination,cf. a telephonecall), connectionless(each
packet is treatedindividually).

3.5 The SessionLayer

This allows theuserto createa sessionbetweenthesourceanddestination.Oneexampleis a remotelogin session:
you make the sessionby using telnet or whatever, andthis sessionpersistsuntil you logout,whenthe sessionis
takendown. Sometimesasessioncanbeveryshort,e.g.,just longenoughfor anemailor Webpageto betransmitted.

This layer takescareof things like synchronisation:if you have a large file to transmitthat takes2 hours,andthe
network or theremotemachinecrashesafter1 hour, thesessionlayercanreestablishtheconnectionat thepoint it left
off ratherthanstartingagain.Thesessionpersistswhile thetransportcandisappearfor a while.

3.6 The PresentationLayer

Thepresentationlayeris gettingvery closeto theenduser. It providesthingsthatarecommonlyneededsowe don’t
haveto reimplementthemin everyapplication.This includesstuff likestandardencodingsfor letters(ASCII), integers
(two complementbig endian),andfloatingpoint (IEEE),sothatmachinesat eitherendcanagreeon whatthis stream
of bits actuallymeans.

3.7 The Application Layer

This is thetop layerin this model.It containstheprotocolsthatendusersapplicationsneed,like telnet , SMTPfor
email,http for theWWW, andsoon.

Beyond the applicationlayer arethe programsthat the usersees:a browserthat useshttp or a emailerthat uses
SMTPto sendemail.
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Figure2: OSI encapsulation

3.8 How the layersfit together

In a pureimplementationof themodeleachlayeronly hascontactwith thelayersimmediatelyaboveandbelow it.

Eachlayer is passedto the next via encapsulation. This is just wrappingup the datain a way that the layer below
cancopewith it. This startswhentheuserdatais passedto theapplicationlayer. This might addsomestuff, e.g.,a
standardemailheader.

This is passedto the presentationlayer. As far asthis layer is concerned,it just getsa bunchof bits. It doesn’t (or
shouldn’t) know thatthefirst few bits areanapplicationheader. This layermaytransformthedatain someway (e.g.,
convertnumbersto aparticularformat),andmayprependaheaderthatcontainsusefulinformationfor thepersonwho
eventuallycomesto unpackthedata.

And soon down throughthemodel.Eachlayermayperformany transformon thedataandmayprependheaders.Or
a layermaydo nothingat all, andhaveanull header. It all dependswhatyouneedto do for thejob in hand.

Oftenthedatalink layerhasa headeranda trailer: this is to separateout thepacketson thewire.

At theotherendthereceiving stackunwrapsanduntransformseachlayerappropriately. (Sometimestheuntransform
is not successful:e.g.,betweendifferentcharactersetsin thepresentationlayer.)

3.9 Why Layers and Encapsulation?

Theuseof encapsulationseemswasteful: if theoriginal dataaresmall, thenthepacket on thewire couldbemostly
headersfrom thevariouslayers.This is overheadthatreducestheeffectivebandwidthof thetransmission.Surelyit is
betterto just put thedatadirectly into thelink layer?

Theideaof usinglayersis for flexibility . Supposewehavea10Mbhardwarecardin ourmachine,andsomeonecomes
up with animproved100Mbcard.Becausethephysicallayer is (almost)totally separatefrom thedatalinklayer, we
canjust write a new standardfor a 100Mbphysicallayerandslot it in wheretheold oneusedto be.Theupperlayers
do not even needto know the hardwarehaschanged.This is why we needto separatefunctionality carefully: the
network layerandaboveshouldcertainlyknow nothingaboutwhathardwareyouareusing.

In fact, this hashappenedseveral times: the Internetrunsover (amongstmany others),10Mb Ethernet,100MbEth-
ernet,1GbEthernet,10GbEthernet,telephonelines(SLIP andPPP),radio. Theuserat their terminalhasno ideaof
whatis goingon beneaththem.

In principleyou couldusecarrierpigeonsasthephysicallayerandyour browsershouldwork unchanged,apartfromRFC1149

a slow-down, maybe.

Someonedid actuallyimplementthisRFC,with realcarrierpigeons!
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Indeed,encapsulationmaynot stopevenat this, thephysicallayer. For example,therearephysicallimits on thesize
of anEthernet(speedof light problems!),sohow canweconnectup anEthernetthatspanstheAtlantic? Onewaywe
might do this is to tunneltheEthernettraffic insidesomeotherkind of network, ATM or SMDS,for example.These
protocolscanwork over longdistances.

We simply stuff an Ethernetpacket into the ATM network, andit popsout the otherendto continuein its Ethernet
world. In practice,thingsaremorecomplicated,of course,andwe tendto tunnelat thenetwork layerlevel.

Tanenbaumusesthis analogy:supposeyou wish to drive your carfrom Londonto Paris. Thereis no roadacrossthe
Channel,but thereis theShuttle.Yourcarmovesunderits own poweron theroadnetwork from Londonto Dover, but
thenyour car is encapsulatedin thetrain carriagefor thejourney undertheChannel.At theotherend,thecarmoves
underits own poweragainon theroadsto Paris.

Someoneoncewrote software to tunnelTCP/IPover email. This allowed TCP connectionsthrougha
firewall—but very slowly!

Thereis alsoa standardfor tunnellingTCP/IPover HTTP, and,of course,RFC1149for IP over avianRFC3093
RFC1149 carriers.

4 The Inter net Model

The OSI modelwasvery successfulat gettingpeopleto concentrateon the specificsof a network implementation.
However implementationsbaseddirectly on it werenot popular, principally sincethey werecomplex andquiteslow.
By sticking rigidly to the layersandfollowing theprincipleof insulationbetweenthe layersit is difficult to getany
realspeedfrom animplementation.

The TCP/IP ReferenceModel, also called the Internet ReferenceModel was developedwith the principlesof the
internetin mind: resilienceto damage,andflexibility of application.

This is a four layermodel.
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4.1 The Link Layer

Also known asthehost-to-networklayer,datalink layer, or networkaccesslayer.

Thiscoversboththehardwareof theOSIphysicallayerandthesoftwarein theOSIdatalink layer. TheTCP/IPmodel
doesnot saymuchaboutthis layerasit recognisesthat therecanbe many differenttypesof hardwareto sendyour
packetsacross.This layeronly hasto becapableof sendingandreceiving IP packets.

4.2 The Network Layer

Also known astheInternetlayer.

Thishandlesthemovementof packetsaboutthenetwork, includingrouting.Thislayerdefinesaspecificpacketformat
andaprotocol,theInternetProtocol(IP) to manipulatethosepackets.

4.3 The Transport Layer

Also known asthehost-to-hostlayer.

This is analogousto the OSI transportlayer. It provides for a flow of databetweensourceanddestination. Two
protocolsaredefinedat this level, TCP, andUDP.

The TransmissionControl Protocol(TCP) is a reliableconnectionorientedprotocol that deliversa streamof bytes
from sourceto destination.It chopsthe incomingbyte streaminto packetsandsendsthemto the Internetlayer. It
copeswith acknowledgementpackets,andresendspacketsif it thinks they have beenlost. Going the otherway, it
receivespacketsandreassemblestheminto a continuousbyte stream,sendingacknowledgementsfor successfully
receivedpackets.Flow controlis alsohandledhere.

TheUserDatagramProtocol(UDP) is anunreliable,connectionlessprotocolfor thosecaseswhereyou do not want
or needTCP’soverhead.Usedfor situationswherefastdelivery is preferredto accuratedelivery, e.g.,soundor video.

Theworld “unreliable” is beingusedin atechnicalsensehereasmeaning“not guaranteedreliable”. Typicalunreliable
networksareactuallyprettyreliablethesedays.

Theoretically, TCPandUDP do not haveto belayeredon top of IP, but it is unheardof not to do so.

4.4 The Application Layer

Thismodeldoesnothavesessionor applicationlayers,asthey wereperceivedasnotnecessaryin this context.

Theapplicationlayerprovidesthetop-level layerprotocolslikeSMTP, FTPandtelnet.

Applicationshave to copewith presentationissuesthemselves,e.g.,by using libraries like XDR to convert datato
a machine-independentform. Thoughif you stick to the ASCII characterset,thereis no real problem. Occasional
glitchesdo occur, suchasMicrosoft tool generatedwebpagesthatcontain? insteadof ’. This is dueto Microsoft not
following acceptedstandards.

The Internetmodel is somewhat moreflexible thanthe OSI. Applicationscan(in rarecases)usethe network layer
directly (IP andICMP) ratherthangoing throughTCPor UDP. This appearsto contradictthepoint of usinglayers,
but a) it is convenient,andb) sincewearetalking aboutIP we alreadyknow whatthelower layerslook like,andthey
areunlikely to changeoften. We will have to pay theprice if thereis a change,e.g.,to IPv6. For theoverwhelming
majorityof casesapplicationsdo useTCPor UDP.
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4.5 Modelsand Implementations

It is easyto confusetheOSI andInternetmodelswith theOSI andInternetprotocols. A modelis a setof guidelines
on how oneshouldgo aboutdesigninga network protocol. For example,it cansay“usea physicallayerwhich will
dealwith voltages,frequencies,etc.” Themodeldoesnot say“usecopperwire, andvoltagesof 5V representinga 1
bit.” Thatis a specificprotocolimplementation.

A modelcanhave many implementationsthat fit it. For exampleconsiderthe following network: two plasticcups
joinedby a pieceof string.Thephysicallayeris thecupsandstring;thenetwork layeris empty;thetransportlayeris
saying“over” at theendof eachvoicepacket; theapplicationlayeris whateverwearetalkingabout.This is anetwork
implementationthatfits theInternetModel.

4.6 Comparing OSI and Inter net Models

Thereis a roughcorrespondencebetweenthe two models,apartfrom the missingandmergedlayers. Thoughthere
arebig differences.

TheOSImodelwasdevelopedbeforeanimplementation,whereastheInternetmodelwasdevelopedafterTCP/IPwas
implemented,andis rathera descriptionof whathappened.OSI makesa cleardistinctionbetweenthemodelandand
implementation,Internetis morefuzzy.

OSI is very general,whereasInternetis very specific.OSI is moreflexible in that is it not tied to a specificprotocol,
and is betterable to adaptto changesin technology. On the otherhand,the OSI modelhadmany problemswhen
it cameto an implementationwhenit wasfound that the layersprovided did not correspondwell to reality. Extra
sublayersweredeveloped,andthesimplicity of theOSImodelwaslost.

As it turnsout TCP/IPhasbeenwidely successful,while theOSI is relegatedto bookson networking. Many reasons
havebeengiven.

� Badtiming. TheOSIpeopletooktoolongto publish,andby thetimethey got there,TCP/IPwasalreadywidely
used.

� Bad technology. The designof the layersis flawed, anddoesnot work well in reality. Seven is not a magic
number, andotherproposalshadmorelayers(splitting up several layersinto smaller, easierones),or fewer,
e.g.,theInternetmodel. It appearsthatsevenwaschosenasIBM alreadyhada sevenlayerprotocol(Systems
Network Architecture,SNA).

� Badimplementations.TheOSI standardwashardto follow, andonly poor implementationsweremade.They
werecomplex andslow, andOSI got theimageof poorquality eventhoughimplementationsimprovedlater.

TCP/IP, though,wasfreeandfast.
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� Bad politics. The Internetmodel was developedin academiaas part of Unix. OSI was (viewed as being)
developedby governmentalbureaucratsacrosstheworld.

TheTCP/IPmodelis not all-singingall-dancingeither, it doeshaveproblems.Thespecificationis confusedwith the
implementation;it is only goodfor describingTCP/IPandno otherprotocolstack;thephysicalanddatalink layers
aremerged,makingit hardto talk about(say)copperwire vs.fibre.

TheOSI modelis widely used;theOSI protocolsarevirtually neverused.TheInternetmodelis virtually neverused;
the Internetprotocolsareextremelywidespread.A compromiseis usedby Tanenbaum:split the link layer of the
Internetmodelinto a physicalanddatalink layer:

1. application

2. transport

3. network

4. datalink

5. physical

Thisappearsto beagoodcompromisein thatit matcheswell with reality (i.e.,TCP/IP)andis somewhatmoreflexible
thantheInternetmodel.

5 The Link Layer

We shallnow look at eachlayer in turn, startingat thebottom: the link layer, including thephysicallayer. The link
layercarriesIP packets,andAddressResolutionProtocol (ARP) packets.ARP is consideredaspartof thelink layer,
while IP is abovein theInternetlayer.

Thereareseveralpopularlink layers,includingEthernet,TokenRing, Fibre DistributedDataInterface(FDDI), and
SLIP andPPPfor serialinterfaces(e.g.,dial-upmodems).Of these,Ethernetand(lately) PPParethemostpopular
andarewidely deployed.

5.1 Ethernet
RFC894

The Ethernetstandardwasmadein 1982by DEC, Intel andXerox. It usesa methodcalledcarrier sense, multiple
accesswith collision detection, or CSMA/CD,andrunsat 10Mb. Hostshave48 bit addresses.

A coupleof yearslatertheIEEEpublishedanotherstandard,802.3,whichis almostbut notquitethesameasEthernet.RFC1042
IEEE802.3 It is sufficiently differentthatthey do not interoperate,thoughyou canhave packetsfrom bothstandardson thesame

wire without interference.Ethernetis by farmorepopular.

Thisbeingthelink layer, wemustdefinehow bits arelaid out on thewire.

An Ethernetframe(akapacket) startswith two 6 bytefieldscontaining48 bit hardware addresses(alsoknown asa
MediaAccessControlor MAC address).First destination,thensource.Every Ethernetchip in theworld hasits own
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uniquehardwareaddressburnedin at manufacturetime. For example,a typical addresscould be 0:20:48:40:2e:4d,
writtenasasequenceof 6 hex numbers.

The top 22 bits of this 48 bit addressidentify the vendorof the Ethernetchip, while 24 bits is a serial
numbersetby thevendor. Onebit is usedto indicateabroadcast(or multicast)address,andthelastbit is
usedto indicatea “locally administeredaddress”,wheretheaddresshasbeenreassignedto fit somelocal
policy.

Next is the 2 byte typefield. This is a numberthat indicateswhat kind of datafollows: (hex) 0800indicatesan IP
packet,while 0806indicatesanARPpacket. Thesenumbersaredefinedin RFC1700et seq.Thisallow thesystemtoRFC1700

passthedataquickly to therelevantprogram.

Thencomestheactualdata.This canbeup to 1500bytes.Curiously, thereis alsoa minimumsizeof 46 bytes.The
reasonfor this will be explainedshortly. If the datasectionwould be lessthan46 bytes,it is paddedout with zero
bytes.Somehow thedatafield mustencodehow long therealdatapartis itself.

Finally thereis a 4 bytechecksum(akacyclic redundancycheck) (CRC).This is a simplefunctionof all thebytesin
theframe,andis intendedto catchhop-by-hoperrorsin transmission.It computedby thesourcejust beforesending
theframe.On receipt,thedestinationrecomputesthechecksumon what it got. If anerroroccursin thetransmission
of theframethisshouldshow upasadifferencein thevaluesof thereceivedandcomputedvaluesof thechecksum.If
this shouldhappenthepacket is assumedcorrupted,andtheframeis dropped.It is up to a higherlayerto realisethis
hashappenedandto take correctiveaction.

One Ethernetaddressis special: all ones,or ff:f f:f f:f f:f f:f f. This is the broadcastaddress:the packet goesto all
machineson the(local)network. Oneor moremachinesmaychooseto reply. This is usefulwhenbootstrappingother
partsof theIP.

5.2 CSMA/CD
IEEE802.3

Thelimitationson packet sizeareimposedon Ethernetbecauseof physicalconsiderationsof thehardware.Ethernet
is asharedmedium(multipleaccess), thatis severalmachinesareconnectedby asinglepieceof wire thatthebitsflow
through.

If hostA wishesto senda frameto hostB, but C is alreadysendingto D, thenA mustwait, sincethecableis already
occupied.ThusA listenson thewire (carrier sense) until C hasfinished,andthenattemptsto send.However, B, say,
might be doing the sameto sendto D, say. SoA andB will startsendingat thesametime. Both A andB hearthe
framesclash(collision detection), andbothstoptransmittingimmediately. They eachwait for a small randomtime,
andthenstart listeningagain. As the delayis random,oneof the two will startbeforethe other, thusresolvingthe
clash.

This is why a packet hasa minimumsize: thespeedof light in thewire. A packet hasto besufficiently largethatall
hostson thenetwork canseeit beforethey decideto transmitthemselves. If smallpacketsareallowed,therecanbe
collisionsafter apacket is transmittedon a seeminglyfreewire.

The minimum framesize is 64 bytes(46 bytesplus 18 bytesheaders).At 10Mb this is about501 sec.
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Signalspropagatein copperataround200m/1 sec,so64 bytesis about10km.

This methodis pretty good for low usageof the sharedmedium,but performspoorly for high usagedueto many
collisions: moretime is spentbackingoff from collisionsthansendingpackets. If a hosthasto back off morethan
16 times,thepacket is simply dropped.Thenetwork is soheavily loadedthat thereis no point in trying any more. If
collisionshit lessthan5% of packets,theEthernetis consideredto beworking normally. If morethan50%,though,
youshouldconsiderbreakingthenetwork up into smallerpieces.

5.3 Ethernet Hardware

TheEthernetstandardincludesthekind of cablesneeded.Originally, a thick coaxialcablewasspecified,but over the
yearstherehavebeenmany updates.

A selectionof Ethernetcabletypes.

Name Cable Max segment
10Base5 thick coax 500m “thicknet”, chunky yellow, vampiretaps
10Base2 thin coax 200m “cheapernet”“thin ethernet”,“thinnet”, actually185m
10BaseT twistedpair 100m telephonewire, Cat3 cable.150monCat5
10BaseF fibreoptic 2000m long distance

100BaseT4 twistedpair 100m 100MbEtherneton two telephonecables(Cat3)
100BaseTX twistedpair 100m 100MbEthernet,Cat5 cable,aka100BaseT, “f astEthernet”
100BaseFX fibreoptic 2000m 100MbEthernet
1000BaseT twistedpair 100m GigabitEthernet,Cat5 or EnhancedCat5

Thereareseveralothers,includingfibreGigabit.

Themostimportantaspectsaretheincreaseof speedsin thestandards.The100Mband1000Mb(or Gigabit)Ethernet
standardsaremore-or-lessthesameastheoriginal standard(in termsof frameslayout,CSMA/CD, etc.) but simply
faster. Thereareoneor two wrinkles,suchasminimumframesize,andtheamountof time you listenfor a collision,
but mostlyit just followsthrough.

10Mb is very common,100Mb is common,1000Mb is just startingto appear, and10Gb is on the experimenter’s
workbench.

10Base5,the original Ethernet,runson a fat coaxial cablewith vampire tapscontaininga transceiver. Thereis a
minimumgapof 2.5mbetweentaps.Thetransceivercontainselectronicsto do thecollision detection.This supports
a cable(up to 50mlong) to thehostcontaining5 twistedpairs,with a largeandunwieldysocket (AUI socket) on the
end.10Base2and10BaseTaremuchsimpler.

A segmentcanbeextendedwith upto amaximumof 4 repeaters(whichsimplyamplify theelectricalsignal),therefore
5 segments(total lengthof 2460m)canbe connectedtogether. Of the 5 segmentsonly 3 canhave devicesattached
(100 persegment). A total of 300devicescanbe attachedon a thicknetbroadcastdomain. This is calledthe 5-4-3
rule.

Thinnet,or 10Base2,usessimplecoaxialcable,muchlike TV cable. It plugsin usingsimplepassive BNC (British
Naval Connector) connector. Much cheaperandeasierto lay aroundthe building and to connectup. The clever
electronicsis now on thecardin themachine.Minimum gapbetweenconnectionsis 0.5m,andasegmentcanhaveup
to 30 machines.

A segmentcanbeextendedwith othersegmentsusingupto 4 repeaters,i.e. 5 segmentsin total. Two of thesesegments
however, cannotbetapped,they canonly beusedfor extendingthelengthof thebroadcastdomain(to 925m). What
this meansis that3 segmentswith a maximumof 30 stationson eachcangive you 90 deviceson a thinnetbroadcast
domain.
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Twistedpair connectsin a very differentway. Sometimesknown asunshieldedtwistedpair (UTP), this is literally a
bunch(four pairs)of twistedwires. Thetwistshelp reduceelectricalinterference.This cableis muchlike telephone
cable.On theendsareRJ45plugs.

� Category1: No performancecriteria

� Category2: Ratedto 1 MHz (usedfor telephonewiring)

� Category3: Ratedto 16MHz (usedfor Ethernet10Base-T)

� Category4: Ratedto 20MHz (usedfor Token-Ring,10Base-T)

� Category5: Ratedto 100MHz (usedfor 100Base-T, 10Base-T)

EnhancedCategory 5 is Category 5 whereyou arereally carefulaboutmakinggoodcleanconnectionsin the plugs
andsockets.Category6 (250MHz)is just beingratifiedasa standard,andCategory7 (600MHz)is beingdiscussed.

Insteadof a singlebackbonecablethatall themachinesconnectto, eachmachineis wired to a centralbox. This can
bea hubor a switch.

A hubis ignorantof any protocolabovethephysicallayer, andsimply echosall packetson to all wires.This makesa
hubconnectedsystemlook electricallylikea10Base2or 5 Ethernet.This is asinglecollisiondomainasapacket from
any hosthasthepotentialto collide with packetsfrom any otherhosts,regardlessof their destination.Thecollision
domainsharesthe10Mbor 100Mbavailable.

A switchunderstandsalink layerprotocol,e.g.,Ethernet.It is ableto directapacketdown thatsinglewire thathasthe
right machineon theendratherthancopying it to all theoutputwires.Thismeansnow eachoutputcableis aseparate
collisiondomain.Therewill only beacollision if two machinestry to sendto thesamedestinationat thesameinstant:
therewill beno collision betweenmachinessendingpacketsto different machinesat thesameinstant.Thusthereis
potentially10/100Mbbandwidthavailablebetweeneachpair of machinessimultaneously.

Generallyswitchesareevenmorecunningthanthis: they storeandforward packets.If it findstheoutputchannelbusy
it canstorea packet in internalmemory, andforwardit laterwhenthechannelis free. This meansthateachsource-
destinationpathis a separatecollision domain. If this is happeningwe cando away with CSMA/CD completely, as
therecanbe no collisions! If the outputchannelis exceptionallybusy, the memorybuffer canfill up andthenthe
switchwill just dropany moreincomingpackets(recall thatEthernetCSMA/CD will droppacketsafter16 tries,so
this is not sobadasit seems).It is up to ahigherlayerprotocolto discover theloss.

Switchesaremoreexpensive,but givebetterbandwidth,andbetterefficiency underhigh load(no collisions).

Hubsandswitchesarealsoapplicableto theotherkindsof Ethernet.

If you have a switch, and your hardware supportsit, twisted pair can run full duplex, meaningthat therecan be
10/100Mbto themachinesimultaneouslywith 10/100Mbfrom themachine.A total of 20/200Mbin flight at a time.
This is becausetherearenocollisionsbetweeninwardandoutwardtraffic. Thealternativeis half duplex, wheretraffic
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canonly go onedirectionat a time. Typically, half duplex EthernetusesCSMA/CDwhile full duplex is switchedand
doesnot.

You canbuy boxesthat connecttogetherthe differentkinds of Ethernetcable,e.g., thinnet to twistedpair. Some
network cardshave morethanonetypeof socket on them. Thicknetis virtually never seenthesedays,with thinnet
still commonandUTP beingwidely used,andCat5 (or better)UTPbeingusedfor all new installations.

If you needto connectjust two machines,you cando this with UTP without a hubor switch. Justjoin
thenwith a crossedcable: this hasa pair of wires switchedin the plug at oneend. Much cheaperthan
buyinga hub.

5.3.1 Fasterand Faster

Actually, 100Mb Ethernetonly usestwo of the four twistedpairsin a UTP cable: onepair for out andonepair forIEEE802.3u

back.Youarerecommendednot to usetheothertwo pairsin acablesincethe100BaseTXstandarddoesnot take into
accountpossibleelectricalinterferencefrom nearbytwistedpairs.

GigabitEthernet(802.3z)overcopper(802.3ab)usesall four pairswith a differentphysicalencodingof thebits (seeIEEE802.3z
IEEE802.3absection5.4),andtransmitsandreceivessimultaneouslyon all pairsof wires.

Gigabitwill run overstandardCat5 if you arelucky, thoughyou shoulduseenhancedCat5 (or Cat6 or more)to be
sureit will supportthemoresophisticatedencodingcleanly.

TheminimumEthernetframesizeof 64 bytesis requiredin Ethernetfor theCSMA/CD methodto work. At Gigabit
speedsusingthe original 10Mb Ethernet’s minimumpacket sizewould imply a maximumcablelengthof 10m: not
very practical. A 512 byte limit would be moresensible.But Gigabit Ethernetdoeskeepthe 64 byte limit. Short
packetsarefollowedby a carrier extension, a special“hold the wire” signalto fill up to the endof a 512 byteslot.
CSMA/CDregardsthis aspartof thepacket,andsoholdsoff sendinguntil we canbesurethewire is empty.

This meanswe might have 448bytesof overheadon a small frameandsoGigabitEthernet’s performanceon small
packetsis not muchbetterthan100Mb Ethernet.The theoreticallimit works out at about86Mb/secwhensending
64 byte frames.As a partial fix for this, GigabitEthernetallows packet bursting, whereseveralpacketscanbesent
beforerelinquishingholdonthethewire. If ahosthasseveralpacketsto send,it sendsthefirst onenormally(possibly
includingcarrierextension).If thatgetsthroughsafely, thehoststill hascontrolandcansendmorepackets(without
theneedfor carrierextension)up to a limit of 8192bytesin total. It mustthenreleasethemedium.Thisdecreasesthe
overheadif we wantto sendmany smallpackets.

All this complicationmeansthatGigabitEthernetreally oughtto beusedin full duplex modeon a switchednetwork:
thenthereis noneedto worry aboutcollisionsandwecandispensewith carrierextensionandpacketbursting.Notice,
also,thata full duplex connectionwill haveno inherentdistancelimit (apartfrom electricalconsiderations).

10GbEthernet(expectedby spring2002)will useopticalfibre,andis notcurrentlyexpectedto runovercoppercable.IEEE802.3ae

It will befull duplex only asthestandardEthernetCSMA/CDdoesnotscalethis far. Justthink onthat:10GbEthernet
is 1000timesasfastastheoriginalEthernetstandardovera timescaleof lessthan20 years!

Current(densewavedivisionmultiplexing) (DWDM) fibre technologyallows 10Gbperwavelengthand
about160wavelengthsperfibre. A modestbundleof 10 fibrescouldcarry16Tb.
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5.4 Physical Encodings

We now look at theactualencodingsof bits on thewire (or fibre). Thesimplestencodingwould beto use0V for a 0
andapositivevoltage1V, say, for a1. This hasa coupleof problems:

� How canwe distinguishbetweena freenetwork (nobodytransmitting)andsomebodytransmittinga streamof
0s?They look thesameelectrically.

� Senderandreceiver needto beaccuratelysynchronisedto thestartsandendsof bits, sincewith a long strings
of 1sor 0s they coulddrift out of step. This meansthat, for example,the sendermight send10001s,but the
receivercouldthink thatit wasonly 9991s.

� A longstreamsof 1swouldbeencodedasasteady1V onthewire, namelyaDC voltage.This is somethingthat
givesengineersgreatdifficulties,asit is mucheasierto connecttogetherequipmentthathasaveragevoltage0,
e.g.,anAC voltage.

� A similarproblemhappenswith thelasersin anopticalsystem:it is not toogoodto havecontinuouslaserbeams
representingastreamof 1s.

Soengineerspreferanencodingwheretheaveragenumberof 1sand0sis aboutthesame.Thusthey useencodings
of thedatastreamthatapproximatethis evenif thedatais all 1sor all 0s.

Ethernetand802.3useaManchesterencoding. Thischopsthetimeinterval for abit into two halves:a1 is represented
by a high voltagein thefirst half, anda low voltagein thesecond.A 0 is representedby thereverse:a low voltagein
thefirst half, andahighvoltagein thesecond.Theactualvoltagesusedare 2 
3# ���

V for highand 4 
5# ���
V for low. On

average,thevoltageis 0. Thereis anextra advantagethatthis signalis easyto synchronisewith: a transitionthrough
zerois alwaysthemiddleof a bit.

Using0.85Vis alsoacompromise.Smallervoltagesrequirelesspower, but aremoreproneto interference
from noisefrom thesurroundingelectricalenvironment.

There is one major drawback. The bandwidththat the Manchesterencodingrequiresis twice that of the simple
encodingasthe frequency of thesignalis doubled.A 10Mb raterequiresa 20MHz signal. This is not sobad,but it
getsworsewith 100Mbandhigherrates.

Cat 5 cableis ratedto 100MHz so we can’t useManchesterencodingfor 100Mb Ethernet. The encodingis more
subtle. It usesa 4B/5Bsystem,meaningthat4 databits areencodedinto 5 physicalbits. The encodingspickedfor
the 16 valuesaresuchthat eachhasat leasttwo signal transitionswhich helpssynchronisation,andthey minimise
DC current.A coupleof 5B patternsareusedfor framestartandend,andonefor “idle network” (againto maintain
synchronisation).

Sofar this hasonly madeit worsein termsof bandwidth.But now theencodingusesa threelevel (ternary)electrical
encodingcalledMLT-3. MLT-3 is like Manchesterin that it encodes1 bits by transitions,but now thetransitionsare
cyclically from 0 to 1, then1 to 0, then0 to -1, then-1 to 0, then0 to 1, andsoon. A 0 bit is encodedby no transition.
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An example,thebytevalue15,or hexadecimal0E.Thisis translatednibbleby nibbleby the4B/5Bencodingto binary
11110and11100.

DataSymbols ControlSymbols
data symbol name symbol
1111 11110 IDLE 11111
0001 01001 J 11000
0010 10100 K 10001
0011 10101 T 01101
0100 01010 R 00111
0101 01011 S 11001
0110 01110 QUIET 00000
0111 01111 HALT 00100
1000 10010
1001 10011
1010 10110
1011 10111
1100 11010
1101 11011
1110 11100
1111 11101

4B/5B Encoding

This runsat31.25MHzgiving asymbolrateof 125MBaud.This is becausethefastestelectricalcyclehappenswith a
streamof all 1 symbols(IDLE), andthenwe getacompletecycleevery4 transitions(0 to 1 to 0 to -1 to 0), giving us
4 symbolspercycle. Typically, though,we getfrequenciesof around4/5 of this (25MHz) asdatasymbolshave four
1 symbolsor fewer.

A baudis thenumberof symbolspersecond,whereasymbolis somechunkof information.A symbolmightrepresent
a bit, or 2 bits,or 2/3 of a bit, andsoon.

100Mb Ethernetrequiresa symbolrateof 125 MBaud (efficiency 80%) dueto 4B/5B encoding.Hereonesymbol
encodes0.8bits.

Thefrequency asignalrunsathasotherimplications,in particulartheamountof electricalinterferenceit produces.A
systemrunningat 25MHz is friendlier to theelectricalenvironmentthanonerunningat 31.25MHz.

GigabitEthernetover copperusesa muchmoresophisticated8B/10Bencodinginventedby IBM for FibreChannel.
It runsover 5 electricallevels( 6 �

, 6 �
, 0) over all four pairsof wires in thecablein bothdirectionssimultaneously.

Theencoding,PAM-5, givesus2 bits persymbol:4 levelsto encode00,01, 10 and11,andonefor errorcorrection.
This runsat 125 MBaud, asbefore,so we have

�
bits

$7�"���
Mbaud

$8�
pairs

�9��


�

Mb/s in both directions

simultaneously.
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Clever signalprocessingis requiredto disentangletheoutwardsignalfrom the inwardsignal. Thepro-
cessorson aGigabitEthernetinterfaceareaboutthecomplexity of a486processor.

As previously mentioned,10GbEthernetis not expectedto run over copperandwill beexclusively optical. Optical
systemsonly usebinaryencodings:eitherthelaseris onor off. They don’t havetheoptionof multiplelevel encodings,
sotheencodingsalongfibresaredifferentfrom thosealongcopper.

5.5 SLIP and PPP

It is niceto havededicatedEthernetto runour network, but not everybodyhastheright sortof cablesrunningto their
homes(or ratherthey might, but electricallimitationsandabsenceof theright hardwareat theendof thewire in the
telecomscompany preventsEthernetbeingused).Thusalot of peopleusemodemsto accesstheInternetthroughtheir
telephonelines.

Therearetwo commonlink layerstandardsfor encapsulationof IP (andother)packetsovertelephonelines:SLIPand
PPP. SLIPwascommonuntil PPPtookoverastheprotocolof choice.

5.5.1 SLIP
RFC1055

SerialLine IP, or SLIP, is a simpleencapsulationfor IP overseriallines. It is a point-to-pointprotocol,meaningit is
designedjust to connecttwo machinestogether.

A frameis terminatedby a bytecontainingthehex valuec0,calledEND. Often,implementationswill starttheframe
with c0, too, just to besure.

This meanswe can’t havebyteswith thevaluec0 insidetheframeasthey would beinterpretedastheendof a frame.
To getaroundthis SLIPusesbytestuffing. It weneedto transmitac0 it is replacedby two bytesdb dc. Thecharacter
db is calledESC.To senda valueof db, replacethis by two bytesdb dd. This causesa minor expansionof data,but
not much.

Thusthebytestream00 c0db01 getstransmittedin a frameas

c000 db dcdb dd 01c0

Whenreadingtheframeat thedestinationit is a simplematterto replaceany occurenceof db dc by c0 anddb dd by
db to recover theoriginal data.

Thereis nodefinedlimit ontheframesize,but it is suggestedthatyoushouldbeableto copewith framesat least1006
byteslong, thoughmany implementationsuse296bytes.This is because1006is too largea frame:at 9600bits/secit
would take about1secto transmita full frame. Supposewe arecopying a largefile acrossthenetwork: this meansa
continuousstreamof full frames.If wewantto haveaninteractive login sessionat thesametimewewill haveto wait
about0.5secon averagefor the currentframeto finish beforethe packet containingour keystrokescanget through.
Similarly for theresponsefrom theotherend. An interactive responsetime of morethan100-200msis felt by users
to be too long. Reducingthe frameto 296 bytesis a goodcompromisebetweeninteractive responseandbulk data
throughput.For modernmachineswith fastmodems,576or morebytesis thesizeof choice.
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More importantly, the larger packet sizereducesthe fragmentationneeded.Most DNS packetscanfit
inside576bytes.

SLIPworks,but it hasproblems.

1. Theendsmusthavepre-agreedon IP addresses:thereis no mechanismfor oneendto tell theotherits address.

2. No typefield. SLIPonly supportsIP.

3. No checksum.Essentialon noisytelephonelines.

4. No authentication.Neededon dial-uplines.

Telephonelines are slow (4KHz or 56Kb/s maximum),so any opportunitiesto improve throughputare welcome.
TCP/IP hasa large overheadof 40 bytesor more of headerper packet (seelater), and typically you sendmany
packetswith nearlyidenticalheadersfrom sourceto destination.A variantof SLIP, compressedSLIP (CSLIP)takes
advantageof this repetition. Insteadof sendinga full header, CSLIP sendsthe small differences,and this greatlyRFC1144

improvesthroughput.Noticethis is in completedisregardof layering,andtiesCSLIPto TCP/IP.

5.5.2 PPP

ThePoint-to-Point Protocolwasdesignedto fix thedeficienciesof SLIP. Therearethreeparts

1. a framingfor packetson a seriallink, includingerrorcorrection

2. a link control protocol(LCP) for bringingup links, configuringthem,andtakingthemdown again

3. a setof networkcontrol protocols(NCPs)to negotiatenetwork layer optionsthat arespecificto the network
layer.

RFC1661definestheencapsulation,andRFC1332definestheNCPfor IP.RFC1661
RFC1332

A framestartsandendswith thebyte7e.Thenext two bytesareaddress(alwaysff) andcontrol (always03).

Next is theprotocolfield in 2 bytes.IP hasvalue0021.TheNCPfor IP hasvalue8021.Two bytesfor a checksumof
theframe,and7eto end.

Thereareup to 1500bytesin thedatafield, but this canbenegotiated.As for SLIP, they mustbeescaped,using7d.

� 7e : 7d 5e

� 7d : 7d 5d
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Connectionscannegotiateextra thingsvia theNCP, like headercompression(asin CSLIP).PPPis muchbetterthan
SLIP, andshouldalwaysbeusedin preference.

5.6 Token Ring
RFC1748
IEEE802.5

Ratherthanhave a sharedsegmentof wire, we canhave a circularnetwork. Thesehave beenaroundfor a long time
(at least1972)andarewell-understood.They arereallyacollectionof point-to-pointlinks thathappento form aring.

Packetscirculateaboutthe ring, beingpassedfrom oneinterfaceto thenext until it reachesits destination.Thering
is controlledby a specialpacket, calledthe token. Whenthering is idle, this circulates.If a hostwantsto transmita
frameit mustwait until thetokenarrives.It removesthetokenandreplacesit with thepacket,which continuesround
to thedestination.Thedestinationreadsthepacket. Thepacket continuesaroundthering until it reachesthesource
again,which removesthepacketandreplacesthetoken.

If many machinesarewaiting to sendpackets,thetokenwill begrabbedin a round-robinstyle,giving naturalband-
width sharing.

TokenRing runsat 1 or 4Mb (andlately, 16Mbandmore)over twistedpairs.

Thetokenis 3 byteslong:

� StartingDelimiter. A specialpatternof electricalsignalsthat doesnot correspondto a databyte (an invalid
Manchesterencoding).

� AccessControl.Thisbytecontainsthetokenbit, which is 0 for a tokenand1 for a dataframe.

� EndingDelimiter. Similar to theSD.

Thedataframeis arbitrarily long:

� StartingDelimiter.
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� AccessControl.

� FrameControl.Thisdistinguishesadataframefrom otherkindsof frameswhichareusedto controlthenetwork.

� Destinationand Sourceaddresses.Six byte addressesas for 802.3/Ethernet,but a variant allows two byte
addresses.

� Thedata. This canbe of any lengthup to a maximumtime limit, which is generally10ms,the token-holding
time, which is 5000bytes.

� A Checksum.

� EndingDelimiter.

� FrameStatus.Containsvariousstatusbits, e.g.,“destinationpresentandframereadsuccessfully”.This infor-
mationis is usefulto thesender.

Packetsalsohave priorities. TheAC field containsa priority value,asdoesthe token. Thatpacket canonly besent
if the tokenhaspriority not greaterthanthepriority of thepacket. Similarly, a hostcanraisethepriority of thenext
tokenby raisingthepriority of thecurrentdataframe.

RingshaveseveraladvantagesoverEthernet

1. goodboundsfor timeto accessthenetwork: Ethernetis non-deterministicasit mayhaveto repeatedlybackoff,
andthis is badfor real-timeapplications

2. smoothdegradationunderhigh load: Ethernetgetsvery inefficientat high loads

3. thereis no practicallimit on thesizeof thenetwork

4. thereis no minimumpacketsize,thusreducingoverhead

5. point-to-pointlinks arecheapandeasyto build

On theotherhand

1. a ring is difficult to extend:you have to take theentirenetwork down to adda machine:Ethernetyou just plug
in

2. abrokeninterfaceis a big problem:Ethernetyouprobablywouldn’t notice

3. thereis a fixedlargedelaywhile youwait for thetoken:at low loadthedelayon Ethernetis virtually zero

4. the detailsof token ring arequite complicated,involving the priorities of packets,andmeansto monitor the
livenessof thesystem(regeneratingthetokenif it getslost,etc.):Ethernetis relatively simple

On thewhole,though,thetwo useroughlythesametechnology, andgetroughlythesameperformance.

5.7 ATM

AsynchronousTransferModeisarelativelynew link layerprotocolthatwasdesignedto befastandflexible. It is packet
based,thoughpacketsarecalledcells in theATM world andthetechniqueis calledcell switching. Cell delivery is not
guaranteed,but orderis. Thus,if packet 1 and2 aresentin thatorder, thenif bothpacketsarrive, they will arrive in
thatorder.

A cell is of fixed length: 53 bytes. Firstly, a fixedsizewaschosenasthis makeshardwareto manipulateATM that
mucheasier, andthereforefaster. This lengthwaschosenasa compromisebetweenlargepacketsfor low overhead,
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andsmallpacketsfor flexibility in carryingburstytraffic, like speechandvideo. Of the53 bytes,48 aredatawhile 5
bytesareATM header.

ATM runsat155Mband655Mb,andismoving into thegigabitarenasoon.It maybepacketbased,but it is connection-
oriented.Making a connectioninvolvessettingup a pathbetweensourceanddestination.This samepathis usedfor
all thepacketsin this connection.

ATM makesbig noisesaboutquality of service. You candefinecertainlevels of service,e.g.,bandwidthor packet
delay, andATM canguaranteetheselevelswill bemaintained.Furthermore,differentchargesfor thedifferentlevels
of servicecanbe made. ATM grew from the telecomorganisations,so we canunderstandthe preoccupationwith
connections,qualityandcharging.

ATM wasdesignedto beusedat all levels, from LAN to WAN, but only seemsto besuccessfulin theWAN sector.
SomeLANs run overATM, but it is very expensive(costof hardware),and10Mb/100MbEthernetis dominant.This
is becauseEthernetis well understoodandhardwareandsoftwarearewidely available,while the IP-to-ATM layer
interfaceis quitecomplex andhardto implement.

On theotherhand,ATM is very goodlong distancecarrier, andit usedextensively for largebandwidthlong distance
connections.For example,thelink acrosstheAtlantic usedby JANET is ATM.

Standardsfor layeringPPPover ATM arejust startingto appear, which becomesmoreimportantwhenwe start to
considerADSL.

Thereare a few standardsfor how to split packets into ATM cells, the mostuseful beingATM AdaptionLayer 5
(AAL5). Thereis no headerbut a trailer instead.It padstheendof a packet to a lengththatis 47 mod48 anda single
byteinformationfield (currentlyunused)finishesthatcell. Thenext cell startswith a singlebyteto align thenext two
fields(recall theATM headeris 5 byteslong). Thesearea two bytelengthfield anda 4 byteCRC.A bit in theATM
headerindicatesthatthis is thelastcell for thepacket,andthelengthfield allowsusto find theendof thepacketwithin
thepreviouscell. Noticethatthis relieson thein-ordertransmissionof cells.Themaximumpayloadis

��� � 4 �
bytes,

but RFC2225recommends9180bytesasthismatchestheSMDSMTU (RFC1209).RFC2225
RFC1209

5.8 ADSL

This is AsymmetricDigital SubscriberLine. We concludewith a brief encounterwith ADSL: this shouldbecome
widespreadquitesoonasa replacementfor homeconnectionsto theInternet.

Currentmodemsare limited to 56Kb: this numberis the absolutemaximumspeedyou can get from a standard
telephoneline. This is becausethetelephonesystemfiltersoutall frequenciesapartfrom a3KHz chunkcentredabout
thehumanvoice,eventhoughthethecable(oftenCat2) cansupportup to 1MHz. This is why telephonecallshave
thatcharacteristic“telephonesound”.This numberwaschosenasit is just enoughto getrecognisablespeechthough
it, andyoucanthenpackseveraltelephonecallstogetheronasinglecable.Thusa traditionalmodem,whichconverts
thedatainto noisesto betransmitteddown thetelephoneline, is limited by this.

Actually 4KHz is reserved,to givea 0.5KHzsafetyareaeitherside.Thencallsarefrequencyshiftedand
multiplexedon to a singlewire.
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ADSL (oneof aseriesof DSL standards)triesto usethemaximumavailablebandwidthof a line: thismeansyoucan’t
usethecurrenthardwarein thetelephoneexchange,but mustreplaceit with a specificADSL box. Similarly, theuser
musthaveaspecificADSL modem.

A certainamountof bandwidthis availableon thewire. This variesaccordingto thequality of thewire, thelengthof
the wire, the quality of the splicesin the wire, local electricalinterference,andmany otherthings. Theasymmetric
refers to the non-symmetricsplitting of this bandwidthinto uplink (towardsthe user)and downlink (towardsthe
Internet)parts. For example,you might get 256Kb downlink and2Mb uplink speeds,thoughthesenumbersvary
widely. And a 4KHz channelfor your telephoneon top of that.Theseareconnected24/7,andthereis no needto dial
up anISP.

Thisasymmetryis notarealproblemwhenyouconsiderhow mostnetworksareused.A usertypesin afew characters
or doesa few clicks. This becomesa small chunkof datato be sentout alongthe slow link. The returndata,e.g.,
a webpage,is muchlargerandreturnsalongthe fastlink. Usersgeneratelittle databut expectbig replies,andthis
matchestheasymmetry.

SometimesADSL implementationsoverlaptheupstreamanddownstreamfrequenciesandrely on clever signalpro-
cessingto separatethe signalsof the sendingandreceiving streams(calledecho cancellation). This increasesthe
bandwidtha little at thecostof extra complexity.

ADSL is oftenencodedusingDiscreteMulti Tone(DMT). Thissplitstheavailablefrequency range(26Hzto 1.1MHz)
into 256channelsof 4kHz. Eachchannelencodesasmany bitsasnoiseontheline allows: thiscanbefrom 0 to maybe
15 bits/Hz. If a channelis particularlynoisy (e.g.,interferencefrom fluorescentlighting) it canonly transmita few
bits/Hz.Neighbouringchannelsthatareoutsidetherangeof theinterferencecantransmitat full capacity. In this way
we makethemostthatthecopperallows,working aroundthenon-lineartransmissionsalongthewire.
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CleverADSL hardware(modems)is requiredbothin thehomeandin thetelephoneexchangeis requiredto getthese
speeds.This is currentlyrelatively expensive,but costsshoulddroprapidly.

Datais transmittedin superframescontaining69ADSL frames.Frame69is for synchronisation,therestcontaindata.
An ADSL framecontainstwo kindsof data:fastdata, andinterleaveddata. Thefastsection,is usedfor time-sensitive
datasuchasaudioandcancontainforwarderrorcorrectionbits. Theinterleavedsectionhaspurelyuserdata.Thefast
bytehasseveraluses:in frames1, 34 and35 it containsadministrative flags;in frame0 it containsa CRC; it canbe
usedto signalto theotherendthata CRCerroroccurred;andsoon.

Peoplearestartingto useADSL asa layer to supportATM: this will be importantaswe canthenhave IP over PPP
overATM overADSL.

A popularmethodof delivery of ADSL to thehomeis to usea modemthatplugsinto theUSB port on
a computer. This meansthatanapplication,e.g.,a webbrowser, will beimplementedusingHTML over
HTTPoverTCPover IP overPPPoverAAL5 overATM overADSL overUSBovercopper!

Many otherphysical/linklayersexist: e.g.,wirelesslinks arebecomingincreasinglypopular.

5.9 Wir eless

Therearealreadymany extensive wirelessnetworksabout,namelythecellular telephonenetworks. Thesewerenot
designedwith datatransmissionasaprimaryconcern,soit is notsurprisingthatthatdonotsupportdataterribly well.
Theemergent3Gnetworksaresupposedto addressthisproblem,but they arehaving problemsgettingoff theground.

We shall be concentratingon wirelessLANS, in particularwirelessEthernet.The 802.11groupof standardsdealsIEEE802.11

with wirelessEthernet.In principle,wirelessEthernetis just theCSMA/CDprotocolrunoverradiowavesratherthan
copper, but naturallytherearemany problemsuniqueto wirelessnetworks.
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Theseproblemsinclude:

� wirelessnetworksgenerallyhavefairly higherrorratesdueto electricallynoisyenvironments,signalreflections
andsoon

� this meansthebandwidthyou get is heavily dependenton thecircumstancesof your environmentanddistance
betweenhosts

� wirelessnetworksgenerateelectricalinterferencethemselves

� if workstationA can“see”B (i.e.,B’s transmissionsreachasfarasA), andB canseeC, thenC can’t necessarily
seeA, soA cannotbeawareif thereis a collision of its packetswith packetsfrom C

� asyour packetsarebeingbroadcast,wirelessnetworksareintrinsically insecure,sothatextra careneedsto be
takenoversecurityandauthentication

A techniqueknown as “war driving” involvesdriving aboutyour neighbourhoodwith a wirelessnet-
workedPCuntil you chanceuponthesignalfrom someunsecuredsystem.Thenyou have freeaccessto
theInternet!Studieshaveshown thatthereareindeedmany availablenetworksout there.A similar trick
workswith cordlesstelephones.

Thename“war driving” is derivedfrom theolder“war dialling” whereyou try every phonenumberin a
company’stelephonedirectoryuntil youhit uponamodem.Thismodemoftenhadunrestrictedaccessto
thecompany’scomputersystem.

The areseveral partsto the standard:802.11,802.11a,802.11band802.11g. 802.11alsocontainsa specification
for infra-redwirelesstransmissions,but this doesn’t seemto have beentaken up by manufacturerswith suchgreat
enthusiasm.

5.9.1 802.11b

The802.11and802.11bstandardsweredesignedfor LANs andoperatein the2.4GHzwaveband.Theoriginal802.11IEEE802.11
IEEE802.11brunsat 1Mb/sor 2Mb/s(i.e.,a maximumof 1Mb/sand2Mb/s,respectively), while 802.11bupgradesthis to 5.5Mb/s

and11Mb/s.Machinescanbeup to 100m(300feet)apartindoors,andup to 300m(1000feet)outdoors.You might
hear802.11bbeingcalled“Wi-Fi” or even“AirPort”.

Wi-Fi is actuallya certificateof interopability given to manufacturerswhoseequipmentdemonstrably
workswith othermanufacturers’.

5.9.2 SpreadSpectrum

Thebits arenot transmittedoverasimplesinglefrequency asif it werea radiostation.This is becausethereis agreat
dealof electricalnoisein the2.4GHzfrequency bandthatmustbeovercome,in particularmicrowave ovensradiate
in this band. Instead,thesignalis spreadover many frequencieswith the rangeusinga varietyof techniquescalled
spreadspectrumtransmission.Also calledwideband, in contrastto narrow band.

Two popularwaysof doingthis areFrequencyHoppingSpreadSpectrum(FHSS)andDirectSequenceSpreadSpec-
trum (DSSS).Theseprovide someprotectionagainstinterference(and jamming!), but also somesecurityagainst
interception:for example,in FHSSthehopsarein apseudo-randomsequencethatthesenderandreceiverbothknow,
andan eavesdropper(presumably)doesn’t. This spreadspectrumtransmissionis much harderto tap thana fixed
frequency transmission(but not impossible).
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FHSSwasdevelopedabout50 yearsagoasby themilitary for securewirelesscommunication.Another
advantageis thatSSspreadsthetransmissionpowerthinly overalargefrequency rangeratherthanhaving
a big spike of power at onefrequency. This is thenharderto detect,anditself causeslessinterferenceto
otherelectricalsystems.

SomemodernSStechniquesusepicosecondtiming, andproducea signalthat is indistinguishablefrom
thebackgroundnoisemorethana few metresaway from thetransmitter, but neverthelesscanbepicked
upanddecodedseveralkilometresaway!

FHSSin 802.11buses75 or more1MHz channels,andit hopsevery 400msor less(that is, 2.5 hopspersecond).A
hoppingpatterncoversall theavailablechannelsbeforerepeatingitself, andthereare22hoppatternsto choosefrom.
Thisprovidesup to abouta 2Mb/sdatarate.

An additionalbenefitis thatmultiplemachinesonthesamenetwork onthesamechannelcaneachhave(justabout)the
full 11Mb/sbandwidth:asonetransmissionhopsaboutits sub-frequenciesit is quiteunlikely to clashwith a second
transmissionalsohoppingaboutwithin thesamechannel.

DSSSis usedin 802.11basit givesahigherdatarate(up to 11Mb/s).Thisencodesasinglebit asacollectionof 10to
20chips in achippingcode. A chip is alsoa1 or a0, thusa1 mightbeencodedas00010011100.Whatis thepointof
doingthis,aswe arenow sending11 chipswherewe werepreviouslysendingjust onebit? Well, thechippingcodes
arechosenso thata 1 bit from onesourceis clearly distinguishablefrom a 1 bit from anothersource,meaningtwo
sourcescanbesendingon thesamefrequenciesandwecanstill pick apartthedatastreams.Furthermore,a few chips
canbecorruptedthroughinterferenceandwestill recognisetheoriginalbit sent.

Thenumberof chipsusedin thecodeis calledthe. The802.11bstandardusesCCK, or ComplementaryCodeKeying
modulationwith a processinggainof 11.

Theavailablefrequency rangeis split into up to 14 channelscentredaboutspecifiedfrequencies:in mostof Europe
all channelsareavailable,andeachchannelprovidesthe full 11Mb/s. In othercountries,suchasFranceandJapan,
fewer channelsareavailabledueto licensingrestrictions.The multiplicity of channelsallows wirelessnetworks to
exist side-by-sideandthey do not interfereaslong asthey areseparated30MHz or more.This meansyou canhavea
maximumof threeneighbouringnetworks.

Channel Frequency (GHz) Channel Frequency (GHz)
1 2.412 8 2.447
2 2.417 9 2.452
3 2.422 10 2.457
4 2.427 11 2.462
5 2.432 12 2.467
6 2.437 13 2.472
7 2.442 14 2.484

The 802.11bprotocolemploys carrier sense, multiple access,collision avoidance(CSMA/CA), which is similar to
CSMA/CD,but morecomplicated.Beforesendinga packet thecollision avoidancealgorithmsendsa requestto send
(RTS) frame. If thedestinationis happy with this (it is not alreadybusyreceiving datafrom someothermachine),it
replieswith a clear to send(CTS) frame. On gettingthis, the sourcesendsits packet. A third machinenearbywill
alsoseethe CTS andknow it cannottransmityet. Furthermore,the RTS andCTS containthe lengthof the desired
transmission,sothethird machineknowshow long it hasto wait beforetransmitting.

Modern802.11network cardsimplementamicrowaveovenmodewherethey try to work aroundtheburstsof radiation
that leak from the typical microwave oven. Typically this caninvolve fragmentingpacketsinto smallerpartsso that
only smallchunksof datagetblastedby microwaves.
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5.9.3 802.11aand 802.11g

The802.11astandardis designedfor theuserwith highbandwidthdemands,andoperatesin thenewly allocated5GHzIEEE802.11a

arena.It usesa differentencoding(orthogonalfrequencydivisionmultiplexing, OFDM) to gaintheextra bandwidth.
It runsatup to 54Mb/sbut youwill oftenfind it at6Mb/s,12Mb/sand24Mb/s(amongstothers).Thisstandardworks
overashorterrangethan802.11b,but for agivenpoweranddistancebetweenmachinesit allowsahigherbandwidth.

The 802.11gstandardis backwardscompatiblewith 802.11b(it usesthe 2.4GHzband),but providesup to 54Mb/sIEEE802.11g

over thesamedistancesas802.11bby usingOFDM.

Why shouldanyonebotherwith 802.11awhen802.11ghasthe samebandwidthbut a larger range?The principal
reaonis that802.11ahasa specificsetof frequenciesreservedfor it, while 802.11gusesthefree-for-all 2.4GHzband
andsois muchmorelikely to getinterference.Furthermore,youcanonly havea limited numberof 802.11gnetworks
physicallycloseto eachother(perhapsjust three)but 802.11aallows for a dozenor so to operatetogetherwithout
mutualinterference.

5.9.4 Wir elessNetworks

Networkscanbearrangedin a point-to-point(akaad-hocandIndependentBasicServiceSet(IBSS)mode)configu-
ration,whereeachmachinecanseeeachother, andthey contacttheirpeerdirectly. Alternatively, they canbein ahub
configurationwhereacentralmachineroutestraffic (alsocalledinfrastructureor BasicServiceSet(BSS)mode).This
canwork overa physicallywiderareathanpoint-to-point,but requiresa machineto bethehubor accesspoint.

Thereis alsoExtendedServiceSet(ESS)modewhereyou have multiple accesspointsconnectedby (say)a wired
Ethernet.In this setupyoucanroambetweenaccesspoints.This is just like in cellulartelephonenetworkswhich can
handoff betweentransmittersasyouphysicallymoveabout.

For security, 802.11employs WiredEquivalentPrivacy (WEP)which usestheRC4encryptionalgorithmwith 40 or
128bit keys. Both endsof a transmissionsharea secretkey which is usedto encryptthetraffic beforeit goesout on
theairwaves.

The choiceof key sizeswasdueto the restrictionsat that time on exporting strongencryptionsystems
from theUSA.The40bit versioncouldbeexported,while the128bit versionwasfor domesticUSA use.

Note that 40 bit securityis betterthanno security, but not by much,as it is not beyond the boundsof
feasibility to go thoughall possiblekeys oneby one. Furthermore,aspeopleoften usekeys that are5
characterASCII strings,this reducesthesearchspaceto about30bits.

It bruteforce is too mucheffort for you, it appearsthat theWEPalgorithmitself is breakablewith a bit
of ingenuity:aftercollectingabouta day’sworth of traffic a computationwill revealthesecretkey. Even
worse,WEPis typically off by default!
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To overcomethis, you shouldnot rely on the link level encryption,but alwaysencrypttraffic yourself
(e.g.,usingssh ).

5.9.5 Other Wir eless

Bluetoothis a anotherwirelesstechnologyratherakin to 802.11b,but is designedfor short-rangepoint-to-pointcon-
nectionsbetweenapplianceslike TVs, fridgesand telephones.It hasa rangeof 30 feet, but useslesspower than
802.11b. It’sbetternot to think of Bluetoothasa wirelessLAN, but ratherasa wirelesscable.

Similarly thereisHomeRF,thoughthisappearsto belaggingbehindBluetoothin popularity. All of 802.11b,Bluetooth
andHomeRFusethe2.4GHzband,meaningthereis potentialfor contentionandinterferencein thesenetworks.The
performanceof a network will suffer if thereis oneof theothersnearby.

Other (wide area)systemsincludecodedivision multiple access(CDMA) and the emerging 3G mobile telephone
system.

It is possiblethatwirelessnetworksmayassistin thedevelopmentof MANs sincesomepeoplearelooking at using
wirelesslinks to connectstreet-wideandlargercollectionof machinestogetherin aCommunityAreaNetwork(CAN).

5.10 ARP
RFC826

We now considertheAddressResolutionProtocolhere,asit is oftenconsideredto bepartof the link layer. It forms
partof theInternetProtocol,andexiststo solve onevery specificproblem:thegapbetweenphysicallayeraddresses
(e.g.,Ethernet6 byte)addresses,andnetwork layer(e.g.,IP 4 byte)addresses.This problemdoesnot exist if we are
using,sayPPP, asthisphysicallayerhasno addresses.

EverymachineontheInternethasatleastone32bit (4byte)IP address.It is uniqueto thatmachine(modulosomecon-
siderationsthatwill becomeclearlater). Thereis a conventionin writing IP addressesintendedfor humanconsump-
tion. Thefourbytesarewrittenasadottedquadof decimalvalues.Thustheaddress00000001000000100000001100000100
is written as1.2.3.4. For example,maryhasIP address138.38.32.14(andEthernetaddress0:20:48:40:2e:4d).The
Internetlayerusestheseaddressesexclusively, asit knowsnothingaboutthelink layer. IP addressesareseparatefor
preciselythis reason:sothatIP canrun overmany differentlink layers.

The difficulty lies when the IP layer wantsto senda packet over Ethernet. It knows the destination’s IP address,
whereasto build theEthernetframewerequirethedestination’sEthernetaddress.Thusweneedto find whichEthernet
addresscorrespondsto which IP address.This is doneby ARP.

To determinetheEtheraddressfor anIP address,thesourcemachinebroadcastsanARPpacketusingEthernetaddress
ff:f f:f f:f f:f f:f f. All machinesonthe(local)network look at thepacket,andthetargetmachinerecognisesthatthepacket
is for it, andrespondswith anARP replycontainingits hardwareaddress.Thesourcemachinereadsthis andextracts
theEthernetaddress.

Thispacket is embeddedin anEthernetframe,of course.Theframetypefor ARP packetsis 0806.

Thepacket in moredetail:
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� Hardwaretype.This is 1 for anEthernetaddress.

� Protocoltype.This is 0800for anIP address.

� Hardwaresize, Protocolsize. The numberof byteseachof thesekinds of addressesoccupy. This is 6 for
Ethernetand4 for IP.

� Op. This is 1 for anARPrequest,and2 for anARPreply.

� Addressfields.Thehardwareandprotocoladdressesfor thesourceandtarget.

In anARPrequestthetargethardwareaddressis notfilled in; afterall, thatis whatwearetrying to find out. In anARP
reply, thetargetis theoriginalsender, andthesenderhardwareaddressfield containstheinformationweareinterested
in.

Of courseit wouldbestupidandawasteof network bandwidthto haveanARPfor everypacketsent:insteadacache
of mappingsfrom IP to Ethernetaddressesis kept. Entriesin this cachetime out andareremovedafter20 minutes,
typically.

If no machineon thenetwork hasthis hardwareaddress,or thatmachineis down, no reply will beforthcoming.If an
ARPreply is not receivedafteracoupleof seconds,anerrormessagewill besentto theapplicationtrying to makethe
IP connection.

UsetheUnix command
/usr/sbin/arp -a
to look at thecache.

The ARP canbe usedin situationsother thanEthernetandIP as it hasparameterisedfields andso canbe usedto
associatepairsof any typesof addresses,but it is by farmostassociatedwith Ethernet.

5.11 ReverseARP
RFC903

ReverseARP, or RARP, solves the oppositeproblem: given a hardwareaddress,find the IP address.This might
happenwhenadisklessmachineis bootingandneedsto find its IP addressandonly hasits Ethernetaddressto go by.
Alternatively, a refrigeratormaymakeaRARPrequestwhenit bootsto find its IP addresson thehomenetwork.

RARPis almostidenticalto ARP, but hasframetype8035,andop numbers3 for a RARPrequest,and4 for a RARP
reply. Somemachineon thelocalnetwork assignedto dealwith theRARPservicewill readthesepacketsandreply.

RARPis simple,but is limited by thefact thata hardwarebroadcastonly goesto the local network: it is not passed
betweennetworks.Thereasonfor this limitation onhardwarebroadcastis thatyoucan’t passonbroadcastsarbitrarily,
or elseeverybroadcastwill spreadacrosstheentireInternet!Sosomemachineon thelocalnetwork mustbeprepared
to reply to a RARP, which maybeinconvenientfor largemultiply subnettednetworks. More generalsolutionsto the
hardwareto softwaremappingproblemexist: seeBOOTPandDHCP.

6 The Inter net/Network Layer: IP
RFC791

We now turn to look at thenext layerin theInternetProtocol:theInternetlayer.

This the basisthe the Internetis built upon: a reasonablysimpleprotocol that providesa foundationfor the more
complicatedhigherlayers.
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We shalldescribetheInternetProtocol(IP). Actually, this is thefourth incarnation:IP version4 (IPv4). We shalltalk
aboutIPv6 muchlater(seesection6.17).

TheIP providesabest-effort, connectionless,unreliablepacketprotocol.Thiscombinationwaschosenasit represents
a lowestcommondenominatorof network properties,andit reliestheleaston functionalityof thelink layer. ThusIP
canrunon top of severallink layers,bethey reliableor not.

IP is a cooperativesystem.For a packet to getto its destinationit is handedon from onemachineto thenext, stepby
step.

Thenodesin thesystemhavevariousnamesaccordingto their function.

� Host.A computerthatyouactuallyuseto do somework.

� Gateway. A machinethatconnectstwo networks.

� Router.A machinewhoseprimaryfunctionis to decidewherea packetgoesnext.

Theseareby no meansmutuallyexclusive,andyouusea termto indicatehow youarethinkingof acomponentat the
time. Gatewaysandroutersareoftenhosts,thoughdedicatedroutinghardwareis popular. Gatewaysdo routing. An
individualpacketdoesnotknow how to getfrom sourceto destinations:theroutersfigurethisout,andit canbeavery
complicatedbusiness.Seelater.

The IP layer breaksthe datastreaminto packets,alsocalleddatagramsin the context of IP, andprependsa header.
A packet (includingheader)canbeaslargeas64KB, but is usuallyaround1500bytes(this is only becausemuchIP
runsoverEthernet,andEthernethasthis limit).

We have the threewords frame, packet anddatagram all meaningroughly the samething: a chunkof
data.Laterwe shalladdsegment. Theonly differencebetweenthemis theemphasiswe want to put on
thechunk:for example,framesaretypically at thelink level.

Immediatelywe are facedwith the problemof different link layershaving different propertiessuchas maximum
packetsize.Whathappenswhenabig packethitsanetwork with asmallermaximumlimit? TheIP dealswith thisby
fragmentation: a singlepacket is subdividedby a routerinto severalsmallerpackets.Seesections6.5andfollowing,
below. It is thedestination’sproblemto gluethefragmentsbacktogether.

We shallnow dealwith eachfield in theheaderin turn. Theheaderanddataaretransmittedin big endianformat,that
is left to right, top to bottomin thediagram.
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Figure23: IP Datagram

6.1 Version

This four bit field containstheversionnumber, 4. Thelatestversionof IP, which is beingintroducedveryslowly, has
versionnumber6. This field is usedto aid sucha transition.

6.2 HeaderLength

Theheadercanvary in length: therearesomeoptionalfields later. Sowe needto beableto find wherethereheader
endsandthedatastarts:how canwe distinguishbetweena headerfield anddatathathappensto look like a header
field? An easyway is to supplythe headerlength. This is givenasthe numberof 32 bit words,andis generally5
which is theminimumlengthof theheader(no optionalfields).

This4 bit field hasmaximumvalue15,or 60 bytes,sowe canhaveup to 40bytesof options.

6.3 Type of Service

This field allows us to indicatehow thedatagramshouldbe treatedin termsof speedandreliability. For somedata
streamsspeedis moreimportantthan100%reliability. Voice is a goodexampleof this. On the otherhand,when
we are transmittingdatafiles, whenaccuracy is paramount,we arewilling to sacrificea little speedfor improved
reliability.

Not all implementationsof IP takenoticeof thisfield, but it is becomingincreasinglyimportantasnetworksproviders
wantto chargedifferentratesfor differentlevelsof service.

Recently, bits 6 and7 of the TOSfield arebeingusedin an explicit congestionnotification(ECN) mechanism.SeeRFC2481

section14.5.3.Otherwisethesebits shouldbesetto zero.
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Application Minimise Maximise Maximise Minimise Hex
delay throughput reliability cost value

Telnet/Rlogin 1 0 0 0 0x10
FTP
control 1 0 0 0 0x10
data 0 1 0 0 0x08
Bulk data 0 1 0 0 0x08
ICMP errors 0 0 0 0 0x00
SNMP(network config) 0 0 1 0 0x04
NNTP(news) 0 0 0 1 0x02

Figure24: Someof therecommendedvaluesfor TOSfield

6.4 Total Length

This is the total datagramlength, including the header, in bytes. A 16 bit field givesus a maximumsizeof 65535
bytes.This is tolerableto mostpeopleat themoment,but is way too small for thosewho like to pushaboutbig data,
andwill beway too smallin thenearfuturewith thearrival of gigabitnetworks.

Datagramsizeis importantaswehaveoverheadsin usingpackets:

� timeoverheadspentin splittingdatainto packets,addingheaders,andthenremoving headersandreassembling
thedatastreamat theotherend

� bandwidthoverheadin thatwe areusing20 bytesfor theheaderandnot for data.

A biggerpacket meansbetteramortisationof overheads.In the limit, with an infinite packet size,morefamiliar as
a connectionorientedsystem,the overheadis minimised. But thenwe have the problemsof a connectionoriented
system.

6.5 Identification

This is an integer that is uniqueto eachIP datagram,often incrementingby 1 for eachsuccessive datagramsent. It
is usedto reassemblea datagramif it getsfragmented.Whena datagramis fragmented,it is split up into several
smallerdatagrams,eachwith copiesof the original IP header(a few fields arechanged,e.g.,the total length). The
identificationfield servesto grouptogetherfragmentsthatcamefrom a singledatagram.A fragmentis a datagramin
its own right, andcanbefragmenteditself.

6.6 Flags

Threebits areusedasflags.Or rather, two areusedandoneis reserved.

1. RF.Reservedfor lateruse.Unlikely ever to beusedsincetheadventof IPv6.

2. DF.Don’t Fragment. If thedestinationis incapableof reassemblingfragmentsthisbit is setto inform therouters
on thepathto thedestinationnot to fragment.This might involve therouterschoosinga slower paththatdoes
not fragment,or if this is impossiblethey might drop the datagramandreturnan error messageback to the
sender. All machinesarerequiredto becapableof acceptingdatagramsof size576bytes.

In detail: all machinesarerequiredto be capableof acceptingdatagramsof size576 bytes,either
wholeor in fragments.They mustbeableto forwarddatagramsof size68 byteswithout fragmenta-RFC791

tion (maximum60 bytesfor anIP headerplus8 bytesof a fragment).
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3. MF. More Fragments. All fragmentsexceptthelasthave this set.

6.7 Fragment Offset

This is aninteger that locatesthecurrentfragmentwithin thecurrentdatagram.Notice that the individual fragments
mayarriveat thedestinationout of orderasthey might take differentroutes.This valueis a byteoffset,shifteddown
by threebits. This meanstwo things: (a) 13 bits is enoughto cover the16 bit rangeof offsets,and(b) eachfragment
(otherthanthelast)mustbea multipleof 8 byteslong.

Eachfragmentis achunkof theoriginaldatagramdatawith acopy of theoriginal IP headerandthevariousfragmen-
tationfieldssetappropriately. Whenthe fragmentwith MF not setis received, the destinationcanusethe fragment
offsetplusfragmentlengthto determinethesizeof theoriginaldatagram.

Fragmentationis a difficult problem,andthis is not thebestsolutionasit causesa dropin efficiency:

� fragmentationin a routerslows down theprocessingof a datagramimmensely:unfragmentedsegmentscanbe
senton muchmorequickly,

� extraoverheadasmoreheadersarebeingusedfor a givenamountof data,

� extraoverheadasmoresegmentsaretraversingthenetwork,

� if a singlefragmentis lost, theentiredatagrammustberetransmitted,which is a hugewasteof bandwidth,

� thegreaterthenumberof fragmentsflying aboutthegreaterprobabilityonewill belost.

IP doesnot do retransmissionitself: it it up to ahigherlayerto do this if required.

IP implementationsclearout fragmentsfor anincompleteddatagramafterasuitabletime,e.g.,30seconds
afterthearrival of thefirst fragment(thatis, thefragmentthatarrived first). Seesection17.2.3.

Well behaved implementationsreturnan ICMP error “timeout during fragmentreassembly”.A further
wrinkle is that therulessaythat if theinitial fragmentis lost (thefragmentwith offset0) anICMP need
notbegenerated.This is becauseonly thatfragmentcontainstheinformation(e.g.,aUDPor TCPheader)
thatwill allow thesourceto identify thesendingprocessandtell it somethinghasgoneawry.

Betteris theapproachof IPv6,whereadatagramis neverfragmentedenroute.In IPv6,if agatewayrealisesadatagram
is too largefor thenext hop,it dropsthedatagramandsendsanICMP errormessagebackto thesource.Thesource
canthenresendseveral smallerdatagrams.This reducesthe complexity of routersconsiderably, andconsequently
speedsuprouting.Justasimportantly, thelossof asinglesegmentwill becoveredby theretransmissionof thatsingle
segment.

Fortunately, evenwith IPv4,mostof thetimefragmentationis not required,andfurthermorehostsareableto negotiate
packetsizesby MTU discovery. TheMaximumTransmissionUnit is thelargestpacketsizeahostor network cancope
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with. ThepathMTU is thesmallestMTU on thepathfrom sourceto destination.ThepathMTU canbedetermined
by sendingvarioussizepacketswith theDF flag set,andwatchingfor errorsreturned.Whenanunfragmentedpacket
getsto thedestinationwe have a lower boundfor theMTU. Notethat this is only anapproximation,aswe aretrying
to measurea dynamicsystem:in eachprobethepacketmaytake a differentroutethathasa differentpathMTU! See
section14.9.

Find theMTU of aninterfaceby
/usr/sbin/ifconfig -a
or netstat -i

6.8 Time to Li ve

This is a counterthat is usedto limit the lifetime of a datagram.If the routersgetconfusedor arebadlyconfigured,
a datagrammaybouncebackandforwardor aroundin circlesindefinitely. Eventuallythenetwork will befilled with
lost datagrams,andtherealoneswill not beableto getthrough.

TheTTL is designedto stopthis. TheTTL startsoff atsomevalue,say64or 32. Eachtimethedatagramgoesthrough
a routerits TTL is decremented.If thevalueever getsto zero,theroutermustdropthedatagramsandsendanerror
backto thesource.

The8 bit field limits usto amaximumTTL of 255,but currentlytheInternetis not nearlythatwide.

Thewidth of theInternetgoesup anddown all thetime. It goesup whennew networksareattached,but
it goesdown whenextra links areinstalledor traffic is tunnelledoverATM, say. TheIP regardsa tunnel
asa singlehop,no matterhow longor complex theATM routemighthappento be.

Originally this field wassupposedto measuretime in seconds:a routerwassupposedto decrementthefield for each
secondit wasqueuedin therouter. In practiceno-onedid this,but justdecrementedtheTTL oneachhop.

TheInternetis like this. Whathappensout therein therealworld is important,notwhatthestandardssay.
Though,on thewhole,mosttry to follow thestandards.

6.9 Protocol

This connectsthe IP layer to the transportlayer. This field containsa numberthat tells uswhat transportsystemtoRFC1700
etseq passthedatagramonto. Therearenumbersdefinedfor TCPandUDP amongstothers.

6.10 HeaderChecksum

As in theEthernetlayer, this is a simplefunctionof all thebytesin theheader. If thechecksumis bad,thedatagram
is silently dropped.It is up to a higherlayerto detecta missingdatagramandrequestretransmission:recall thatIP is
unreliable.

This is not a perfectsystemasan error could arisein the checksumandnowhereelse,meaningan otherwisegood
datagramis dropped;or several errorsin the headercould combineandcancelthemselvesout; andso on. More
sophisticatedchecksumscouldbemorerobust,but would bemoretime consumingto compute.Noticethat theTTL
changesin eachrouter, sotheroutermustrecomputeandupdatethechecksumoneachhop.
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6.11 Sourceand DestinationAddress

Theseare 32 bit numbersthat uniquely determinethe sourceand destinationmachineson the Internet. That is,
eachmachineon theInternethasa differentIP address.This givesusa maximumof 4,294,967,296machineson the
Internet:actuallyfewerareavailablesincesomeaddressesarereservedfor specialpurposes.Thisis notreallyenough.
We discussIP addressesbelow.

6.12 Optional fields

This is a variablelength list (usuallyabsent)of optionalbits andpieces,originally includedin casethe designers
thoughtof somethingnew they wantedto addto IP. Also for rarely usedstuff, so we don’t clutter the headerwith
mostlyunusedfields.

Optionsinclude

� Security(encryption)andauthenticationRFC1108

� Recordroute:eachrouterrecordsits addressin thedatagramasit passesby

� Timestamp:eachrouterrecordsits addressandcurrenttime in thedatagramasit passesby

� Strict sourcerouting:a list of addressesof routersthatgive theentirepathfrom sourceto destination

� Loosesourcerouting:a list of addressesof routersthatmustbeincludedin thepathfrom sourceto destination

All exceptthefirst arefor debuggingthenetwork. Thelimitation of theoptionsto 40 bytesmeansthatonly 9 routers
cansqueezetheiraddressesin. Not enoughfor thesedayswhenroutescaneasilybeover30 hops.

6.13 IP Addressesand Routing Tables

We now needto look at those32 bit addresses.As mentioned,every machineon the Internethasits own unique
address.This is so every machinecancontactevery othermachine. Thesenumbersarestrictly controlledby the
InternetAssignedNumberAuthority (IANA), andmoreaboutthis later. They arenot dishedout at random,but are
carefullyallocatedto makeroutingbetweennetworksthatmucheasier.

Considerthecomplexity of theproblemof finding a routebetweentwo arbitrarymachines.If therewasno structure
on IP addresses,this wouldbeimpossiblewithoutgigantictablesthatdetaileachandeverymachine.

Instead,rememberthat theInternetis actuallya collectionof networks. TheIP addressis split into two parts:firstly
thenetwork number, andsecondlythehostnumber. Thehostnumberdefinesthehostuniquelyon thenetwork, and
thenetwork numberdefinesthenetwork uniquelyon theInternet.

To anendhost,routingis trivial: if thedestinationis on thelocal network, simply put thepacket out on thenetwork.
If thedestinationis not local,simply sendthepacket to thenetwork gatewayandlet it dealwith theproblem.

If we arerunningoverEthernet,theEthernethardwareaddresson thepacket will bethatof thegateway,
notof thedestinationmachine.Recallthatthelink layercan’t know aboutIP addresses,all it knowsis this
packetmustgo to thegateway. Thegatewaywill sendon thepacketwith a hardwareaddressappropriate
for the next hop,andso on. In termsof ARPing for this packet, we make a requestfor the gateway IP
address.
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So, to a first approximation,the routing problemis that of directingpacketsbetweennetworks. Oncea packet has
arrivedat thedestinationnetwork thegateway simply sendsto packet to thedestinationhost. This is muchbetter, as
therearesignificantlyfewernetworksthanhosts.

Routerscontaintablesof (network layer, IP) hostandnetwork addresses,togetherwith informationaboutwhatto do
with packetswith theseaddresses.

1. Destinationaddress.Thiscanbetheaddressof a specificmachine,or theaddressof a network.

2. Addressof the next hop router, i.e., the addressof whereto sendthis packet next. This is the addressof the
immediatenext routerthatis directlyconnectedto thecurrentrouter.

3. Which interfaceto sendthepacket out on to get to thenext router. A routerhas,of course,several interfaces,
i.e.,network connections,sowe needto know whichconnectiongoesto thenext router.

Whena packetarrivesata routerit checksits table.

1. If thepacket destinationaddressmatchesa hostaddressin thetablesendthepacket out to theappropriatenext
routeron theappropriateinterface.

2. Elseif thepacket destinationaddressmatchesa network addressin thetablesendthepacket out to theappro-
priatenext routeron theappropriateinterface

3. Elsefind an entry in the tablemarked default, andsendthe packet out to the appropriatenext routeron the
appropriateinterface

If noneof theaboveworks,dropthepacket,andsendbackanerrormessage“hostunreachable”or “network unreach-
able”

We returnto the network routing problemlater, in particularhow the informationgetsinto the tables,but for now
regardroutersasmachineswith big tablesthattell themwhereto sendpackets.

Usenetstat -r to seetheroutertableon aUnix machine.

Destination Gateway Genmask Flags MSS Window irtt Iface
138.38.96.0 0.0.0.0 255.255.248.0 U 0 0 0 eth0
127.0.0.0 0.0.0.0 255.0.0.0 U 0 0 0 lo
default 138.38.103.254 0.0.0.0 UG 0 0 0 eth0

Everyhosthasaroutingtable,andgenerallythissaysto sendpacketsdestinedfor thelocalnetwork outonthenetwork
interface,andsendotherpacketsto thedefault gateway. Theabove tableindicatesthatpacketson the local network
(138.38.96.0)shouldbesentout on interfaceeth0 , andthedefault is to sendto thegateway 138.38.103.254,which
is alsoattachedto interfaceeth0 .

Thereis alsoanentryfor a loopbacknetwork, avirtual network internalto themachine,foundonthe(virtual) interface
lo . Thisnetwork connectsamachineto itself, andusefulfor testingnetwork programs.
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6.14 Networks and IP addresses
RFC943

Sohow arethe addressessplit into network plus hostparts?If we give, say, 8 bits to representthenetwork andthe
restto representthehostson the network, we will have

��0%�A�
�
�
networkseachwith

�
�����B���-�
�����C�"�
hosts.This

isn’t reallyenoughnetworks,andnotmany peoplerequirethatmany hosts.A few do,though.Splitting it up theother
way we couldhave

���-�
�
�
�C�"�
networkseachwith only

�����
hosts.This is too smalla network for many people,e.g.,

largecorporations,but fine for smallcompanies.Cuttingit down themiddlewecanhave
� � ���D������E
�

networkswith
65536hosts.Still not reallyenoughnetworks,andtoo many or too few hostspernetwork accordingto taste.

As differentpeoplehavedifferentrequirements,acompromiseis used:wesplit theaddressin (essentially)threeways!

� ClassA addresses,from 1.0.0.0to 127.255.255.255 have 7 bits for thenetwork and24 bits for thehost: this is
126networkscontaining16777214hosts.Theaddressx.y.z.whasx asnetwork, y.z.washost.

� ClassB addresses,from 128.0.0.0to 191.255.255.255have 14 bits for the network and16 bits for the host:
16382networks,65534hosts.Theaddressx.y.z.whasx.y asnetwork, z.w ashost.

� ClassC addresses,from 192.0.0.0to 223.255.255.255have 21 bits for the network and8 bits for the host:
2097152networks,254hosts.Theaddressx.y.z.whasx.y.z asnetwork, w ashost.

Therearealso

� ClassD addresses,from 224.0.0.0to 239.255.255.255aremulticastaddresses.Multicast is sendinga single
packet to multiplehosts.This is in contrastto broadcast, which is sendingto all hostson anetwork.

� ClassE addresses,from 240.0.0.0to 247.255.255.255arereservedfor experimentalandfutureuse.Thismight
includethetransitionto IPv6.

Variousvaluesarereservedfor specialpurposes:

� hostnumber0: “this host”. Sometimesmistakenlyusedasabroadcastaddress

� hostnumberall all 255s:broadcastaddressto network
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� network number0: “this network”

� network 127.0.0.0:theloopbacknetwork.

The ideabehindthis schemeis that the IANA canallocatebig networks to thosewho want a lot of hosts,andsmall
networksto thosewho don’t needsomany. Thuswe don’t loselargechunksof theaddressspaceto Two Men anda
Dog Enterprises.

The University of Bath hasbeenallocatedaddressesin the network 138.38. This is a classB address,andso we
have 65534possiblehosts.StanfordUniversityhas36, a classA address.TheclassC address193.0.0is allocatedto
RéseauxIP Européens(RIPE),theEuropeanInternetRegistry (responsiblefor IP addressesin Europe).

Thiskind of informationcanbefoundusingnslookup andPTRqueries,andusingwhois to find who
ownsa name.

6.15 Subnetting
RFC950

Supposeyou have your IP network address,a classB address,say, andyou arebuilding your network. You have 64
thousandhostaddressesto play with. Having a singlenetwork with 64K addresseson is not a goodidea: it is very
hardto administerfor astart,evenbeforewegetinto technicalreasons.Thesolutionis to usesubnetting. Thisallows
us to split our network into smallerindependentsubnetworks. Eachsubnetcanbeadministeredindependently, e.g.,
by differentDepartments.

A subnetmaskis used.This tells routerswhichpartof theaddressis thesubnetaddress,andwhich is thehostaddress.
For example,theDepartmentof Mathshasa subnetthat containsaddressesfrom 138.38.96.0to 138.38.103.255,or
4096values.In binary

network address 138.38.96.0 10001010001001100110000000000000
broadcastaddress 138.38.103.255 10001010001001100110011111111111
mask 255.255.248.0 11111111111111111111100000000000

A machinecantell if anaddressis on thelocalnetwork if thehostaddressANDedwith themaskgivesusthenetwork
address.Thustheaddress138.38.100.20is on theMathssubnetsince

hostaddress 138.38.100.20 10001010001001100110010000010100
mask 255.255.248.0 11111111111111111111100000000000
AND 138.38.96.0 10001010001001100110000000000000

but 138.38.104.20is not,since

hostaddress 138.38.104.20 10001010001001100110100000010100
mask 255.255.248.0 11111111111111111111100000000000
AND 138.38.104.0 10001010001001100110100000000000
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Outsidethe network 138.38,subnettingis not visible, so no applicationsto IANA or changesto routing tablesare
requiredif wemovethingsaboutlocally. A subnetcanitself besubnetted.

UsetheUnix command
/usr/sbin/ifconfig -a
to seethewaya network is configured.Theformatvariesfrom machineto machine,but thiswill tell you

� inet themachine’s IP address� netmask thesubnetmask

amongstotherinterestingstuff.

The Maths subnetis can be describedas “138.38.96.0,subnetmask 255.255.255.248.0”, or more succinctly as
“138.38.96.0/21”,where21 is the numberof 1 bits in the mask. The subnettingstandarddoesnot actuallyrequire
subnetmasksto usethetop F bits,andwecouldhavetheMathsnetwork as138.38.0.96,subnetmask255.255.0.248”
if we really wanted.However, it is overwhelminglythecasethatpeoplefollow theformerformat,particularlywhen
classlessnetworksareinvolved.(Theshort G/F formatonly appliesto thetop-F -bitsstyleof mask.)RFC1219

6.16 ClasslessNetworks

Everybodywantsa classB network, sincea classC is too small,anda classA is too large(youpayperaddress).

This is calledtheThreeBearsProblem.

Thustherearevery few classB addressesleft. Onethingyou mightdo is takeseveralclassC networksandlink them
together. This is not trivial, asyou cannothave two network addresseson thesamephysicalnetwork. Thusyou must
have two networks,probablyjoinedby a gateway. And every time the network grows, you have to apply for a new
classC addressandjoin it up to yourexistingsystem.

Additionally, many smallnetworksis aproblemfor routing:many networksmeanslargetablesin routers.Again,this
is not good.

Dueto themassive growth of theInternet,someway of managingtheIP addressspacehadto beinvented.Thereare
a few wayswe cango:

1. changethewayclassesof networksaredefined

2. useprivatenetworkswith networkaddresstranslation

3. increasethenumberof addressesavailableby changingIP

Thefirst two waysarebackwardlycompatiblewith theexisting system.Thethird is a radicalchange.
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6.16.1 CIDR
RFC1519

This is ClasslessInterDomainRouting.

Therearemany classC network addressesleft. CIDR is awayof packagingthemupthat(a)allowsnetworksof larger
than254hosts,and(b) simplifiesrouting.

Firstly, blocksof classC networksareallocated

� 194.0.0.0–195.255.255.255Europe

� 198.0.0.0–199.255.255.255NorthAmerica

� 200.0.0.0–201.255.255.255CentralandSouthAmerica

� 202.0.0.0–203.255.255.255AsiaandthePacific

This giveseachregionabout32 million addresses.Another320million addressesfrom 204.0.0.0to 223.255.255.255
arewaiting for laterallocation.Now routingbetweensuchaddressesis easy:anything thatstarts194or 195is routed
to Europe.This is a singleentryin a routertable,ratherthananentryfor eachnetwork.

Within eachregion, the sameidea is repeated.Contiguousblocks of classC addressesallocatedto ISPsor end
users. Say 192.24.0to 192.24.7. This is describedas network 192.24.0.0/255.255.255.248, or more commonly,
192.24.0.0/21.The21 is thenumberof 1 bits requiredto maskoff thenetwork addresspartfrom thewholeaddress.

192.24.0.0 11000000000110000000000000000000
192.24.7.0 11000000000110000000011100000000
255.255.255.248 11111111111111111111100000000000

And wenow know thatany packetwith addressthathasaddr H�IKJ �
�
�3# ���
�3# �������L��M��3# ���5# 

shouldberoutedto that

ISPor user.

Example:193.0.0.0/22is allocatedto RIPE.

This is averycleverupdateto theoriginalclasssystem,astheendmachinesdonotneedto know aboutCIDR. Oncea
packethasreachedthedestinationnetwork, it canbetreatedidenticallyto aclassednetwork. Only theroutersneedto
know anythingspecial,andonly thoseexternalroutersthatconnectyournetwork to therestof theInternet.A classless
network canusedjust asasubnettedclassednetwork, andmayevenbesubnettedfurther.

This hasbeena valuableaddition to IP, and hasallowed the Internet to grow much further than onceimagined.
Extensionsto CIDR to useclassA addressesarealsoavailable.

CompareCIDR with subnetting:CIDR mergessmall networks into a larger one,while subnettingdividesa large
network into smallerones.In fact,CIDR is sometimescalledsupernetting.

It wasreportedat the endof 1999that somerouterswerecloseto having 100,000entriesin their route
table.This,while large,is still lessthanthe2,000,000+entriesthatclassicIP without CIDR would have
required.

49



Public

Internet

Private networkgateway

network
address

translation

A

G

B
AB

BA

GB

BG

Figure28: Network AddressTranslation

6.16.2 Network Addr essTranslation

SomeIP addressesarereservedfor privatenetworks.RFC1918

� ClassA: 10.0.0.0–10.255.255.255

� ClassB: 172.16.0.0–172.31.255.255

� ClassC: 192.168.0.0–192.168.255.255

TheseareoneclassA network, 16 classB networksand256classC networks,thoughwith CIDR, you cansupernet
theB andC networks.

Theseaddressesareguaranteednever to be allocatedfor usein the public Internet. Thus if you have a privateIP
network that is not connectedto the Internet,thesearesafeaddressesto use. How doesthis help if we do wish to
be connected?Thereis a processknown asmasquerading or NetworkAddressTranslation(NAT) that convertsan
outwardpacket with a privateaddressto onewith a public address,andaninwardpacket with a public addressback
to theprivateaddress.

A packet goingfrom theprivatenetwork network to theInternetmight have sourceaddress10.0.1.1,anddestination
address138.38.32.14.Let us supposethe gateway hasaddress138.38.32.252.The actionof NAT is to make the
Internetbelieve that this packet camefrom 138.38.32.252.We cando this by updatingthe sourceaddressin the IP
headerto be138.38.32.252.This is donein thegateway. Thegateway mustrememberthis hasbeendone,sowhen
a reply comesback (with source138.38.32.14,destination138.38.32.252),it can re-edit the headerto replacethe
destinationwith 10.0.1.1,andpassthepacketon to theprivatenetwork.

Thusit appearsto hostson theprivatenetwork thatthey areconnectedto theInternet,while it appearsto theInternet
that a lot of traffic is originatingat the gateway. This hasthe addedpropertythat machineson the Internetcannot
referto machineson theprivatenetwork, astheaddresses10.0.0.0cannever beusedon theInternet.This mayseem
a problem,but is actuallyan advantageto mostpeople: it preventsexternalusershackinginto the privatenetwork
asthey have no way of referringto theprivatemachines.Only packetsin reply to onesoriginatinginsidecantravel
inwards.Seealsosection18.1.

Thereareproblemswith this technique:sometimesIP addressesarepassedin thedatapartof thepacket (e.g.,FTP,
Quake). This is oftendoneto setupotherconnectionsto variousplaces.In orderfor theNAT to work in thiscase,the
masqueradingcodehasto betaughtaboutsuchexamples,andwhereto look in thedatafor theseaddresses.This is
technicallyquitedifficult, but canbedone,andis veryeffective.

This techniqueis particularlygoodfor homenetworks,whereyoucanshareonedial-upline betweenseveralhosts.

6.17 IPv6
RFC2460

Hereis a brief introductionto thenext versionof IP. VariouslycalledIPv6 andIPng(next generation) it takesIPv4 in
the light of modernexperienceandreworksthingsto besimplerandmoreefficient. It hashas128bit addressesand
usesa CIDR-stylegeographicalallocation(amongstothertypesof allocation),which is whatIPv4 really shouldhaveRFC2373
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Figure29: IPv6 Header

usedin thefirst place.IPv6is graduallybeingintroduced,but it will bealongtimebeforeit replacesIPv4everywhere.

IPv6 addressesvariousshortcomingsof IPv4:

1. largeraddressspace

2. reducesizeof routertables

3. simplify theprotocolsorouterscanprocesspacketsfaster

4. providesecurityandauthentication

5. payattentionto typeof service

6. havebettermulticastingsupport

7. havemobilehostswith fixedIP addresses

8. roomfor evolutionof theprotocol

9. permitIPv4 andIPv6 to coexist duringthetransition.

Onething thedesignersof IPv6 did wasto make thenamesof thefieldsmoreclearandmorerelevantto their actual
use.

� Version,4 bits. The number6. This field is identical in position to the field in IPv4, and can be usedto
distinguishpacketsin mixed-versionenvironments.
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� Traffic class,8 bits. Like TOSin IPv4. This canbe usedto differentiatedifferentkindsof traffic, e.g.,video
wantconstantbit ratebut candroptheoccasionalpacket;FTPallowsvariablebit ratebut mustbeloss-free.

� Flow label, 20 bits. This allows routersto recognisepacketsasbelongingto a singleflow, that is a stream
of packets from a certainhost to a certaindestination.Given this, the routerscanendeavour to give special
treatmentto thesepackets, suchas reserved bandwidthor minimal delay. This effectively setsup a virtual
circuit for theflow thatcanguarantee,say, sufficient bandwidthfor videostream.This field is setto 0 is flows
arenot beingused.

� Payloadlength,16 bits. Thenumberof bytesthatfollow this fixed40 byteheader. TheIPv4 countincludedthe
header.

� Next header, 8 bits. Thisplaystherole of theprotocolfield in IPv4,but alsoallows for IPv6 options.Thisfield
indicateswhich typeof optionalheader(if any) follows thefixedheader. If thereareno optionalheaders(asis
usuallythecase),this containsthetransportprotocol,suchasTCPor UDP.

� Hop limit, 8 bits. This is theTTL field, but renamedto make it clearwhatis actuallyhappening.

� SourceandDestinationaddresses,128bits each.Thebiggestchange:addressesarefour timesaslong.

The useof 128 bit addressesgivesus a potential
����� 0&�NEO$P��

� 0

addresses.Initial allocationsof addressesare
following theleadof CIDR, andaremostlygeographical.But thereis plentyof roomfor flexibility . This numberof
addressesis enoughfor

��$<��
����
addressespersquaremetreof theEarth’s surface,or roughlyenoughto give anIP

addressfor everymoleculeon thesurfaceof theEarth.

Someaddressesareunicast,somemulticast. IPv6 addsanycastaddresses:an anycastaddressidentifiesmany ma-RFC2373

chines,just asmulticast,but insteadof sendingthe packetsto all of them,IPv6 picks one(often the “closest”) and
sendsthepacket to thisone.Thiscanbeusedfor loadsharing.TheBBC mighthaveananycastserver in theUK, and
anotherin theUSA. USA clientswill contacttheUSA server, UK clientstheUK one. This would save muchtraffic
over theAtlantic link.

IPv6hasnofragmentationfield: insteadof routerslargefragmentingpackets,IPv6justdropsthemandsendsanICMP
errormessagebackto thesource.Thesourcecanthenresendsmallerpackets. An optionalfragmentationheaderis
availablefor theunlikely situationwhenthesourcecannotre-packet thedatainto smallerchunks:it proceedspretty
muchlike fragmentationin IPv4, but is in the sourceanddestinationonly. A routerneednever be concernedwith
fragmentswhich is a hugesimplificationover IPv4, andmeansthat packetscanbe routedthat much faster. IPv6
requiresall links in thenetwork to haveMTUs of 1280bytesor larger. If any link can’t do this,a layerbelowIP must
do fragmentation.

IPv6hasnoheaderlengthfield. This is becausetheheaderis of fixedlength.Thenext headerfield dealswith options,
moreproperlycalledextensionheaders.

IPv6 hasno checksumfield. Sincemostmodernnetworksareprettyreliable,a checksumis not neededasmuch:and
the transportlayers(TCP andUDP) have checksumsthemselvesanyway, so what’s the point of duplicatingwork?
Oneproblemwith IPv4 checksumsis that the IP headerchangesin every routerasthe TTL decreases,meaningthe
headerchecksummustberecomputedeveryhop. In IPv6we avoid thiscost,andsopacketsareroutedfaster.

IPv4has13fieldsin thefixedpartof theheader, while IPv6has8. IPv6hasaddressesfour timesthesizeof IPv4,but
theheaderis only twice thesize,andis muchsimpler.

Thenext headerfield daisy-chainsextensionheaderstogetheruntil wereachtheend.Thelastnext headerfield contains
theprotocolof thedatain thepacket.

Extensionheadersareeitherof fixed length or have Type, Length,andDatafields. The top two bits of the Type
indicatewhatto do if theheaderis not recognised:

� 00. Skip this option
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� 01. Discardthis packet

� 10. Discardthis packet,andsendanICMP errorbackto thesource

� 11. Discardthis packet, andsendanICMP errorbackto thesourceonly if thedestinationwasnot a multicast
address(soonebadpacketwill not producemillions of ICMP errors)

Extensionheadersinclude,amongstothers:routingoptions(c.f. sourceroutingin IPv4); fragmentationmanagement;
authentication;security; jumbograms(very large packets,bigger than the

��� � �Q���
KB limit given by the payload

field: a singlejumbogrampacketcanbeup to 4GBin length!).RFC2675

UDP andTCPlayer just asbeforeover IPv6, thoughsmallchangesareneededin theway their checksumsarecom-
puted.DNS addsanew RR typefor anIPv6 address,namelyAAAA.

6.18 IPsec

The IP wasdesignedin anacademicenvironmentwhereeverybodytrustedeverybodyelse. Thecontentsof packets
arereadableby anyonethathasaccessto thephysicallayer. Sincepacketsareroutedby third partiesasthey progress
from sourceto destinationany routeron thepathcanpeekat thedatacontainedtherein.This is not sogoodasthese
daysIP is usedfor all kinds of commercialandconfidentialdatatraffic andthe intermediateroutersareownedby
many differentthird parties.

IPsecaddressestheproblemsof secrecy andauthentication.Secrecy is implementedby encapsulatingsecuritypayloadRFC2406

(ESP),while authenticationis achievedby authenticationheader(AH). Keys aremanagedby internetkey exchangeRFC2402
RFC2409 (IKE) thatrunsoverUDP.

AH authenticatesconnections,not users.Youdon’t useAH to login, but ratherto ensurethattheremotehostis really
the CD shopit claimsto be beforeyou sendyour credit carddetails(encryptedby ESP),ratherthanjust someone
pretendingto bethatCD shop.

IPsecis not verywidely employed.Difficultiesinclude

1. key management:gettingthepublickey from thedestination,andensuringit is thepublickey for thedestination.
DNSsecshouldhelpwith this

2. routing: someroutersmake decisionsbasedon thetypeof traffic, e.g.,videoor ftp. Encryptionhidesthis, and
somakesefficient routingharder

3. governmentalcontrolsoverencryptiontechnologies
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7 The Inter net Layer: ICMP
RFC792

Severalplaceswe have saidthingslike “drop a packet andreturnanerrormessageto thesource”.How is this done?
Well, theonly mechanismwehavefor communicationis to sendpackets,sotheerrormessagemustitself beapacket.
This is anormalIP packet,but hasspecialcontents.Thiskind of packetis calledanInternetControl MessageProtocol
packet (ICMP).

TheICMP is usedfor generalcontrolof thenetwork aswell asfor indicatingerrors.It is layeredon top of IP, but is
consideredto bepartof theInternetlayer.

Recallthatthis is enclosedin anIP packet,enclosedin (say)anEthernetframe.

Thefieldsof anICMP packetare

� Type.TTL expired;echorequest;destinationunreachable;etc.

� Code.Hostunreachable;portunreachable;etc.

� Checksum.

� This field doesdifferent things for different ICMP types. This includesa 32 bit gateway address;a 16 bit
identifieranda16 bit sequencenumberfor echorequestandreply; etc.

ICMP packetsareIP packets,andsoaresubjectto thegeneralfoiblesof IP, likebeinglost or duplicated.

ICMP messagesareclassifiedaseitherquery, or error. For example,anICMP echorequestis a query, while a TTL
expiredis anerror. ICMP errorsarenevergeneratedin responseto

1. anICMP errormessage,e.g.,if theTTL expiresona ICMP errorpacket

2. adatagramwhosedestinationis a broadcast(or multicast)address

3. adatagramwhosesourceis a broadcast(or multicast)address

4. adatagramwhoselink layeraddressis a broadcastaddress

5. any fragmentotherthanthefirst.

This is to preventbroadcaststormsof ICMP packets,whereasingleerrorcanbemultiplied into many ICMP packets.
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7.1 Ping

Therearea coupleof clever wayswe canexploit ICMP messages.Firstly to discover whethera machineis up, and
secondlyto determinetherouteapacket took to getto a machine.

Pingis a simpleway to checkwhethera machineis aliveor hascrashed.

/usr/sbin/ping -s www.yahoo.co.uk
Hit ˆC to terminate.DON’T LEAVE PINGRUNNING. Thisusesbandwidthandannoysa lot of people.

This sendsanICMP echo requestpacket. This is ICMP type0, code0. Therequiredresponsefrom a hostis to copy
backthepacketandits datain anICMP echo replypacket (type8, code0).

The identifier field is somerandomnumber(often the Unix processnumber)so that the operatingsystemcandis-
tinguish packets when multiple pings are running on the samemachine. The sequencenumberstartsat 0 and is
incrementedby 1 for eachpacketsent.Thisallowspingto determineif any packetswerelost,reorderedor duplicated.

Whena ping echoresponseis received,thesequencenumberis printed,alongwith otherusefulinformation,suchas
theroundtrip time(RTT) of thepacket.

mary % /usr/sbin/ping -s www.yahoo.co.uk
PING homerc.europe.yahoo.com: 56 data bytes
64 bytes from rc3.europe.yahoo.com (194.237.109.72): icmp_seq=0. time=160. ms
64 bytes from rc3.europe.yahoo.com (194.237.109.72): icmp_seq=1. time=154. ms
64 bytes from rc3.europe.yahoo.com (194.237.109.72): icmp_seq=2. time=176. ms
64 bytes from rc3.europe.yahoo.com (194.237.109.72): icmp_seq=3. time=159. ms
64 bytes from rc3.europe.yahoo.com (194.237.109.72): icmp_seq=4. time=161. ms
ˆC
----homerc.europe.yahoo.com PING Statistics----
5 packets transmitted, 5 packets received, 0% packet loss
round-trip (ms) min/avg/max = 154/162/176

Thereis variation in the RTT: this variation increaseswith the distancethe packet travels. WANs give us a lot of
variance.

Thereis an IP option record route. This attemptsto tracethe pathof a packet throughthe Internetby saving the IP
addressesof machinesasthepacketpassesby.

All IP optionshave a codeto tell uswhatkind of optionwe have, andmosthave a lengthfield. Thecodefor record
routeis 7, andthe lengthis dependenton thenumberof IP addressesrecorded.Thepointerfield tells uswhatoffset
to write thenext IP address(startingat 4, it goes4, 8, 12,etc.).
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Figure34: IP recordroute

Theoptionsfield in anIP packetcanbeup to 60 bytes(usinga 4 bit field to denote4 bytewords).Thuswe canpack
up to 9 addresses(takingthecodeandotherfields into account).This is not very much. In theearlyARPANET this
wasample,but no longer. If thepacket requiresmorethan9 hops,only thefirst 9 arerecorded.

mary:3 % /usr/sbin/ping -s -R -v www.yahoo.co.uk
PING homerc.europe.yahoo.com: 56 data bytes
64 bytes from rc3.europe.yahoo.com (194.237.109.72): icmp_seq=0. time=168. ms

IP options: <record route> 138.38.29.254, bath-gw-1.bwe.net.uk
(194.82.125.198), man-gw-2.bwe.net.uk (194.82.125.210), bristol.

bweman.site.ja.net (146.97.252.102), south-east-gw.bristol-core.j
a.net (146.97.252.62), south-east-gw.ja.net (193.63.94.50), 212.1
.192.150, se-uk.uk.ten-155.net (212.1.192.110), se-aucs.se.ten-155
.net (212.1.194.25)
64 bytes from rc3.europe.yahoo.com (194.237.109.72): icmp_seq=1. time=165. ms

IP options: <record route> 138.38.29.254, bath-gw-1.bwe.net.uk
(194.82.125.198), man-gw-2.bwe.net.uk (194.82.125.210), bristol.

bweman.site.ja.net (146.97.252.102), south-east-gw.bristol-core.j
a.net (146.97.252.62), south-east-gw.ja.net (128.86.1.50), 212.1.
192.150, se-uk.uk.ten-155.net (212.1.192.110), se-aucs.se.ten-155
.net (212.1.194.25)
64 bytes from rc3.europe.yahoo.com (194.237.109.72): icmp_seq=2. time=167. ms

IP options: <record route> 138.38.29.254, bath-gw-1.bwe.net.uk
(194.82.125.198), man-gw-2.bwe.net.uk (194.82.125.210), bristol.

bweman.site.ja.net (146.97.252.102), south-east-gw.bristol-core.j
a.net (146.97.252.62), south-east-gw.ja.net (128.86.1.50), 212.1.
192.150, se-uk.uk.ten-155.net (212.1.192.110), se-aucs.se.ten-15
5.net (212.1.194.25)
ˆC
----homerc.europe.yahoo.com PING Statistics----
3 packets transmitted, 3 packets received, 0% packet loss
round-trip (ms) min/avg/max = 165/166/168

Recordroutecanbeusedon any IP packet,but is is mostlyusefulwhenpinging.

Somepeopledislike beingpingedasthey believe it couldbea securityhole,andshutoff thenormalICMP response.
Thusit couldappearthata machineis not working dueto failedpings,but it it actuallyup andrunning.

7.2 Traceroute

The IP option to recordroutehaslimited utility, sinceit cansave only 9 hosts,andshows nothingif the destination
machineis down. Tracerouteis a clever meansto discover the route a packet is taking that solvesboth of these
problems.Tracerouteworksby deliberatelygeneratingerrorsandexaminingtheICMP packetsreturned.

TraceroutesendsUDP packets(transportlayer packets,seelater) to the selecteddestinationthat have a artificially
small small time-to-live. WhentheTTL dropsto zero,andICMP TTL exceededpacket is generatedandreturnedto
thesource.
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1. Senda packetwith TTL setto 1, but with thedestinationaddressof themachinewe wish to probe.

2. This packet reachesthe first gateway/routerand the TTL is decrementedto 0. The routerdropsthe packet,
returnsanICMP TTL exceeded.

3. This reachesthesource,thatnotesfrom wherethepacketoriginated,viz., therouter.

4. Senda packet with TTL setto 2. This getsto thenext routerbeforetheTTL getsto 0, andtheICMP response
identifiesthesecondrouter.

5. Repeatwith TTL 3, 4, andso on, until the packet managesto reachthe destination.At eachstatewe get an
ICMP errortelling usof theroutersthepacketspassedthrough.

wiz % traceroute mary.bath.ac.uk
traceroute to mary.bath.ac.uk (138.38.32.14), 30 hops max, 46 byte packets

1 136.159.7.1 (136.159.7.1) 0.779 ms 1.131 ms 0.642 ms
2 136.159.28.1 (136.159.28.1) 1.369 ms 0.910 ms 1.489 ms
3 136.159.30.1 (136.159.30.1) 2.339 ms 1.937 ms 0.988 ms
4 136.159.251.2 (136.159.251.2) 1.458 ms 1.071 ms 1.831 ms
5 192.168.47.1 (192.168.47.1) 1.434 ms 1.554 ms 1.008 ms
6 192.168.3.25 (192.168.3.25) 29.192 ms 30.094 ms 25.374 ms
7 REGIONAL2.tac.net (205.233.111.67) 25.413 ms 33.002 ms 32.677 ms
8 * * *
9 * 117.ATM3-0.XR2.CHI6.ALTER.NET (146.188.209.182) 82.403 ms 58.747 ms

10 190.ATM11-0-0.GW4.CHI6.ALTER.NET (146.188.209.149) 56.376 ms 67.898 ms 73.462 ms
11 if-4-0-1-1.bb1.Chicago2.Teleglobe.net (207.45.193.9) 66.853 ms 46.089 ms 44.670 ms
12 if-0-0.core1.Chicago3.Teleglobe.net (207.45.222.213) 48.817 ms * 75.093 ms
13 if-8-1.core1.NewYork.Teleglobe.net (207.45.222.209) 106.198 ms 94.249 ms 73.375 ms
14 ix-5-3.core1.NewYork.Teleglobe.net (207.45.202.30) 75.286 ms 89.873 ms 98.789 ms
15 us-gw.ja.net (193.62.157.13) 143.686 ms 159.212 ms 166.020 ms
16 external-gw.ja.net (193.63.94.40) 172.803 ms 189.216 ms 191.260 ms
17 external-gw.bristol-core.ja.net (146.97.252.58) 206.403 ms 185.438 ms 192.989 ms
18 bristol.bweman.site.ja.net (146.97.252.102) 196.685 ms 206.221 ms 183.763 ms
19 man-gw-2.bwe.net.uk (194.82.125.210) 197.968 ms * 174.809 ms
20 bath-gw-1.bwe.net.uk (194.82.125.198) 209.307 ms 221.512 ms 199.168 ms
21 * * *
22 mary.bath.ac.uk (138.38.32.14) 250.670 ms * 186.400 ms

Someversionsof ping supportsetting the TTL, e.g., Solarisuses-t . This can be usedto mimic
traceroute by hand.
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ICMP errorsoftencontaintheIP headerand8 bytesof dataof thedatagramthatcausedtheproblem.This is so the
sourcemachinecanmatchup theICMP datagramwith theonethatcausedit. Eightbytesis justenoughto containthe
interestingpartsof theheaderof thenext layer(TCPor UDP).

In fact, it is now recommendedthat the ICMP error contains“as many bytesof the original datagramaspossibleRFC1812

without thelengthof theICMP datagramexceeding576bytes”. (Recallthat576is theminimumsegmentmaximum.)

Therearemany thingsthatcanhappenin a traceroute:

� three* s in line 8: someroutersreturnan ICMP error with a TTL that waswhatever wasleft in the original
datagram.This is guaranteednot to reachus

� if thelasthalf of theroutersare* s, thismeansthatthedestinationhasthisbug: theTTL is rampedupuntil it is
doublethehoplengthof therouteandthentheICMP reply canreachus.Thedestinationis really only half the
advertisednumberof hopsaway

� anotherpossibility(on longerroutes)is thattherouteris settingaTTL too smallto reachus

� a third possibilityis simply thattherouterrefusesto sendICMP errorsfor TTL exceeded

� a* beforethemachinenamein line 9: theDNSnamelookupdid not returnanamebeforetheICMP errorcame
back

� sometimesthesameline is repeatedtwice: this is becausesomeroutersforwarddatagramswith TTL of 0. This
is abug.

Therearemany bugsout therein realrouters!

8 Routing IP

We havealreadyalludedto routingtables.Smalltablescanbesetupby hand,andmosthost’s tablesonly containtwo
routeof interest:to the local network for local traffic, andto the gateway for non-localtraffic. We now look a little
morecloselyat routingtables.

A staticrouteis oneaddedby hand,typically by meansof theroute command.For example,

route add default gw 138.38.103.254

to addadefault routeto agateway. Differentoperatingsystemshavedifferentargumentsto route , but theprinciples
aresimilar. Thecommandnetstat -r -n displaystheroutingtable.

Destination Gateway Flags Refcnt Use Interface
140.252.13.65 140.252.13.35 UGH 0 171 le0
127.0.0.1 127.0.0.1 UH 1 766 lo0
140.252.1.183 140.252.1.29 UH 0 0 sl0
default 140.252.1.183 UG 1 2955 sl0
140.252.13.32 140.252.13.33 U 8 99551 le0

Theflagsare

� U. Therouteis up (i.e.,working)

� G. Therouteis to agateway/router. Withouta G therouteis directly connectedto thenetwork on theinterface.
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Figure36: ICMP Redirect

� H. Therouteis to ahost.TheDestinationis ahostaddress,not anetwork address.

� D. Theroutewascreatedby ICMP redirect.

� M. Theroutewasmodifiedby ICMP redirect.

TheRefcnt indicatesthenumberof (TCP)connectionscurrentlyusingthis route.TheUse is thenumberof packets
thathavepassedvia this route.

8.1 ICMP Redirect

Sometimestheroutingtablesarenot perfectlysetup.

SupposehostH1 wantsto sendto hostH2, but H1’s routetabledirectsall packetsto routerR2. Whenthe packets
reachesR2,R2 looksat its tableandrealisesthepacketshouldbeforwardedbackthroughtheinterfaceit camein on.
This is an indicationto R2 thatH1’s tableneedsimproving. R2 forwardsthepacket to R1, but alsosendsan ICMP
redirectmessageto H1. H1 usesthe informationin themessageto updateits table(which is markedby theD or M
flag). Next timeH1 wantsto sendto H2 it will sendthepacketdirectly to R1.

Thisallowssmallimprovementsin routingto accumulateover time.

Anothermechanismof generatingroutertablesinvolvesrouteradvertisementusingICMPRouterDiscoverymessages.RFC1256

A hostcanbroadcasta router solicitation message,andoneor morerouterscanrespondwith messagescontaining
routesvia thoserouters.

8.2 Dynamic Routing Protocols

Dynamicrouting is thepassingof routinginformationbetweenrouters.ICMP redirectsarea limited form of dynamic
routing,but they aregenerallyclassedasstaticroutes.

Routersswap routesbetweenthemselvesusingsomeprotocol. Thereareseveral protocols,including the Routing
InformationProtocol(RIP), theOpenShortestPath First (OSPF)protocol,andtheBorderGatewayProtocol(BGP).

TheInternetusesmany routingprotocols.It is composedof acollectionof Autonomoussystems(ASs),eachof which
is administeredby a singleentity, e.g.,a universityor a company. EachAS choosesits own routingprotocolto direct
packetswithin theAS. This is an interior gatewayprotocol(IGP) (or intradomainroutingprotocol), for exampleRIP
or OSPF.

BetweenASsrun exterior gatewayprotocols(EGP)(or interdomainroutingprotocols), for exampleBGP.

Typically a routerwill run a router daemon, a programwhosesolepurposeis to exchangerouting informationand
updatetheroutingtable.For example,routed talksRIP, andgated talksRIP, OSPFandBGP.
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8.2.1 RIP
RFC1058

RIP is oneof themostwidely usedprotocolson smallto mid-sizednetworks.

A RIP messageis encapsulatedwithin a UDP packet. A commandof 1 is a request,while 2 is a reply. Othervalues
arenot generallyused.Theversion is generally1, thoughannewerversionof RIP has2.

Thenext 20 bytesspecifya route: theaddressfamily is 2 for IP addresses;anIP address;anda metric. The limit of
25 is to keepthetotalpacketsizelessthan512bytes,a sizethatshouldneverneedto befragmented.

Themetricis thenumberof hopsto thespecifiedaddress.

Whenrouted starts,it broadcastsarequest(commandvalue1) outonall interfaceswith addressfamily 0 andmetric
16. This is a “sendme all your routes”message.Whena routerreceivessucha RIP request,it replieswith all its
table’sentriesin oneor moreRIP replies.

Otherwisea RIP requestis a requestfor a routeto a specificaddress(or severaladdresses).A responseto this is our
metricfor our route,or 16 to signify infinity or “no route”.

Whena responseis received,we canupdateour routingtableappropriately. Our metric is thereceivedmetricplus1
for thehopto therouterthatreplied.If anew routearriveswith asmallermetricthananexisting routewecanreplace
the old routewith the new one: this happensif a new patharisesthat is shorterthanthe old one. A shorterpathis
deemedbetter.

RIP alsosendsa chunkof thecurrentroutingtableevery30secondsto all its neighbourrouters.Routesaretimedout
if they haven’t beenreconfirmedfor 3 minutes(six updates).Themetricis setto 16,but therouteis notdeletedfor 60
seconds.This ensurestheinvalidationis propagated.
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Figure39: Slow Convergence

R3 hasa routeto H with metric1. A RIP messagebetweenR2 andR3 allowsR2 to learnthereis a routeto H via R3
with metric2. Thena RIP messagebetweenR1 andR2 allows R1 to learnthereis a routeto H via R2 with metric3.
NoticethatR2getsa messagefrom R1sayingit knowsrouteof metric3 to R3,but it ignoresthisasR2alreadyknow
a betterroute.

Therearea few problemswith RIP. Firstly it is not suitablefor usebetweenASs asit passeson too muchinternal
network information,andit is ignorantof subnetting.Furthermore,the limit of 15 on themetric is too small for the
Internet.

Anotherproblemis the time RIP takesto settledown after a change,for examplewhena new router is added,or a
routercrashes:this canbe several minutes. This is calledslow convergence. Supposethat the link from R3 to H
breaks.R3startssendingRIPmessageswith metric16 (infinity) for therouteto H. R2picksthisup. But now R2gets
a messagefrom R1 with a metric of 3. So R2 replacesits routeto H to go via R1 with metric 4. R1 now seesthat
R2 hasa routeto H metric4, andsomustupdatesits metric to 5 in its table. This bouncesbackandforth between
R1 andR2 until eventuallythey both reachinfinity at 16. This takesabout4 minutes.Meanwhile,realdatapackets
arealsobeingbouncedbetweenR1 andR2 addingto theconfusion.Theproblemis thatR2 doesnot know thatR1’s
advertisedrouteis actuallyvia R2.

Theuseof a hopcountasa metric is a bit simplistic: it is not alwaysthecasethatthefewesthopsis thebestrouteto
take. Otherconsiderationslike network speed,network bandwidth,andcostshouldbetakeninto account.

Nevertheless,RIP is quitesuitablefor smallto mediumnetworks.RIP version2 addressesthequestionsof EGPsandRFC1388

subnets,but OSPFis now morepopular.

8.2.2 OSPF
RFC2328

OSPFis anewerroutingprotocolthatfixestheproblemsof RIP. OSPFis a link-stateprotocol,in contrastto RIPwhich
is a distance-vectorprotocol.In essence,RIP measuressimplehopcountswhile OSPFteststhestateof neighbouring
routersandpassesthis informationthroughtheAS. Eachroutertakesthis stateinformationandbuilds its own router
table.ThisallowsOSPFto converge fasterthanRIP in thecaseof a changein thenetwork.

OSPFis layereddirectly on topof IP (RIP is onUDP on IP), andhasmany advantagesoverRIP.

1. OSPFcanhavedifferentroutesfor differentIP typesof service.

2. An interfaceis assigneda cost. This is a numberthat is computedfrom anything relevant, e.g., reliability,
throughput,round-trip-time.

3. If morethanoneequalcostrouteexists,OSPFsharestraffic equallybetweenthem(loadbalancing).

4. OSPFunderstandssubnets.
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5. A simpleauthenticationschemecanbeusedto preventspoofingof routes.

6. OSPFusesmulticastratherthanbroadcast,soonly routersthatareinterestedhaveto listento OSPFtraffic.

8.2.3 BGP
RFC1467

BGPis anEGP, andsois usedfor routingbetweenASs.An EGPhasa differentproblemto anIGP: now theproblem
is to routebetweenASsratherthannetworksor hosts,andpolitics becomesa dominantfactor.

In BGPASsareclassifiedinto threetypes:

1. A stubAS. Thishasonly oneconnectionto any otherAS, andonly carrieslocal traffic. BathUniversityis such.

2. A multihomedAS. Thishasmorethanoneconnection,but refusesto carryanyoneelse’s traffic.

3. A transit AS. This hasmorethanoneconnection,andwill carry traffic from oneAS to another(usuallywith
certainpolicy restrictions).

BGP allows policy basedrouting, andsuchpolicesaredeterminedby the administratorof an AS, andthey canbe
political, economicor anythingelse.

For example,thereis aCanadianlaw to theeffect thatall traffic beginningandendingin Canadamustnot
leaveCanadaatany point. Sono transitAS canpasstraffic outof thecountryundersuchcircumstances.

BGPis layeredontopof TCP, andis adistance-vectorprotocollikeRIP, but ratherthangiving simplehopcountsBGP
passeson theactualAS-to-ASroutes.This fixessomeof theproblemsassociatedwith distance-vectorprotocols.On
theotherhand,ASsdonot changeverymuch,sothereis nota big problemwith slow convergence.

9 Broadcastingand Multicasting

Thereare threetypesof IP addresses:unicast, broadcastandmulticast. Unicastwe are familiar with: an address
specifiesa singlemachine.Broadcastis similar to broadcastat the link layer: a singlepacket goesto every machine
on the network, suchas is usedby ARP. Multicast is somethingdifferent: a singlepacket goesto several selected
machines(morethanone,andprobablylessthanall).

Noticethatnot all network layerssupportbroadcastor multicast.For example,broadcaston a PPPlink is not terribly
useful.Useifconfig to seeif yournetwork supportsmulticast.

9.1 Broadcast

Broadcastingis conceptuallysimple: have a singlepacket that is readby all machines.This is betterthansending
unicastpacketsindividually to all machines.But what do we meanby “all”? Clearly somelimitation on broadcast
packetsis needed,elsetheentireInternetwould bepermenantlyflooded.

� Limited Broadcast.Theaddress255.255.255.255sendto all hostson the local network. A packet with sucha
destinationis never forwardedby a router.

� Net-DirectedBroadcast.Whenthehostpartof thenetwork addressis all ones.E.g., F .255.255.255for a class
A, or F # R

.255.255for a classB. Routersforwardsuchpacketsif they areconnectingtwo subnetsin thesame
network.
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� Subnet-DirectedBroadcast.Now we broadcastto all hostson thelocal subnet.Addresshasa valid subnetpart
with thehostpartall ones.This is themostcommonform of broadcast.

� All-Subnets-DirectedBroadcast.No longerused,andreplacedby multicast.Sendsto a collectionof subnets.

In fact,thesebroadcasts(apartfrom subnet-directed)areessentiallyobsoletedueto CIDR.

If youwantto annoy a lot of people,try ping to abroadcastaddress.

9.2 Multicast
RFC1112

Multicast is usedwhenwe want to sendthe samepacket to severalhosts.For example,whenstreamingaudioover
the Internetwe could unicast100 packetsto 100 peoplelistening. Better, asthereis lessnetwork traffic, we could
broadcastonepacket that is readby all hosts.Unfortunately, this mustbe readandprocessedby everyhostwhether
that hostwantsthe audiostreamor not. Betterstill, we canmulticasta singlepacket that is readjust by those100
machines,leaving all otherhostsalone.

For example,multicastis usedby OSPFto communicateroutingdata:a singlepacket informsall routers.Broadcast
would inflict this dataon all machines,not just therouters.

Specialmulticastaddressesareused,andmulticastgroupsareformedof thosemachinesthatareinterestedin receivingRFC2908

packetsfrom a givensource.E.g.,a groupto listento Radio1.

A multicastgroupid is a28bit number(nearly270million groups),with no furtherstructure.Multicastaddressesfall
in the range244.0.0.0to 239.255.255.255. Thesetof hostslisteningto a particularIP multicastaddressarecalleda
hostgroup. A hostgroupcanspanmany networks,andthereis no limit on thenumberof members.

Somegroupaddressesareassignedaswell-known addressesby IANA: theseare the permenanthostgroups. For
example,224.0.0.5for OSPFroutersand224.0.0.1for “all multicastawarehostson thesubnet”.

The processof joining and leaving hostgroupsis governedby the InternetGroup ManagementProtocol (IGMP).RFC2236

MulticastoverLANs is reasonablysimple,while theuseof multicastingoverWAN is still asubjectof experimentation
(a multicastpacket mustbecopiedandsentto eachnetwork thathasjoinedthehostgroup).Themulticastbackbone
(MBONE) is anstepin this direction.

9.2.1 Multicast and Ethernet Addr esses

Many Ethernetcardssupportmulticastingin hardware. What this meansis that the card can be aware of which
multicastgroupsthehostrequires,andcanfilter out thosemulticastpacketsnot is thosegroups.This hardwareassist
meanslesswork for the IP layer to do. To supportthis, specialEthernethardwareaddressesareusedfor multicast
packets.

Addressesin therange01:00:5e:00:00:00to 01:00:5e:7f:ff:f f arereservedfor multicasting.This is 23 bits of address
space.The lowest23 bits of an IP multicastaddressis mappeddirectly into this space.Thereare5 bits of the IP
addressleft over, so this meansthat32 differentIP multicastaddressesmapto thesameEthernetmulticastaddress.
This meansthat the IP layer will have to do somefiltering after all: it can’t all be doneby the hardware. On the
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otherhand,it will berarethattherewill bea clash.Despitethis problem,this combinationof hardwareplussoftware
filtering of multicastingaddressesis still betterthanbroadcasts.

10 The Domain NameSystem
RFC1034
RFC1035

DNS is themeansby which we canconvertnameslike mary.bath.ac.uk to IP addresseslike 138.38.32.14.The
benefitof having humancomprehensiblenamesratherthana jumbleof numbersis clear. We could learnnumbersto
referto machines(wedo learntelephonenumbers),but namestendto stickmuchbetterin themind.

In theearlydaysof the Internet,all themachinescouldkeepa tableof every nameandIP addressthatexisted. See
/etc/hosts . Soon,though,this becameuntenableastheInternetgrew. TheDNS wasdevelopedasa hierarchical
systemto resolvenames,andis distributed: that is, no onemachineon the Internetknows all the namesof all the
machines,but themappingis spreadaboutoververymany machines.

10.1 The Hierar chy

The DNS hierarchyis a treewith root at the top. The root hasname“.” (dot). Othernodesin the treehave labels
of up to 63 characters.A fully qualified domainname(FQDN) is a sequenceof labelsterminatedby a dot, e.g.,
mary.bath.ac.uk. . A namewithout a terminatingdot is assumedincomplete,andmay be completedby the
DNS software,e.g.,mary is completedon BUCS hoststo be mary.bath.ac.uk. . Furthermorethe incomplete
namemary.bath.ac.uk is completedto thesame.

OntheMathsnetwork,mary wouldbeexpandedasmary.maths.bath.ac.uk. then,whenit found
thatnosuchnameexists,mary.bath.ac.uk. . Thesoftwaretriesappendingeachtrailing substringof
morethantwo labelsuntil it findsa namethatexists.WhenBUCSis givenmary.bath.ac.uk it first
triesto seeif mary.bath.ac.uk.bath.ac.uk. is aname,thenmary.bath.ac.uk. . Alternate
stringscanbegivenin /etc/resolv.conf .
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Thearpa domainis usedfor gettingnamesfrom numbers.For a long while therewerejust sevengenericdomains,
eachthreecharacterslong. Theseincludelabelslike com, org andedu . Thesemostlyreferto machinesin theUSA
(becausethey forgotabouttherestof theworld wheninventingDNS),but some,e.g.,com areusedworldwide.More
recently, new labelslikebiz andinfo havebeenadded.

The two characternamesarecountrydomains, andrefer to the appropriatecountry. Thesenamescomefrom ISO
3166,thelist of official countrynameabbreviations,exceptthattheUK usesuk insteadof theISO gb .

Eachlevel of thetreerepresentsdifferentmanagementandresponsibilityfor thenames.Thetopleveldomains(TLDs)
aremanagedby IANA, whohasdelegatedresponsibilitytoTheInternetCorporationfor AssignedNamesandNumbers
(ICANN). To geta new nameat this level, you would have to apply to ICANN—but they wouldn’t give you one,as
this level is essentiallyfixedpolitically.

Every otherlayer is managedby someotherentity. For examplelabelsunderuk aremanagedby the UK Network
InformationCentre(NIC), runby a company calledNominet.Again, this level is fixed,andit is hardto getanameat
this level.

The beautyof the DNS is the sharedresponsibility. The labelsunderac.uk aremanagedby the United Kingdom
EducationandResearchNetworking Association(UKERNA). You have somechanceof gettinga namefrom these
peopleas long as you are connectedwith the UK academiccommunity. Labelsunderco.uk happenalso to be
managedby Nominet:youcanreadilygetalabelherefor theright price.Labelsunderbath.ac.uk areadministered
by BUCS.

Anotherthingto notethatnamesadministeredbyoneauthoritycanrefertomachinesanywherein theworld: bill.acme.com
might bein Rangoon,while ben.acme.com might bein TunbridgeWells.

.co.uk for commercialenterprises

.org.uk for organisations

.ltd.uk for UK limited companies

.plc.uk for UK public limited companies

.net.uk for Internetserviceproviders

.sch.uk for UK schools

.ac.uk for academicestablishments

.gov.uk for governmentbodies

.nhs.uk for NHS organisations

.police.uk for UK policeforces

.mod.uk for Ministry of Defenceestablishments

Labelsunderbath.ac.uk aremanagedby BUCS,while labelsundercs.bath.ac.uk aremanagedby theDe-
partmentof ComputerScience.Othercountriesmanagetheir partsof thetreedifferently. Germany doesnot have an
ac.uk equivalent,but ratherwegetnameslikeuni-paderborn.de . This is ashamebecausethey losetheability
to distributeresponsibilityfor names.

A zoneisasubtreethatisadministeredseparately, bath.ac.uk , for example.A zonecanhavesub-zones(cs.bath.ac.uk ).

Theauthorityfor azonemustsetupsomenameservers. A nameserveris (aprogramon)amachinethathasadatabase
of thelabelsfor thatzone.Namesareaddedor deletedat this level by changingthis database.To provide resiliency,
theremustbea primary nameserver, andoneor moresecondarynameservers in casetheprimarygoesdown. The
primarygetsits informationfrom thedatabase,while thesecondariesgettheirsfrom theprimaryusingzonetransfers.
This is just thecopying of zoneinformation.Thesecondaryqueriestheprimaryevery3 hourstypically.

So if a machinerequestsa namelookup from the nameserver, it canhandit an authoritativeresponse.The server
tamarin.bath.ac.uk is primaryfor thebath zone.See/etc/resolv.conf .
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10.2 RecursiveLookup

If therequestis for a nameoutsidethezone,thenameserver mustwork a bit harder. It contactsa root nameserver.
This is oneof (currently)13 machinedottedabouttheworld thatareresponsiblefor theTLDs (the root zone). Our
nameserver musthave the IP addressesof thesein a file somewhere. Currentnameserversarenameda.root-
servers.net to m.root-servers.net .

A.ROOT-SERVERS.NET internet address = 198.41.0.4
B.ROOT-SERVERS.NET internet address = 128.9.0.107
C.ROOT-SERVERS.NET internet address = 192.33.4.12
D.ROOT-SERVERS.NET internet address = 128.8.10.90
E.ROOT-SERVERS.NET internet address = 192.203.230.10
F.ROOT-SERVERS.NET internet address = 192.5.5.241
G.ROOT-SERVERS.NET internet address = 192.112.36.4
H.ROOT-SERVERS.NET internet address = 128.63.2.53
I.ROOT-SERVERS.NET internet address = 192.36.148.17
J.ROOT-SERVERS.NET internet address = 198.41.0.10
K.ROOT-SERVERS.NET internet address = 193.0.14.129
L.ROOT-SERVERS.NET internet address = 198.32.64.12
M.ROOT-SERVERS.NET internet address = 202.12.27.33

Supposewewantto find theIP addressof news.bbc.co.uk . Ournameserver tamarin doesn’t haveresponsibil-
ity for thebbc zone.So tamarin contactsa root server with thequestion“who is responsiblefor theuk domain?”
Therootserveranswerswith ns1.nic.uk or somesuch.

Now tamarin asksns1.nic.uk “who is responsiblefor theco.uk domain?” andgetsns1.nic.uk (again).
Next, it asksns1.nic.net for bbc.co.uk , andgetsns.bbc.co.uk . Finally, tamarin asksns.bbc.co.uk
for news.bbc.co.uk andgetstheIP address194.130.56.40.At lasttamarin canhandtheIP addressbackto us.

Of course,theseresponsesarecachedby tamarin so it doesn’t have to go througha completelookupevery time.
Eachresponsehasa timeto live attachedthatindicateshow long theservershouldkeeptheinformationbeforeasking
again.

mary % nslookup
Default Server: tamarin.bath.ac.uk
Address: 138.38.32.3

> news.bbc.co.uk
Server: tamarin.bath.ac.uk
Address: 138.38.32.3

Non-authoritative answer:
Name: newswww.bbc.net.uk
Address: 194.130.56.40
Aliases: news.bbc.co.uk

The“Non-authoritative” answerin theabove is an indicationthat in this instancetamarin didn’t do a full lookup,
but re-useda resultthatit haddiscoveredearlier. It is notauthoritativesincethezoneauthoritymayhavechangedthe
IP addressfor thatnamesincewe lastlooked,but this is generallyunlikely. Thefirst time a machinelooksup a name
youwill getanauthoritativeanswer.

Morethanonenamecanmapto thesameIP address:newswww.bbc.net.uk isanalternatenamefor news.bbc.co.uk .
In fact, newswww.bbc.net.uk is the canonicalnameor CNAME for this machine,while news.bbc.co.uk
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is an alias. Aliases are useful to give mnemonicnamesto machines,e.g., www.bath.ac.uk is an alias for
jess.bath.ac.uk . If we decideto run the Web server on a differentmachine,we cantransferthe aliasto the
new machine,andnobodyelseneedsto beaware.

Conversely, onenamecanmapto morethanoneIP address:www.yahoo.com has

Name: www.yahoo.com
Addresses: 216.32.74.50, 216.32.74.55, 204.71.200.74, 204.71.200.67

204.71.202.160, 216.32.74.52, 216.32.74.54, 204.71.200.68,
216.32.74.51, 216.32.74.53, 204.71.200.75

which is 11 differentmachines.

Whenthis happens,the IP addressto useis taken in a round-robinfashion. This is usuallydoneto balanceload:
different peoplewill be trying to get the sameweb pagefrom different machines. Usually, all the machinesare
configuredidentically so it doesn’t matterwhich machinewe actuallycontact. Notice that thesemachinescanbe
entirelyindependentanddistributedthroughouttheworld!

To find theauthorityfor a domain,usenslookup anduseset q=soa (startof authority).Usingset
q=ns to find anauthoritativenameserver.

10.3 ReverseLookup

Thereis anotherbranchof theDNStreewith TLD arpa . Thisbranchallowsusto dothereverselookupof IP address
to DNS name.This is veryusefulfor determiningthesourceof apacketwhenyouonly know its IP address.

A DNSnamehasthemostsignificantpartlast,e.g.,theuk in mary.bath.ac.uk , andwedelegatedownwardsfrom
thatend. An IP addresshasits mostsignificantpart first, e.g.,the138 in 138.38.32.14,andthevaluesaredelegated
from thatend.

In theearlydaystheUK academiccommunityusedtheorderuk.ac.bath.mary to beconsistent.But
therestof theworld disagreed,andeventuallywechanged.

Lookinguptheaddress14.32.38.138.in-addr.arpa. will revealthattheIP address138.38.32.14belongsto
mary.bath.ac.uk . Again, tamarin is theauthorityfor the38.138.in-addr.arpa zone.

CIDR causescomplicationshereasnetworksareno longernecessarilydividedonbyteboundaries.RFC2050

Settingup a nameserver authorityproperlyrequiresthe managementof two databases:onefrom nameto number,
and the other the reverse. Somepeopleforget to setup the numberto namemap,or changethe nameto number
mapandforgetto updatethereverse,etc. This causesall sortof problems(e.g.,sometimesreverselookupis usedin
authenticationof connections).

> set q=ptr
> 14.32.38.138.in-addr.arpa.
Server: tamarin.bath.ac.uk
Address: 138.38.32.3

14.32.38.138.in-addr.arpa name = mary.bath.ac.uk
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Actually a namerequestfor 138.38.32.14is switchedby nslookup to a PTR requestfor 14.32.38.138.in-
addr.arpa .

10.4 Other Data

TheDNS cangiveyoumorethanjust IP addresses.Severaltypesof record havebeendefined.

Name Type
A 1 IP address
AAAA 28 IPv6 address(128bit)
NS 2 Authoritativenameserver
CNAME 5 Canonicalname
SOA 6 Startof Authority
PTR 12 pointer(IP addressto namelookup)
HINFO 13 hostinfo
MX 15 emailexchange
AXFR 252 zonetransfer
ANY 255 all records

Therearemany others:about50 in total. For example,set q=ptr in nslookup to fetch namesfrom the in-
addr.arpa domain.

HINFO is somesnippetof informationaboutthemachine,e.g.,operatingsystem.Not many peoplepublishthis kind
of information.

Mail exchange,MX, givestheIP addressof oneof our machinesthatwill acceptemail.

> set q=mx
> maths.bath.ac.uk
Server: tamarin.bath.ac.uk
Address: 138.38.32.3

maths.bath.ac.uk preference = 10, mail exchanger = pat.bath.ac.uk
maths.bath.ac.uk preference = 10, mail exchanger = mercury.bath.ac.uk
maths.bath.ac.uk preference = 5, mail exchanger = mailrouter.maths.bath.ac.uk

Oneof thehostswith thesmallestpreferenceis contactedfirst. If thathostis down, try thenext. Noticethatnomachine
with thenamemaths.bath.ac.uk actuallyexists,but canstill sendemail to rjb@maths.bath.ac.uk . This
allowsusto dedicateasinglemail server to servea largenumberof peopleusinga varietyof differentmachines.

NS givesanauthoritativenameserver for thedomain.

AXFR is for azonetransfer, i.e., transferof a zone’srecords,probablyfrom a primarynameserver to asecondary.

ANY fetchesall availablerecordsassociatedwith a name.

10.5 Packet Format

Themessageformatfor DNShasafixed12 byteheader, followedby four variablelengthfields.

The identificationis a numberselectedby the client in thequerymessageandis returnedby the server in the reply.
Thisallows theclient to matchup querieswith responsesif thereareseveralin flight simultaneously.
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12  bytes

Identification Flags

Number of questions Number of answer RRs

Number of Authority RRs Number of additional RRs

Questions

Variable number of answer RRs

Variable number of other RRs

Variable number of authority RRs

Figure42: DNS Format

QR

1 4 1 1 1 1 3 4

Opcode AA TC RD RA zero rcode

Figure43: DNS HeaderFlags

Theflagsare

� QR.This bit is 1 for a query, 0 for a response
� Opcode.Usually0 for a standardrequest,but canbeothervalues
� AA. Thisbit is seton anauthoritativeanswer
� TC. Truncated: couldn’t fit thereplywithin 512bytes(seelater)
� RD. Recursiondesired: thenameserver shoulddo therecursive lookup. Otherwise,thenameserver returnsa

list of othernameserversfor theclient to contact(an iterativelookup). This bit is normallyset.
� RA. Recursionavailable: thisnameservercando a recursivelookup.Normally set.
� Rcode. A four bit returncode. 0 is no error, while 3 is nameerror, a responsefrom an authoritysayingthe

requestednamedoesnot exist.

Thenext four fieldsgive thenumbersof eachtypeof resourcerecords (RRs)that follow. Usually theseare1, 0, 0, 0
for a requestand1, 1, 0, 0 for a reply (thequestionis returnedwith theanswer).

10.5.1 Query

The questionformat startswith the namewe want to resolve. It is a sequenceof oneor morelabels,wherea label
is storedasa singlebytecontainingthenumberof charactersin the label followedby thosecharacters.Thenameis
terminatedby a0 byte.Recallthatthelengthof a labelis not morethan63 characters.
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Query name

Query type Query class

Figure44: DNS QuestionFormat

Domain name

Type Class

Time to Live

Data Length

Resource Record Data

Figure45: DNS RR Format

4mary4bath2ac2uk0

Thequerytypeis a numberthatspecifiesA, or AAAA, or CNAME, etc. Thequeryclassis normally1, denotingIP
address.A few othersexist.

10.5.2 Response

� Thedomainnameis thesameasfor thequestionfield.

� TypeandClassareasbefore.

� The time to live is a time, in seconds,that the nameserver shouldcachethis data. A popularvalueis 2 days.
WhentheTTL expires,thenameservershouldre-querytheauthorityfor this data.

� Theresourcedatais givenasa length,followedby thedata.Theformatof thedatavariesaccordingto thetype.
For example,for anA reply this is just4 bytesof IP address.

10.6 Other Stuff

DNS runsoverbothUDP andTCP. Typically UDP is usedfor speed,but thereis a twist. To avoid possiblefragmen-
tation,a DNS server will never returnananswerin a UDP datagramlargerthan512bytes.Instead,theresponsehas
theTC bit (truncated) set.Thenthetwo machinesstartup aTCPconnectionandtry againusingmultiplesegments.

The DNS hierarchyallows machinenamesat any level: for examplechannel4.com is both a zonename,anda
machinename.As a machinenameit happensto resolve to thesameIP addressaswww.channel4.com .

A simpleform of compressioncanbeusedif theRRscontainrepetitivedata,e.g.,thesameroot repeatedmany times.

70



www.rsa.com www.spoofed.com

dns.spoofed.com

.com dns server

my machine

my nameserver

web

dns

dns

dns

dns

dns
web

Figure46: RSAWebPageSpoof

Also zonetransfersaredoneusingTCPaslargeamountsof datacanbetransferred.

To seethestagesin a namelookupuseset debug in nslookup .

DNSdoeshaveproblems:in particularthereisnoauthentication.If I getamessagetellingmethatwww.bath.ac.uk
hasIP address138.38.32.14canI becertainthis is not theIP addressof somebodyelse?

TheWebserverof thesecuritycompany RSAwassubvertedby spoofingDNS.An authorityfor .com wasconvinced
somehow thatthattheauthorityfor rsa.com wasamachineotherthantherealone(dnsauth1.sys.gtei.net
is a real one). Let’s saydns.spoofed.com wasmadeauthority. This wasa cracked machinesomewhere. Now
dns.spoofed.com said that www.rsa.com resolved to someIP address,let’s say for www.spoofed.com .
A replacementweb pagefor RSA wassetup on www.spoofed.com Whenuserstried to get the web pagefor
www.rsa.com they actuallygot thewebpagefrom www.spoofed.com . Which saidnastythingsaboutRSA the
company. Noneof RSA’smachineswereever touched.

Thereis asolutionto this in SecureDNS(DNSSec),whichusespublickey authentication,involving cryptographicallyRFC2065

secureauthenticationcertificates.It hasn’t really taken off, possiblydueto unfamiliarity with the concepts.And it
doesn’t reallymakesenseuntil many peopleuseit, andnobodyis goingfirst.

TheUnix whois canbe usedto find the nameof the currentownerof a domainname.You mustfirst
determinewhich whois server to query, e.g., whois.networksolutions.com for .com names.
Then

whois -h whois.networksolutions.com yahoo.com

to find who hasregisteredthenameyahoo.com . Thewhoisserver is oftenwhois. company where
companyis theSOA for thatdomain.For example,whois.nic.uk for co.uk , andwhois.ja.net
for ac.uk .

11 The Transport Layer

The IP hastwo protocolsdefinedat the transportlayer. They arecomplementary, one(UDP) beingfast,unreliable,
connectionless,andtheother(TCP)beingmoresophisticated,reliableandconnection-oriented.

Both useports. At any time theremay be many servicesavailableon the server machinethat a client may want to
use,e.g.,webpagesserving,emaildelivery, telnetlogin, FTP, andsoon. How doesa client indicatewhich serviceit
requires?In IP it is doneby theuseof ports.

A port is simply a16 bit integer(1–65535).Every transportlayerconnection(usingUDP andTCP)hasasourceport
anddestinationport. Whena servicestarts(i.e., someprogramor otherthat will dealwith someservice)it listens
on a port. Connectionsmadeto thatport arepassedto theservice.Certainwell-knownportsarereservedfor certain
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services,e.g.,a webserver on port 80; otherportsareonly availableto privilegedprograms;mostportsareavailable
to any programthatwantsto usethem.

Oneanalogyis to think of a hostasa block of flats. Insidetheblock of flats therearemany occupants,doingmany
different things. The block hasa singleaddress.A letter to be deliveredneedsa flat numberaswell as the main
address.

Also theuseof portssolve anotherproblem:thatof severalconnectionsbetweentwo machines.Therecanbeseveral
usersontheclientmachineall connectingto thesameportontheserver, e.g.,severalpeopleretrieving webpages.The
sourceportallowsusto distinguishconnectionsandhandtherepliesbackto thecorrectuser. Sourceportnumbersare
generallychosenafreshfor eachconnectionfrom thepool of currentlyunusednumbers:thesearecalledephemeral
ports,asthey only live for thelifetime of theconnection.

Thequad

(sourceaddress,sourceport,destinationaddress,destinationport)

identifiesaconnectionuniquely. Thepair(address,port) is sometimescalledasocket, while thefull quadis sometimes
calleda socketpair.

SeeRFC1700et seq(now keptona Website)for allocationsof portnumbers,or look at thefile /etc/services .RFC1700
etseq

UsetheUnix command
netstat -f inet
to seethe currentInternetconnectionson a machine. The reply usesthe format machine.port for
source,thendestination.Port is eithera port number, or a namelike wwwor domain (DNS) from
/etc/services .

Both UDP andTCPhave portsfieldsin their headers.In factbothhave thesefieldsat thevery startof theheaders,as
thisallowstheportnumbersto beincludedin the“IP headerand8 bytesof data”thatanICMP errormessagecontains.
This is sothattheoperatingsystemcanidentify whichprogramsenttheoriginalpacket(from thesourceport)andcan
directanerrormessagebackto it.

12 The Transport Layer: UDP
RFC768

TheUserDatagramProtocol is thetransportlayerfor anunreliable,connectionlessprotocol.

12.1 Ports

Portnumbersfor thesourceanddestination.
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32 bits

16 bit source port 16 bit destination port

16 bit UDP length 16 bit UDP checksum

8 bytes

Figure48: UDPheader

12.2 Length

This16bit field containsthelengthof theUDPpacket,includingtheheader, whichis always8 byteslong. Not strictly
necessaryasthis canbecomputedasthelengthof theIP packet (asgivenin theIP header)minusthelengthof theIP
header.

12.3 Checksum

Checksumof theUDP headerplussomeof thefieldsfrom theIP header. This field is optional,but recommended.If
youdon’t wantto computethechecksum(presumablyfor extra speed),put 0 here.

12.4 General

UDP is a thin layeron top of IP, we only addtheminimumneededfor a transportlayer. It is asreliableor unreliable
astheIP implementationit is basedupon,andjustaboutasfastandefficientasIP, with only a smalloverhead.

UDP is widely usedasis is goodin two areas

1. Oneshotapplications:wherewe have a singlerequestandreply. ExamplesincludetheDomainNameService
(DNS)which looksup theIP addressassociatedwith aname.

2. Whenspeedis moreimportantthanaccuracy: suchasRealAudio, wherethe occasionallost packet is not a
problem,but a latepacket is.

No provision is madefor lost or duplicatedpackets in this protocol. If an applicationusesUDP thenit mustdeal
with theseissuesitself. For example,it canseta timer whenit sendsa requestdatagram.If thereply takestoo long
in coming,assumethe datagramwaslost, andresend.DNS over UDP is like this. Duplicateddatagramsarenot a
problemto DNS,but they might beto otherapplications.

13 The Transport Layer: TCP
RFC793

The TransmissionControl Protocol is the transportlayer for a reliable,connection-orientedprotocol. Often called
TCP/IP to emphasiseits layeringon top of IP, it is hugelymorecomplicatedthanUDP asit mustcreatea reliable
layerfrom anunreliableIP. Mostof thiscomplicationis in thehandlingof errorcases,thoughsomeis in thedetailsto
improveperformanceandflow control.

Thebasisof thereliability is by useof acknowledgementsfor every packet sent.Soif A sendsa packet to B, B must
sendapacketbackto A purelyto acknowledgethearrival of thepacket. If A doesn’t getanacknowledgement,thenit
resendsthepacket.
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Theuseof acknowledgementsraisesthequestionof theTwoArmyProblem. Two armiesA andB wish to
coordinateanattackon a third armyC. SoA sendsa messageto B, saying“Attack at dawn”. How does
A know thatB got themessage?A cannotsafelyattackuntil it is sureB got themessage.SoB sendsan
acknowledgementbackto A. Thismayseemenough,but theacknowledgementmaybeintercepted,soA
maynotdiscover thatits messagegot through,andA cannotyetattack.B realisesthis,andcannotattack.
To fix this, A mustsenda secondacknowledgementto B, to sayit receivedB’s acknowledgement.But
thismightnot getthrough,soB mustsenda third acknowledgementbackto A. And soon to infinity. We
canneverbesurethatbothpartieshaveconfirmedtheattackif we don’t haveareliablechannel.

A startsaretransmissiontimerwhenTCPsendsthepacket: if thetimerrunsoutbeforetheACK is received,A resends.
We shallgo into this in detail later, but considertheproblemsto besolved:

� how longto wait beforearesend:thismaybeaslow but otherwisereliablelink, andresendingwill justclog the
systemwith extra packets

� how many timesto resendbeforegiving up: it maybethatthedestinationhasgoneawaycompletely

� how long to wait beforesendingan ACK: you canpiggybackan ACK on a normaldatapacket, so it may be
betterto wait until somedatais readyto returnratherthansendinganemptyACK asthis will reducethetotal
numberof packetssent

� how to maintainorder:IP packetscanarriveout of order, sowe needsomeway to restoreorderwhenreassem-
bling thedatastream

� how to manageduplicates:IP packetscanbeduplicated,sowe needsomeway to recogniseanddiscardextra
copies(a packetcanbeduplicatedif someonethoughtit waslost whenit wasn’t andresends)

� flow control

Packetsin aTCPconnectionareoftencalledsegments. TheTCPheadercontainsmany fields.

13.1 Ports

Portnumbersfor thesourceanddestination.
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13.2 Sequenceand Acknowledgement

Theseareat theheartof thereliability of TCP. Eachbyte in thedatastreamfrom sourceto destinationis numbered.
This 32 bit unsignedsequencenumberstartsoff at somerandom(ish)valueat connectioninitialisation,andincreases
by 1 for eachbytesent.Thesequencenumberis thethenumberof thefirst bytein thesegment’sdata.

Thedestinationacknowledgesthosebytesit receives.Notethatit maynot geta wholesegmentdueto fragmentation.
Theacknowledgementfield is only active if theACK flag (seebelow) is set.Thereverseconnectionfrom destination
to sourcehasits own sequencenumber, asTCPis full duplex.

TCPis full duplex at theIP layer: it mayor maynot befull duplex at thelink layer.

If the sequencenumberis 10000,and10 bytesarereceived, the ACK is the sequencenumberof the next byte the
destinationexpectsto receive, i.e., 10011. Notice that you canuseACK in a normaldatasegment: this is called
piggybacking theACK, astheACK getsa “free” ride on top of thereturningdatasegment.

Thesequencenumberwrapsroundat
��� � 4 �

: this cancauseproblemswith very high bandwidthconnections.For
example,this would wrap after about8 secondsfor a Gigabit Ethernet(actually longer, assomebandwidthis used
by headers).It is easyto imaginea segmentbeingdelayedfor this orderof time. Thus,whenthestragglerdoesturn
up, it might be confusedwith othersegmentswith similar sequencenumbers.For suchcases,it might be wise to
useProtectionAgainstWrappedSequencenumbers,or PAWS.Thisco-optsthetimestampTCPoption,andusesit toRFC1323

distinguishsegmentswith thesamesequencenumberthatweresentat differenttimes.

13.3 HeaderLength

Theheaderhasavariablelengthaswecanhaveoptions.This4 bit field givestheheaderlength.Theheaderis always
at least20bytes,andcanbeup to 60 bytes.

13.4 Flags

� URG.Urgentdata.

� ACK. Theacknowledgementfield is active.

� PSH.Pushthisdatato theapplicationasquickly aspossible.

� RST. Reset(break)theconnection.

� SYN. Synchronisea new connection.

� FIN. Finisha connection.

13.5 Window Size

This is usedfor flow control. Thedestinationhasonly a limited amountof buffer memoryit canstoresegmentsin.
If theapplicationis not readingthesegmentsasfastasthey arearriving, eventuallythebuffer will befilled up. The
windowsizeis the numberof bytesthat the destinationis willing to accept,i.e., the amountof buffer it hasleft. If
thewindow sizeis very small,thesendercanslow down until thewindow increasesagain.The16 bit field givesusa
window of 65535bytes,but thereis anoptionto scalethis to somethinglarger.

Noticethattheadvertisedwindowsizeis theamountof spacefreewhenthesegmentis sent. Theremaybemorespace
freedup a little later whena reply is returned.Thusthe window sizeis not a wholly accuratemeasurement,andit
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getsmoreinaccurateastime passes.Nevertheless,it is safestto assumethattheadvertisedwindow sizeis thelargest
amountof datathatcanbesentuntil wegeta segmentwith adifferentwindow size.Seesection14.1.

13.6 Checksum

A checksumof theTCPheaderplussomeof thefieldsfrom theIP header.

13.7 Urgent Pointer

This is active if theURG flag is set. It is anoffset into theTCPdatastreamindicatingtheendof thecurrenturgent
datablock. Urgentdataincludesthingslike interruptsthatneedto beprocessedbeforeany otherdatathatis buffered
(hitting control-Cduringabig FTPtransfer).

13.8 Options

Thereareseveralof these,includingthewindow scaleoption,andmaximumsegmentsize(MSS).More later.

13.9 Data

Finally, the data. This canbe empty, andis oftenso while settingup or tearingdown a connection,or for an ACK
whenthereis no datato bereturned.

13.10 TCP Acknowledgements

Reliabledelivery is achieved throughacknowledgements.Thesearesentbackto the senderof a segment,andthe
acknowledgementfield of theTCPheaderindicateswhich byteweareexpectingnext.

If, aftera suitableperiodof time haselapsed(seelater),no ACK is receivedby thesender, it realisesthattheoriginal
segmentwaslost,andresendsit.

A is sending10bytessegmentsto B at regularintervals,andB ACKs them.But segmentcontainingbytes21–30gets
lost. WhenB getsa segmentwith bytes31–40it ACKs with value31: it expectedbyte31 next. While the ACK is
travelling backto A, A is still sending.Eachtime,B ACKswith 31.

SoeventuallyA receivesduplicateACKs for 31. If this happens,A cantell somethingis wrong. Eventually, A times
out on theACK for bytes21–30,andresendsthesegmentwith bytes21–30.B getsthis, andis ableto ACK all the
wayup to byte60.

13.11 ConnectionSetupand Tear Down

Settingup a connectionis a complicatedbusiness.Thereis connectionstateto be initialised (e.g.,sequencenum-
bers)that will be usedthroughoutthe connection.TCP is a connection-orientedprotocol. UDP, on the otherhand
connectionless, andis stateless, aseachsegmentis independentof all others.

At the otherend,tearingdown a connectionis not trivial either, aswe needto make surethatall segmentsin flight
havebeenreceivedsafely:youcan’t just dropsegmentsthatarrivesincetheotherendis awaitingACKs.
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Figure50: TCPAcknowledgements

13.11.1 ConnectionEstablishmentProtocol

Threesegmentsareusedto makea connection.

1. Theinitiator (normallycalledtheclient) sendsaSYN segment,i.e.,asegmentwith theSYN flagset,containing
the initial sequencenumber(ISN), F , say.

2. Theserverreplieswith anotherSYN segmentcontainingits own ISN,
R

say. It alsoACKstheclient’ssegment,
i.e.,sendsasegmentwith theSYN andACK flagsset,andtheACK field setto F�2 �

. TheSYN flag consumes
onebyte. (Considerwhy this is: so we canACK the SYN independentlyof the first databyte. Theseinitial
segmentscanbelost just asmuchasany other!)

3. Theclient ACKs theserver’sSYN with
R 2 �

.

In all threesegmentsthedatafield is empty:thesesegmentareoverheadin settingup theconnection.

This is called the threeway handshake. The initiator is saidto do an activeopen, while the server doesa passive
open. The ISN is a numberthat shouldchangeover time. RFC793suggeststhat it shouldbe incrementedever 4RFC793

microseconds.Thereasonto changetheISN is sothatslow segmentsfrom anearlierconnectionto thesamemachine
andport cannotbeconfusedwith thecurrentconnection.

Thesedays,it is betterto chooserandomISNs to avoid IP attackswhich startwith a maliciouspersonRFC1948

guessingtheISN for someoneelse’sconnectionandinsertingtheir own segmentsinto theconnection.

It is possible,but hard,to do a simultaneousopen. This is whenboth endssenda SYN, andthe segmentscrossin
flight. This is definedto resultin oneconnection,not two.

TheTCPprotocolhandlesthiseventuality, too.
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Figure52: TCPSimultaneousOpenandClose

13.11.2 ConnectionTermination Protocol

Foursegmentsareusedto take down a connection.This is becauseaconnectioncanbehalf closed. SinceTCPis full
duplex, we cancloseonedirectionof traffic independentlyof theother. Theclassicexampleis sendinga sequenceof
integersto aserverto besorted:closingtheclientsendendof theconectionis usedto indicatetheendof thesequence,
while thereverseconnectionis keptopento receive thereply.

TheFIN flag is usedto indicateclose.This will beACKedby theotherend.A FIN consumesonesequencenumber.
Later, whentheotherendis done,it will senda FIN, andgetanACK back.

Therearemany variationsonthis. Eitherendcansendthefirst FIN anddotheactiveclose, andthentheotherendwill
do a passiveclose. TheFIN of thepassive endcanbepiggybackedon theACK of theactive FIN, sothatonly three
segmentsareused.Theendscandoasimultaneousclose, i.e.,bothsendaFIN beforereceiving one:theprotocolstill
works.

13.12 Resets

Thereis anotherwayfor connectionsto bebroken:usea reset(RST)segment.This is normallyfor casesin error, e.g.,
a segmentarrivesthatdoesn’t appearto be for thecurrentconnection.This canhappenwhentheserver crashesand
reboots.Recallthata connectionis characterisedby thequad(sourceIP address,sourceport,destinationIP address,
destinationport). Soif a segmentarrivesfrom a client to a server thatis not expectingit, a RSThappens.This is why
connectionsoftenstayup until theremotemachinehasrebooted,andthenwe get“connectionresetby peer”.

Anotherexampleis if a TCPconnectionis attemptedto a port thathasno processlisteningon it, a RSTreturnedto
theclient. UDP, on theotherhand,sendsanICMP errorpacket.
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Figure53: TCPStateMachine

A connectionthat terminatesusingFIN is saidto have an orderly release, while oneterminatedby a RST is called
anabortiverelease. A RSTwill flushall bufferedsegmentsfor thatconnectionandpassanerrormessageup to the
applicationlayer.

RSTsegmentsarenot ACKed: theconnectionstopsright here.

13.13 TCP StateMachine

Thetransitionsbetweenstatesin TCParecomplicated.Thereis astandardTCPStateTransitionDiagramthatindicates
how aTCPconnectionmustactin all cases.

Thestatesyouseein this diagramarewhatyou getfrom netstat -f inet .

You shouldspendsometime working throughexampleson this diagram.You maywish to try: open,orderlyclose,
simultaneousopen,simultaneousclose,abortiveclose.Notethatthisstatediagramis appliedfor eachTCPconnection.

Thereis onestatein theactiveclosethatis worthspendingsometimeon. Thisis theTIME WAIT state,alsocalledthe
2MSL state.Eachimplementationmustchoosea valuefor themaximumsegmentlifetime (MSL). This is thelongest
timeasegmentcanlive in thenetwork beforebeingdiscarded.This time is bounded,astheTTL field in theIP header
ensuressegmentswill dieat somepoint.
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RFC793specifiesaMSL of 2 minutes.Youwill oftenfind valuesof 30 seconds,1 minuteor 2 minutes.RFC793

WhenTCP doesan active close,it muststayin the TIME WAIT for twice the MSL. This is in casethe final ACK
waslost,andgivestheotherendchanceto time out andretransmitits final FIN. Any othersegmentsthatarereceived
in this statearesimply dropped.This meansthe connection(i.e., the quadabove) cannotbe reuseduntil 2MSL has
elapsed.This is not a problemif the client doesan active close,asit likely usingan ephemeralport, andany other
port will do if we needto make a new connectionwithin the2MSL. On theotherhand,if theserver doestheactive
closethereis likely aproblem.Sinceserversoftenlistenonspecificwell known ports,aservercannotrestartuntil the
2MSL haspassed.

Thereis a slight problemif machinein the2MSL statecrashes,rebootsandstartsa new connectionwith
the samequadall within 2MSL. Thereis a chancethat delayedsegmentsfrom the old connectionwill
be interpretedaspartof thenew connection.To remedythis, RFC793statesthatTCPshouldnot createRFC793

any new connectionsuntil MSL afterrebooting:this is calledthequiettime. Not many peopleimplement
this, asit usuallytakesmoretime thanthis time to reboot: thoughmany getclose,andhigh availability
machinescanbebackvery quickly.

Anotherstateof interestis FIN WAIT 2, wherewe havesentanFIN andtheotherendhasACKedit, but not yet sent
theirFIN. If theremotecrasheswe canbestuckhereforeverwaiting. Many implementationsseta timeron this state,
andif nothingis forthcomingfor 10 minutes75 seconds,they violatetheprotocolandmoveto TIME WAIT.

13.14 TCP Options
RFC793
RFC1323

An optionstartswith a 1 bytekind thatspecifieswhat this option is to do. Optionsof kind 0 and1 take 1 byte. All
otheroptionsnext havea lengthfield thatgivesusthetotal lengthof thisoption.This is sothatanimplementationcan
skipanoptionif it doesnotknow thekind.

TheNOPis to padfieldsout to amultiple of 4 bytes.

Stevensp. 253for anexample.

MaximumSegmentSize(MSS)specifieshow largea segmentwe cancopewith without fragmentation.Thebigger
thebetter, of course,asthis reducestheoverheadsof headers.MSShasmaximumvalue65535.TheWindow!Scale
optiongivesthenumberof bits to scaletheTCPwindow size,from 0 to 14. A valueof F multiplies thesizeby

��S
.

This givesus up to
���
��E���$8�����T���
U 
���E3UV�
�
�3U��
��


bytesin a window. A gigabyteis a big buffer! (Thoughfor a
10Gb/secconnection,that’saboutasecond’sworthof data!)For anEthernet,whosephysicallayerallows1500bytes,
theMSScanbeaslargeas1460byteswhenwe take the20 byteIP headerand20 byteTCPheaderinto account.For
non-localnetworks,theMSSoftendefaultsto theminimumof

����� 4 ��
W�X��E
�
bytes.
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Timestampputsa time-of-dayvalue in a segment,giving us someideaof how long segmentsare taking to travel
throughthe network. SelectiveAcknowledgement(SACK) Permittedis a modernoption that allows us to be more
specificaboutwhichbyteswe areACKing in a segment.

Many optionsareonly availablein SYN segments,e.g.,Window Scale,MSSandSACK Permitted.

14 TCP Strategies

TCP getsits reliability by acknowledgingevery segmentsent. Doesthis meanthat two segmentsfor every packet?
It is possibleto implementTCPlike this, but you would getpoorperformance.Instead,TCPimplementationsusea
varietyof strategiesto improveperformance,but still stickingto theletterof thelaw of theTCPprotocol.

14.1 Sliding Window

TheTCPheaderin a returningsegmentcontainsafield thatinformsthesenderof how muchbuffer spaceis freeat the
destination.Theamountof freespacedependson two things:

1. how fastthesenderis sendingdata,and

2. how fastthedestinationapplicationis consumingthedata.

If thesenderis producingdatafasterthantheapplicationreadsit, thebuffer spacewill soonbeusedup. Theadvertised
windowis a mechanismto tell theproducerto slow down whennecessary. This is a form of sliding windowprotocol
thatoperatesasaflowcontrol.

The ideaof thesliding window is that it describestherangeof bytesthat thesendercantransmit: thesendershould
neversendmorebytesthanthewindow size.If thereceiver is having problemskeepingup, thewindow getssmaller,
andthesenderwill sendfewerbytes.Whenspacefreesup in thereceiver, thewindow getsbigger, andthesendercan
transmitmore.Theadvertisedwindow is adynamicvaluethatthesenderrecomputesevery time it receivesanACK.

The sliding window hasits left handedgedefinedby the ACK value,andthe right handedgeby the TCP window
sizefield. Thewindow sizeis filled in by thereceiveron every ACK returnedandit representstherangeof bytesthe
destinationis willing to receive at this momentin time. As moreACKs arereturned,the window closesby the left
edgeadvancing.As datais removedfrom thebuffer by theapplication,thewindow opensby theright edgeadvancing.
Thereis the(fairly unusual)possibilityof thewindow shrinking, perhapswhentheamountof buffer spaceavailable
to a TCPconnectionis reduceddueto it beingneededelsewhere.

Bytesto the left of thewindow (bytes1–4)areACKedandsafe. Bytesto the right (12 andonwards)cannotyet be
sent.Byteswithin thewindow rangefall into two classes:not ACKedyet,andfreespace.TheunACKedbytes(5–7),
usuallya fairly small range,arethosethathave beenread,but theACK hasnot yet beensent.Thefreespace(8–11)
is theactualrangeof bytesthat thereceivercanbuffer. Thesendercancomputethis astheadvertisedwindow minus
thenumberof unACKedbytes.
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It is perfectlypossiblefor thewindow sizeto reduceto 0. If this happensthesenderwill have to wait beforesending
any moredata.Whenthereceiver is readyfor moredatait will senda duplicateACK with thenew differentwindow
size:this is awindowupdatesegment.

Complicationsariseif window updatesgetlost: seethePersistTimer (section14.7).

14.2 Delayedacknowledgements

Insteadof immediatelyACKing every segment,maybewe shouldwait a little until we returna datasegment,and
piggybacktheACK on it. If no returndatais forthcoming,we senda normalACK.

For example,whenusingtelnet to connectto a remotemachine,eachkeystroke is echoedto your screenby the
remotemachine.An immediateACK would usefour segments.DelayingtheACK just a little allows it to piggyback
on theechosegment.

Thetotal time takenfor theexchangeis thesame,but lesssegmentsareused.However, fewersegmentsmeansfewer
possiblecollisions,andthis is good,particularlyin thecaseof a heavily loadednetwork.

The big questionis: how long do we delayan ACK? If we delaytoo long, the sendermight think the segmentwas
lost,andresend;if we delaytoo short,we don’t getasmany freepiggybacks.A typical implementationwill delayan
ACK for up to 200ms.

You mustnot delayanACK for morethan500ms.RFC2581

This anotherof many timers associatedwith TCP. Eachtime you receivea segmentyou (i.e., theTCPsoftware)must
settimer for thatsegmentthatrunsout after200ms.If thesegmenthasnot yetbeenACKed,dosothen.If fact,many
implementationscheatandhave just oneglobal timer (ratherthana timer for eachsegmentreceived) that goesoff
every 200ms,andany outstandingsegmentsareACKedthen.This meansthereis a maximumof 200msdelay, but it
couldbemuchshorter. A singletimer is easierto implement,of course.

If you receive anout of sequencesegment(thesequencenumberis not theoneyou areexpectingnext), for example
whenasegmentgetslost, thenyoumustnot delay, but sendanACK immediately. This maymeanresendinganACK
you have sentalready:a duplicateACK. This is to inform thesenderasquickly aspossiblethatsomethinghasgone
wrong.
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14.3 Nagle’s algorithm
RFC896

Whensendingindividual keystrokesusingTCP over a network thereis a big wasteof bandwidthgoing on. One
keystrokeis (typically) onebyte.This is sentin aTCPsegmentwith 20bytesof header, which is sentin a IP segment
with 20 morebytesof header. Thuswe aresendinga 41 bytesegmentfor eachbyteof data.Sucha smallsegmentis
sometimescalleda tinygram. On a LAN this is not too badasthey generallyhavebandwidthto spare,but on a WAN
this proliferationof tinygramscausesadditionalcongestion.

Nagle inventedan acknowledgementstrategy that reducesthis effect. This appliesto the sendingside (the client)
ratherthanthereceiving side(theserver). This is Nagle’salgorithm:

a TCP connectioncanhave only oneunacknowledgedsmall segmentoutstanding.No additionalsmall
segmentsshouldbesentuntil thatacknowledgementhasbeenreceived.

Any smallwaitingsegmentsarecollectedtogetherinto a singlelargersegmentthatis sentwhentheACK is received.
Thissegmentcanalsobesentif youbuffer enoughtinygramsto fill asegment,or haveexceededhalf thedestination’s
window size.

This leavesopenthedefinitionof “small”, andtherearevariantsthatchooseanything from “1 byte” to “any segment
shorterthanthe maximumsegmentsize”. The latter is moreappropriatewhencombinedwith otherstrategies(see
“silly window syndrome,” section14.4).

This is averysimplestrategy to apply, andreducesthenumberof tinygramswithout introducingextraperceiveddelay
(over that delaythat resultsfrom a slow WAN). The fasterthat ACKs comeback,the moretinygramscanbe sent.
Whenthereis congestion,so ACKs comebackmoreslowly, fewer tinygramsaresent. Whena network is heavily
loaded,Nagle’salgorithmcanreducethenumberof segmentsconsiderably.

Notice that it is to the client’s advantageto hold backandnot flood thesystemwith tinygrams,asit re-
ducesoverall congestionandimprovesits own throughput.

Sometimesit is betterto turn off Nagle’s algorithm. Theusualexampleof this is usingX Windows over a network.
Eachmousemovementtranslatesto a tinygramonthenetwork. It wouldnotbegoodto buffer theseup,asthatwould
causethe cursorto jump erraticallyaboutthescreen.Suchapplicationscancall a function to disableNaglefor this
connection.

14.4 Silly Window Syndrome

Anotherproblemthat cancausebadTCP performanceis silly windowsyndrome. Recall that segmentsadvertisea
window, that is they sayhow muchspacethereis availableto buffer incomingsegments. This is intendedto slow
down a senderif therecipientcan’t keepup with thedataflow.

Considerwhatcanhappenif thesender(A) is sendinglargesegments,but thereceiver (B) is readingthedataslowly
at onebyteat a time.

� B’sbuffer fills up,andB sendsasegment(probablytheACK of A’s lastsegment)saying“window size0”.

� B readsabyte.

� B sendawindow updatesegment:“window size1”.

� A getsthis,andsendsa segmentcontainingonebyte.

� B ACKs,with “window size0”
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� B readsabyte.

� Repeat.

We are back to the two segment,high overheadper byte scenario. This is the silly window syndrome, wherethe
advertisedwindow is not helpingthroughput.Betterwould befor B to wait until a decentsizedwindow is available
beforeit sendsawindow update.Clark’salgorithmto avoid SWSis neverto sendwindow updatesfor 1 byte. Instead,RFC813

only advertiseanew window wheneitherenoughbuffer spaceis availableto accommodateamaximumsegmentsize,
or thebuffer is half empty, whichever is smaller.

This alsoanswersthe questionof “small” in Nagle’s algorithm. If “small” means“less thanthemaximumsegment
size”,NagleandClarkfit togethernaturally.

14.5 CongestionControl
RFC2001

Congestionhappenswhenmoretraffic is sentto thenetwork thanit canhandle.Thereareseveralstrategiesthatdeal
with congestionin TCPconnections.

Onepoint arises:how canwe spotthatcongestionis happening,giventhat it maybemany hopsaway from us?The
trick is to watchfor segmentloss. Segmentscanbe lost throughpoor transmission,or throughbeingdroppedat a
congestedrouteror destination.In thesedaysof fibre optic transmissiontheformerdoesnot happen,so it is safeto
assumethatall segmentlossis dueto congestion.SoTCPimplementationswatchfor segmentloss(missingACKs),
andtreatthis asanindicationof congestion.

Congestioncanhappenin two places. Firstly in a routersomewhereon the path to the destinationdue to lack of
capacityin thenext link. Secondlyin thedestinationitself if thedestinationis just too slow to receivedataat thefull
ratethenetwork candeliver.

TheTCPadvertisedwindow sizeis thereto dealwith congestionat thedestination.Thepathcongestionneedsto be
addressedin a differentway.

14.5.1 Slow Start and CongestionAvoidance

If we have lot of datato sendwe do not want to wait for an ACK beforewe sendeachsegment. Instead,we use
the network’s bandwidthmuch better if we sendoff several segmentsbeforestoppingto wait for ACKs to seeif
thesegmentsweresuccessfullyreceived. We want to avoid too muchwaiting asthis is wastedtime whenwe could
potentiallybesendingmoresegments.However, sendingtoo many segmentsat a time is just asbadif thenetwork is
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congestedandcannotcopewith this many segments.We needa way to estimatethecapacityof thenetwork in order
to sendasmany segmentsaswe can,but not too many. If we get it right, we canhave a continualstreamof data
segmentsbeingsentout while a continualstreamof ACK arecomingback.

Theslowstart algorithmtriesto estimatethepathcongestionby measuringthenumberof ACKs thatcomeback.

Slow startaddsanew window, thecongestionwindow, whichis anestimateof thecapacityof thepath.Thiswill bean
additionalconstrainton theamountof datato transmit:thesendercansenddataup to theminimumof theadvertised
window sizeandthecongestionwindow size.

The congestionwindow size is initialised to the maximumsegmentsize of the destination. Also, a variable, the
thresholdis initialised to 64KB. Every time a timely ACK is received, the congestionwindow is increasedby one
segment.Soat first thesendercansendonly onesegment;thentwo at a time; thenfour ata time,andsoon.

Thetechniqueis called“slow start”,but actuallythis is anexponentialincreasein thecongestionwindow over time.

This doublingonly repeatsuntil we reachthecurrentthreshold.Whenthecongestionwindow reachesthethreshold,
theslow startalgorithmstops,andthecongestionavoidancealgorithmtakesover. Ratherthananexponentialincrease,
congestionavoidanceusesa linearincreaseof

� G congestionwindow sizeeachtime.

Eventuallythenetwork’slimit will bereached,andaroutersomewherewill startdiscardingsegments.Thesenderwill
realisethiswhenACKsstopcoming.At thispoint, thethresholdis halved,andthecurrentwindow is droppedbackto
onesegmentsizeagain.

Slow starttakesoveruntil thenew thresholdis reached,thencongestionavoidancestarts.And soon.

If no congestionoccurs,the congestionwindow grows until it reachesthe advertisedwindow size: in this casethe
receiver is thelimiting factor, not thenetwork.

Notice that theadvertisedwindow is a constraintimposedby thereceiver to dealwith congestionat thedestination,
while thecongestionwindow is a constraintimposedby thesenderto dealwith congestionin thenetwork.
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14.5.2 FastRetransmit and FastRecovery

Whenanout-of-orderTCPsegmentis received,theTCPprotocolcallsfor animmediateACK: it mustnotbedelayed.
This is to inform thesenderassoonaspossiblewhich segmentsequencenumberwasexpected.We saw above how
duplicateACKsarisefrom a lost segment.

Jacobson’s fast retransmittakesthe ideathat severalduplicateACKs is indeedsymptomaticof a lost segment. The
argumentis that oneor two duplicatedACKs might just be dueto out-of-orderdelivery of segments. But threeor
more,andsomethingis badlywrong. If this happens,retransmittheindicatedsegmentimmediately, without waiting
for theusualtimeout.

Next, performcongestionavoidance,andnot do not go into slow start.This is the fastrecoveryalgorithm.We do not
wantslow start,asaduplicateACK indicatesthatlaterdatahasactuallyreachedthedestinationandis bufferedby the
destination.Sodatais still flowing, andwedon’t wantto abruptlyreducetheflow by goinginto slow start.

14.5.3 Explicit CongestionNotification
RFC2481

A new mechanismfor congestionavoidanceis calledexplicit congestionnotification(ECN). This givesroutersthe
ability to put a markon packetsasthey go pastthatindicatesthatthatrouteis becomingcongested.This canbeused
to giveprior notificationto thehoststo slow down beforepacketsstartgettingdropped.

ECN usesbits 6 and7 in thetypeof service(TOS)field in theIP header. Thesearebits thatpreviously wereunused
andsetto zero.Bit 6, theECN-capabletransport(ECT)bit indicatesthatthehostsareawareof theECNmechanism.
This is to provide backwardscompatibilitywith hoststhatdo not understandECN, asthosehostsshouldalreadybe
settingbit 6 to zero.Bit 7, thecongestionexperienced(CE)bit is setwhenarouteris congestedandthehostsareECN
aware.

On receiptof a CE packet, a hostis recommendedto actasif a singlepacket hadbeendropped.For example,with
TCP, thiswould triggercongestionavoidanceandhalve thecongestionwindow.
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Unfortunately, in earlydeploymentof ECN someECN unawareroutersandhoststreatedpacketswith TOSbit 6 set
ascorruptedanddroppedthem. This meantthat ECN capablehostssometimescould not reachhostsbehindECN
unawarerouters. Until all routersareat leastaware of ECN (even if they do nothingaboutit) the only preactical
recourseis to turn off ECN for thatdestination.

A techniquecalled RandomEarly Detection(RED) can be usedin routersto gaugewhen congestionis abouttoRFC2309

happen.This monitorsthequeuesof packetsthatarewaiting to berelayedonwardsandnotifiescongestionwhenthe
averagequeuelengthexceedsa threshold.Previously, theonly way to notify congestionwasto drop thepacket, but
now ECNis available.

Performancemeasurementsshow ECN to begood,asearlynotificationof congestionallows IP to slow down beforeRFC2884

segmentsaredropped,andhastheaddedbenefitof fewer retransmitsconsumingnetwork bandwidth.Theoretically, a
fully ECN-enabledInternetwould haveno packet loss.

14.6 RetransmissionTimer

We now look at thetimer thatdetermineswhento resendasegment.Too shorta time is badsincewemight just beon
a slow connection.But wedo wantasshorta timeasthenetwork allows.

What would be even betterwould be to have a dynamictimeout interval that adjustsitself to the currentnetwork
conditions: if the network slows down (e.g.,extra traffic somewhereen route) the timeoutshouldincrease.If the
network speedsup (e.g.,a quietperiod),thetimeoutshoulddecrease.

Jacobsongaveaneasyto implementalgorithmthatdoesthis for us.For eachconnectionTCPkeepsavariable,Y[Z\Z ,
thatis thebestcurrentestimatefor theroundtrip timeof a segmentgoingout andits ACKsgettingback.

Whenasegmentis sent,thetimer is started.If theACK returnsbeforethetimeout,TCPlooksat theactualroundtrip
time ] andupdatesY[Z\Z

Y[Z\Z �D^ Y[Z\Z<2D_ � 4 ^a` ] U
where

^
is asmoothingfactor,typically setto

� G � .

Next, we needto determinea timeout interval given Y[Z\Z . Jacobsonsuggestedtaking the standarddeviation into
account:if themeasuredRTTs have a largedeviation it makessenseto have a largertimeout.Thestandarddeviation
is hardto computequickly (squareroots),soinsteadJacobsonusedthemeandeviation

J �7b Jc2D_ � 4 bd`fe Y�Z�Zg4h] ei#
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J is closeto thestandarddeviation,andis mucheasierto calculate.A typical valuefor
b

is 3/4.

Thetimeoutinterval is setto
Z � Y[Z\Z82 � J #

The4 wasfoundto begoodin practice.

Whatshouldwe do if thesegmentis sent,andthetimeoutis triggered?We needto increaseY�Z�Z somehow. Simply
usingtheRTT of the resentsegmentis not a goodidea,aswe might might get the theACK of theoriginal segment
(the retransmissionambiguityproblem). In this casethe valuewould be way undersized,andwe wouldn’t want to
updatethe Y[Z\Z usingit.

Karn’salgorithmis to doublethetimeoutoneachfailure,but donotadjustY[Z\Z . Whensegmentsstartgettingthough,
thenormal Y[Z\Z updatesresume,andthe Y�Z�Z valuequickly reachestheappropriatevalue. Thedoublingis called
exponentialbackoff.

14.7 Persist Timer

TheTCPprotocolneedsseveraltimers.Themostobviousis theretransmittimer. Anotheris the2MSL timer. There
is alsothepersisttimer (or persistencetimer). Its role is to preventa deadlock:

1. A sendsto B

2. B replieswith anACK, anda window sizeof 0

3. A getstheACK, andholdsoff sendingto B

4. B freesup thebuffer space,andsendsa window updateto A

5. Thisgetslost

At thispoint A is waiting for thewindow updatefrom B, andB is waiting for moredatafrom A. This is deadlock.

To fix this,A startsa persisttimer whenit getsa window size0 message.If thetimer goesoff, A prodsB by sending
a 1 bytesegment. TheACK of this window!probewill containB’s currentwindow size. If this is still 0, thepersist
timer is reset,andtheprocessrepeats.If B’s buffer wasstill full, theACK will indicatethatthedatabytewill have to
beresent.

Thepersisttimeoutstartsat somethinglike 1.5 seconds,doublingwith eachprobe,andis roundedup or down to lie
within 5 to 60 seconds.Sotheactualtimeoutsare5, 5, 6, 12,24, 48, 60, 60,60, . . .Thepersisttimer never givesup,
sendingwindow probesuntil eitherthewindow opens,or theconnectionis terminated.
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Thepersisttimer is unsetwhena non-zerowindow sizeis received.

14.8 KeepaliveTimer

Yet anothertimer in TCP is thekeepalivetimer. This oneis not required,andsomeimplementationsdo not have it,
andsomepeopleregardthefacility ascontroversial.

Whena TCPconnectionis idle no dataflows betweensourceanddestination.This meansthatsomethingalongthe
pathcouldbreakandberestoredwithout theconnectionbeingany thewiser. This is probablya goodthing. On the
otherhand,sometimesthe server wantsto know whetherthe client is still alive: maybethe connectionusessome
resourcesin the server that could be betterusedelsewhere. If the client hascrashed,the server canreallocatethe
resources.

To do this theserver setsthekeepalive timer whentheconnectiongoesidle. This typically is setto time out after2
hours.Whenthetimergoesoff, akeepaliveprobeis sent.This is simplyanemptysegment.If anACK is received,all
is well. If not, thetheservermaywell assumethattheclient is no longerlistening.

Theclient canbein oneof four states:

1. theclient is upandrunning:thekeepaliveprobeis ACKed,andeverybodyis happy. Thekeepalivetimer is reset
to 2 hours

2. the client machinehascrashedor is otherwisenot respondingto TCP: the server getsno ACK, andresends
after75seconds.After 10 probes,75 secondsapart,if thereis no responsetheserver terminatestheconnection
“connectiontimedout”

3. theclient machinehascrashedandrebooted:theclient will get theprobeandrespondwith a RST. Theserver
getstheRSTandterminatestheconnection“connectionresetby peer”

4. theclient is up andrunning,but not reachable(e.g.,a routeris broken): this is indistinguishablefrom scenario
2 asfar asthe server is concerned,so thesamesequenceof eventsensues.It maybe thatan ICMP “no route
to host” is returnedby anintermediaterouterin whichcasethis informationcanbepassedup to theapplication
ratherthan“connectiontimedout”.

If a machineis shutdown normally (ratherthancrashing),normalclosedown of processeswill causeTCP to send
FINs for any openconnections.Theseallow theserver to closetheconnections.

Thereareseveralreasonsnot to usekeepalive:
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1. they cancausea goodconnectionto bedroppedbecauseof anintermittentfailureon a router, say

2. they usebandwidth

3. somenetwork operatorschargeperpacket

It is usuallypossibleto disablethe thekeepalive featurein applications:indeedsomepeoplethink keepalive should
not bein theTCPlayer, but shouldbehandledby theapplicationlayer.

14.9 Path MTU Discovery
RFC1911

ThepathMTU is thelargestsegmentthatcanbesentfrom sourceto destinationwithoutbeingfragmentedsomewhere
alongtheway. Strictly defined,it is thesmallestMTU of anypaththatconnectsthecourseto destination,asasegment
couldconceivablyuseany path.

PathMTU discoverytriesto find thepathMTU by adjustingthesizesof thepacketsit sends.Whenaconnectionstarts,
it usesa MSS which is j%k)lnm MTU of interface

U
MSSannouncedby otherendo . If the otherenddoesnot specifyan

MSS,it usesthevalue536.With thisvalueIP canbesurethatsegmentswill notbefragmentedbecauseof theinability
of thesourceor destinationto cope.

All subsequentIP datagramsaresentwith theDF (don’t fragment)flag set. If fragmentationis neededenroute,the
segmentis dropped,andanICMP “fragmentationneeded”is returned.ThesourcecanthenreducetheMSS,andtry
again.

Modernversionsof ICMP returnthenext hopMTU in theICMP error, andthesourcecanusethis. Olderimplemen-
tationsdon’t, andthesourcejustpicksa suitablesmallervaluefrom a tableof MTUs:

65535 Hyperchannel,maximumMTU RFC1044,RFC791
32000 just in case
17914 16Mb/secTokenRing
8166 TokenPassingBus802.4 RFC1042
4464 4Mb/secTokenRing (maximumMTU)
4352 FDDI RFC1188
2048 WidebandNetwork RFC907
2002 4Mb/secTokenRing (recommendedMTU)
1500 Ethernet RFC894
1492 IEEE 802.3 RFC1042
1006 SLIP RFC1055
576 X.25 RFC877
512 NETBIOS RFC1088
296 point-to-point(low delay) RFC1144
68 minimumMTU RFC791

If suchan ICMP error occurswith a TCP connection,its congestionwindow shouldremainunchanged,but a slow
startshouldbegin.

You shouldtry larger MTUs oncein a while sinceroutescanchangedynamically. The recommendedtime is 10RFC1191

minutes,but youwill seeintervalsof 30 secondsbeingused.

Somepoorly configuredroutersare set never to return ICMP errors,allegedly for “security”. Suchroutersdon’t
respondto pings. Also, theseroutersfail to operatewith PathMTU Discovery if they have a smallMTU: you never
get the ICMP reply. Turning off the DF will allow the packet to be fragmentedandget throughthe router. Thus,
sometimesyou canget a working TCPconnectiononly if you turn off pathMTU discovery! Clearly, this is a poor
stateof affairs,evenworsethantheECNproblem(section14.5.3)sincethesystemsadministratorsshouldknow better.
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14.10 Long Fat Pipes

Wideareanetworkshavequitedifferentproblemsto LANS. Insteadof bandwidthbeingthemajorlimiting factor, the
difficulty lieswith thespeedof light: theactualtime thebits take to getto thedestinationdominates.

Thebandwidth-delayproductis a measureof thecapacityof anetwork.

capacityin bits
�

bandwidthin bits/sec
$

roundtrip time in seconds
#

The“Fat Pipe” which connectsJANET to theUSA containsanATM link runningat 155Mb/s.TheRTT is approx-
imately70ms(asmeasuredby ping ). This givesa bandwidth-delayproductof roughly11Mb/s(1.4MB/s). This is
thetotal numberof bytesthatcanbein flight within thepipe.An Ethernet,runningat a fairly good5Mb/sandwith a
reasonable3msdelayhasa capacityof 1900bytes.A gigabitnetwork runningovera satellitelink (delay0.5sec)has
a capacityof 62.5MB.

A network with a largebandwidth-delayproductis calleda long fat network(LFN, or “elephant”),andaTCPconnec-
tion overanLFN is a long fat pipe.

Long fat pipeshavemany problems.

1. To beusedefficiently, you musthave a hugeMTU, muchbiggerthanthe65535limit thatstandardTCPgives
us.TheWindow!Scaleoptionexiststo fix this.

2. Packet lossin a LFN is disastrous.If a singlepacket is lost we have(a) lost a big chunkof datasincetheMTU
is large,and(b) thesubsequentreductionin segmentsizein theslow start/congestionavoidancealgorithmshits
usbadly. Thefastretransmitandrecoveryalgorithmsmustbeusedhere.

3. TheTCPsequencenumbercountsbytesusinga 32 bit value.This wrapsaroundafter4Gbytes.In a 10 gigabit
network we cantransmitthis in about3 to 4 seconds.It is possiblethata segmentcouldbelost for this amount
of time, andreappearto clashwith a later segmentwith the samesequencenumber. The ProtectionAgainst
WrappedSequencenumbers, or PAWS option co-optsthe timestampTCP option, andusesit to distinguishRFC1323

segmentswith thesamesequencenumberthatweresentat differenttimes.

The biggestproblemis latency, or the time a packet takesto get to the destination.If we want to senda megabyte
acrosstheAtlantic thiswill takeabout76msona155Mb/slink. Thefirst bit arrivesafter70ms,andthelast6mslater.
If wecouldincreasethebandwidthof theFatPipeten-foldto 1550Mb/s,thefirst bit wouldstill arriveafter70ms(it’s
thespeedof light!), andthelast just 0.6mslater, for a total of 70.6ms.Theten-fold increasehasreducedthelatency
by just7%.

Clearly, with suchafastwidenetwork wearelatency limited,notbandwidthlimited. Theproblemis muchworsewith
a satellitelink with a delayof 0.5sec.

14.11 Timestamps
RFC1323

TheTCPheadercancontainanoptionaltimestamp. This is a32bit value,notnecessarilyatime,thatshouldbeechoed
unchangedbackto thesender. Thetimestampoptionis negotiatedduringtheSYN handshake: if bothendsincludea
timestampoptionin theirSYN segmentsthentimestampscanbeusedfor thisconnection.

This is amechanismfor thesenderto makeaccurateRTT measurements,andthereforebetterestimatesfor theretrans-
missiontimeout. Thetimestampvalueis simply a valuethatgetsincrementedoncein a while, thoughtheincrement
periodshouldbe typically between1msand1s. A typical valueis 500ms.Thesendernotesits systemtime whenaRFC1323

timestampedsegmentis sent,andthuscancomputetheRTT whenthetimestampreturns.

Thedestinationmaychooseto ACK morethanonesegmentin asinglereply: whichsegment’stimestampshouldit put
in thereply?Thetimestampusedis theonefor thenext expectedsegment.Soif thedestinationreceivestwo segments
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andsendsoneACK, it usesthetimestampof thefirst segment.This is sothesourcecancomputeRTTs includingthe
ACK delay. If a segmentarrivesout of sequence,thedestinationwill still usethetimestampfor theexpectedsegment
whenit finally arrives.

PAWSalsousesthetimestampoption,asnotedabove.RFC1323

14.12 Theoretical Throughput

An Ethernetis ratedat 10Mb/s. Whenthe physical,IP andTCP headersaretaken into account,andthe minimum
inter-packet gap,andACK packets,andso on, the theoreticalmaximumthroughputof a TCP connectionon 10Mb
Ethernetcanbecalculatedas1,183,667bytes/sec.Implementationshavemeasured1,075,000bytes/secwhichis pretty
close.Fasternetworksarecorrespondinglybetter, but thefinal limitationsare

1. thespeedof light

2. theTCPwindow size

If youhavea network runningsignificantlyslower thanthis, theproblemis in theimplementation,not TCP!

14.13 TCP for transactions

T/TCP:TCPfor transactions,anexperimentalprotocol.This triesto getthespeedof UDP(few packetssent)with theRFC1379
RFC1644 reliability of TCP. It is designedfor usein transactions, specifically

1. Asymmetric:thetwo endpointstakedifferentroles;this is a typical client-server role wheretheclient requests
thedataandtheserver responds.

2. Shortduration:normally, a transactionrunsfor ashorttimespan.

3. Few datapackets: eachtransactionis a requestfor a smallpieceof information,ratherthana largetransferof
informationbothways.
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T/TCPis anextensionof TCP, usingthestandardTCPheader, but with somenew optionsto indicateT/TCP. Thetrick
is to put the requestdatain theSYN segmentsentto theserver, andgetbackthe responsein theSYN plusACK of
SYN in thereply to theclient. ThenonelastACK of thereply. This transactiontakesthreesegmentsin theno-error
case,only onemorethanUDP. A normalTCPconnectiontakesthreesegmentsto establish;threefor request,reply
plusACK of request,andACK of reply; thenup to four for closedown.

In caseof lost segments,thenormalTCPtimeoutsandresendsapply.

T/TCPwouldbeof greatbenefitto HTTP, theprotocolusedto fetchwebpages.

14.14 TCP performance

TCP hasbeena major success.From 1200bits/sectelephonelines to gigabit andbeyond, it hasturnedout to be
massively flexible andscalable.Not withouta lot of work from a lot of people,though!

15 The PresentationLayer

Thejob of thePresentationLayer is to ensuredataat oneendof a connectionis interpretedthesamewhenit reaches
theotherend.Currentlythebiggestpresentationproblemis thebyteorderof representationsof numberson different
machinearchitectures.An integer is typically representedin a machineby usingfour bytes:but how thosebytesare
usedvaries.

Somemachines(e.g,. Sparc)usea big endianformat. This storesthe mostsignificantbyte (big end)at the lowest
machineaddress,lesssignificantbytesat increasingaddresses.Othermachines(e.g.,Intel) usethelittle endianformat,
andstoretheleastsignificantbyte(little end)at thelowestmachineaddress,andmoresignificantbytesat increasing
addresses.

This is theproblemto address:if amachinereceivesfour bytes0000002A,doesthatmeantheinteger42or theinteger
704643072(hex 2A000000)?A typical solutionto thethis is to pick a singlerepresentation,thenetworkbyteorder,
andalwaystransmitbytesin that order. Whena machinewantsto sendan integer, it convertsit into network byte
order. Whena machinereceivesan integer, it convertsit to its native byteorder. Thedefactonetwork byteorderas
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usedon many networksis big endian.For a big endianmachine,conversionsof integersin andout of network order
aretrivial: nothingneedsto bedone.For a little endianmachine,theconversionsareto reversetheorderof thebytes.

Functionshtonl (hostto network long)andntohl (network to hostlong)exist to dothis for us.Notice
thatwhena little endianmachinecommunicateswith a little endianmachinebothmachinesstill do the
reversals.This is simplerthantrying to negotiateendiannessesandhaving separatecodefor thereversal
andnon-reversalcases.

Moregenerally, wehavethepresentationproblemfor all kindsof data.A particularproblemis thedifferentrepresen-
tationsof floatingpoint numbers.Thesearenot simply restrictedto byteorders,but alsoto internalformatslike the
numbersof bitsusedto representexponentsandmantissas.

The XDR packageis a widely usedcollection of functionsthat convert datato a specificnetwork format. XDRRFC1832

functionsswaptheorderof bytesin integersif necessary, andconvertbetweendifferentfloatingpoint formats.

TheIP layeringmodeldoesnot includea presentationlayer, sopresentationissuesarenot addressedby IP. Applica-
tions that run on top of IP mustusesomethinglike XDR explicitly if they want to work properlybetweendifferent
architectures.

16 The Application Layer

Therearevery many applicationsthatuseTCPandUDP.

1. Telnet.Loggingin to remotemachinesfor interactiveuse.First appearedin 1969.UsesTCPfor reliability.RFC854

2. File TransferProtocol(FTP).Basicwayof transferringfilesbetweenmachines.OverTCP.RFC959

3. Simple Mail TransferProtocol(SMTP). Email, the killer app for the Internet. Over TCP. The SMTP usesRFC821

messageslikeHELO, MAIL FROM:<Smith@Alpha.ARPA> , i.e.,human-readableratherthanbinary. This is
for maximuminteropabilitybetweendifferentsystems.

4. DomainNameSystem(DNS).UDP for (most)lookups,TCPfor zonetransfers.SeeChapter10.RFC1034
RFC1035

5. Network File System(NFS).Allows remotedisk to appearaslocal disk (transparentfile access).Unlike FTPRFC3010
which only transmitswholefiles, you have randomaccessto the remotefile system.OlderversionsuseUDP,
while thelatestversionsuseTCP.

6. HyperText TransferProtocol(HTTP).For requestingandtransferringWebpages.Again,useshuman-readableRFC2616

commands,e.g.,GET http://www.bath.ac.uk .

7. Many others. Finger, Whois, X Window System,ssh,timeserver, pop, imap, https, talk, Usenetnews, print
spooling,routing,etc.See/etc/services .

16.1 RPC and NFS
RFC1831
RFC3010

Sun’s NetworkFile System(NFS) is anapproachto providing transparentfile sharingbetweenmachines.By “trans-
parent”wemeanthataprogramwill beunawarewhetherafile it is usingis local to its machineor is actuallyonsome
othermachineelsewhereacrossthenetwork. Otherfile sharingsystemsexist (e.g.,SMB, AFS) but NFSis by far the
mostwidely adoptedsystem.

First, though,we mustaddressthetopic of RemoteProcedure Call (RPC).Sometimeswe wish to executea functionRFC1831

or programon someothermachine(a remoteserver), perhapsin a parallelprogram,or perhapsto gatherinformation
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from the remoteserver. RPCis an abstractionlayer (also inventedby Sun)designedto make calling functionson
remotemachinesmore-or-lessassimpleascalling functionson the local machine. In practiceit’s not asquite as
simpleasthat!

RPCis typically layeredon topof TCPor UDP, thoughtheoreticallyit canbelayeredon topof any transportlayer. If
a programonthelocalmachinewantsto call a procedureon theremotemachine,RPCdoesthis:

1. thelocal functioncallsa functiongeneratedby theRPCsystemcalledtheclient stub

2. theclient stubcollectstheargumentsof the functioncall andpackagestheminto a network messagewhich it
sendsto theserver togetherwith enoughinformationto describewhich functionwewantto call on theserver

3. a serverstub, alsogeneratedby the RPCsystem,on the server receivesthe message,decodesit andcalls the
appropriatefunction

4. theresultsaresimilarly packagedby theserverstubandsentbackto theclient

5. theclient stubreceivestheresultsmessage,unpacksit, andreturnstheresultsto theoriginal calling function.

A utility, rpcgen , existsto helpwrite theclient andserverstubs.

Theprogrammer’sview of theworld is thatthey calleda function,andgotsomeresults.Thedetailsof thenetworking
arehidden,in particularthingslike timeoutsandretransmitsover UDP, presentationissues(RPCusesXDR), andso
on.

OneparticularRPCserviceis calledtheportmapper. This purposeof this serviceis to providea mappingfrom RPC
serviceto UDP/TCPport number. If a programwishesto contact,say, thenetwork file server nfs it mustknow the
portnumberthatserviceis listeningon. Whenthenfs programstartsit registersitself with theportmapper(i.e., tells
it thatit running)andprovidesto theportmapperits port number, 2049,say.

Now whena client want to find the statuson our server it first contactsthe portmapper(which alwaysrunson port
111)saying“whereis nfs?” andgetsthereply “port 2049”. Now theclient candirectlycontactthestatusserver.

This ratherroundaboutwayof doingthingsallowsfor adynamicconfigurationwhereservicescomeandgoandlisten
on avarietyof portnumbers:thisall worksaslongastheportmapperis running!

A portmapperserviceis identifiedby a triplet of numbers:

1. Programnumber. This is a numberwhich tells us which servicewe want. For example,nfs hasassigned
number100003.
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2. Programversion. Therecanbe differentversionsof the sameservice,perhapswith differentprotocols. For
example,versions2 and3 of nfs arebothcommonlyused.Notethatwe canprovidemorethanoneversionof
aservicesimultaneouslyasthis numberwill tell uswhich versionis required.

3. Procedurenumber. A servicecanoffer severaloperations.For example,nfs allows usto create,delete,read,
etc.,files,andthis numberchooseswhich thing to do.

Therpcinfo programwill givedetailsof theRPCservicesavailableon amachine.Try rpcinfo -p
machine . Also tt /etc/rpclists theprogramnumberto programnameassociation.

16.2 NFS

NFSsendsRPCrequeststo remoteserver.

17 Other Bits and Pieces

17.1 WAP

TheWirelessApplicationProtocol, asusedin theemergent“next generation”mobiletelephones.

This triesto tapinto theinformationcontentprovidedby theWWW, but recognisesthelimitationsof mobiledevices:

� slow interconnectspeed
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� limited resolutionof display

� limited computationalability

� limited memory

It is pointlessdownloadinga
����


p$<�"�





pixel, 16 million colour imageover a slow link if you have a
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pixel black-and-whitedisplay. Insteadof communicatingdirectly with a Web server, a WAP client talks to a WAP
gateway. Thegateway relaysa requestfrom theclient to theserver, andreceivesthe reply. It thenperformscontent
conversionon thereply: this includestransformingfrom theserver’sHTML to WML, thesimplifiedandcompressed
form of HTML thatWAP clientsrun; andcompressingimages.Compressingan imagemight involve convertingto
black-and-whiteandreducingtheresolutionto (say)100by 100pixels.Thisverymuchsmallerversionof theoriginal
(maybeKB insteadof MB) is sentovertheslow link to theclient. Theclientbenefitssincethis this is verymuchfaster
thandownloadingtheoriginalandthendowngradingit itself.

Also aWAP clientcanrunWMLScript, analogousto JavaScript.Thegatewaydoesthecompilationof theWMLScript
codeinto a compactbytestreamwhich theclient thenexecutes.

WML is aninstanceof XML. TheWML is transmittedover theair in a compressedbinaryformatrather
thana human-readableASCII format.

17.2 Attacks

17.2.1 SYN flooding

This is adenialof serviceattack.A TCPconnectionstartswith aSYN from theclient. TheservernotesthisandACKs
with its own SYN.Also, theserversavesachunkof informationaboutthispotentialnew connection(e.g.,information
to recognisethe third ACK of thethreeway handshake). A SYN flood is wheretheattacker sendsvery many active
openSYN segments,andnever completesthe threeway handshake. This consumesresourceson theserver thatare
not releaseduntil a suitabletimeoutperiodhaspassed.Theservercanrun out of memoryspace,andthusis unableto
servicerealTCPconnectionrequests.

Therehave beenseveral solutionssuggested.Whenresourcesare low we canstartdroppinghalf-openrequestsin
somesensiblemanner, e.g.oldestfirst, or at random.A realconnectionrequestmaybedropped,but theprobabilities
arethatit will getacceptedeventually.

An alternativeis to usesyncookies. Thisstoresno informationabouttheputativeconnectionontheserver, but cleverly
encodesit in theserver’s initial sequencenumberfor this connection.Whenthe secondACK comesback,its ACK
valuecanbe decodedto tell us which connectionit refersto. This methodis goodasthe server cannever run out
of resourcesbut is tricky to get right as32 bits of sequencenumberis not a lot to work with, andthevaluemustbe
carefullyencrypted,or elsetheconnectionwill beopento spoofing.

17.2.2 Distrib uted Denial of Service

This is a way to SYN flood. Many thousandsof poorly protectedhostsaresubvertedby crackers: thesehostsare
called zombies. At a signal all zombiessend(SYNs for) HTTP requeststo a server, e.g., Yahoo. This overload
severelyreducesthelevel of servicefor otherusers,oftendown to zero.

The World TradeOrganisationmeetingat Seattle’s websitewasoverloadedin a similar way: but the zombieswere
actualpeople.
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17.2.3 Ping of Death

Somemachineswerevulnerableto oversizedping packets. Thesearemuch larger thanthe MTU, andoverflowed
kernelbufferswhenthehosttried to reassemblethefragments:thewritersof thecodenever expectedICMP packets
to bethatlarge.Theprobableresultis a crash.

We canalsogeneratethis by constructinga fragmentof length(say)1000andfragmentoffset 65400. This would
imply apacketof lengthgreaterthan65535bytes,which is thelongestapacketcanbe(16bit headerfield).

Theeasiestsolutionis to ignoreICMP packetsthatarelargerthantheMTU. RealICMP packetsareneverlargeenough
to requirefragmentation,sowe cansafelydropICMP fragments.Of course,you couldfix thereassemblycode,too.

In asimilarvein,somesystemscouldnotcopewith fragmentbombs. This is whenalargenumberof packetsfragments
are received, but all the packets have fragmentsmissing,and thereforecannotbe reassembled.Again, a lack of
resourcesleadsto problems.

17.2.4 Others

Mostly problemswith Microsoft systems.

� Win Nuke. Out of banddatasentto a listeningport.

� Jolt (akasPING).FragmentedICMP packets.

� Landattack.SourceIP addresseson TCPSYNsspoofedto besameasdestination.Destinationtriesto respond
to itself.

� Teardrop.Overlappingfragmentscauseproblemsonreassembly.

� New Teardrop(akaBonk, Boink, Teardrop2):overlappingfragmentsof a UDP packet reassembleto form a
wholepacketwith aninvalid header.

� Bandwidthattack.Simply sendsomuchdatathedestinationcannotcope. E.g.,Smurf. A ping packet is sent
to broadcastaddressof victim network. Therepliesflood thenetwork. Thesourceaddressis setto someother
victim: therepliesfloodbackthere,too.

� Zerolengthfragments.Theseweresavedbut neverused,andeventuallyusedup all memory.

And soon.

18 Security and Authentication

IP wasnot designedwith securityin mind. Quite the reverse:as it developedin the academicenvironmentit was
alwaysassumedthatall partiesinvolvedwerebenign.Soanemailmessageis readableasit progresseshop-by-hopto
its destination.Someliken(unencrypted)email to sendingpostcards:everyonewho haldesa postcardcanreadit. In
fact, it is muchworsethat that,asit is easyto implementprogramsthatautomaticallyreademailsor otherdatain a
fastandtransparentmanner.

TheRegulationof InvestigatoryPowersAct (RIPA) in theUK allows thepoliceor governmentto install
snoopingequipmentin any ISP.
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Thesedays,things arevery differentasa lot of valuableandsensitive dataare transmittedover many and varied
networks.

Securitycanbeappliedatany layer. For example,take theIP model.

� Application.Theapplicationprovidessecurityby encryptingthedataitself. For example,youmightencryptan
emailusingPGPbeforesendingit.RFC2440

� Transportlayer(TCP/UDP).If trustingtheuserto encryptmessagesis too problematic,wemight getthetrans-
port layer to encryptfor us. Note that this will be transparentto the application.Protocolslike secure socket
layer (SSL,developedby Netscape)andtransportlayer security(TLS), anevolutionof SSL,exist to do this.RFC2246

� Network layer(IP). Evenlower, wehave IPSec,asdiscussedin section6.18.RFC2406

� Datalink. We canusesecurityevenin thedatalink layer. For example,whenPPPsetsup a new connectionit
canusecryptographyto ensurethattheuserdialling in is authorisedto connect.RFC1994

Encryptionis just a small part in makinga systemsecureasmany otherfactorsmustbe taken into ac-
count,particularlyhumanfactors.Thereis no point usingmilitary gradeencryptionsoftwareif you have
aneasilyguessablepassword.

18.1 Fir ewalls

A firewall is a routerthatsitsbetweenaprivatenetwork andthewider Internetandtriesto protecttheprivatenetwork
from attacksfrom theoutsideworld by lookingateachpacketasit goesthroughandmakingadecisiononwhatto do
with it.

For example,supposingwe wish to disallow FTP connectionsto machineson the privatenetwork: perhapswe are
uncertainif FTP serverscanbe madesafefrom externalhacking. The firewall canbe instructednot to relay TCP
packetsto the privatenetwork that have destinationport 21, the FTP port. So even if a FTP server is runningon a
privatemachine,no machineoutsidethefirewall canconnectto it asthepacketssimply never get there.Notice that
othermachineinsidethefirewall canconnect.

Conversely, therecanbeoutwardsfiltering. For example,wemaywish to preventapotentiallyvirusor worm infected
machinefrom connectinganothermachineto replicateitself. This could be achieved by blocking certainportson
packets travelling outwards. Outwardsfiltering can be also useto enforcepolicy, suchas barring connectionsto
file-sharingprogramslike Napster.

Configuringa firewall correctlyis a difficult business,andis not somethingto betakenlightly: it is easyto convince
yourselfyouhaveasecurefirewall justwhenyouhaveoverlookedsomeunusualcombinationof sourceanddestination
andservice.

Firewalling in conjuctionwith NAT (seesection6.16.2)is a particularlypowerful combination.
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A ExamplePrograms

Simpleclientsandserversthattalk usingTCPandusingUDP.

A.1 TCP Server

This listenson a port for aconnection,andsendsa simplemessage.

#include <stdio.h>
#include <unistd.h>
#include <sys/types.h>
#include <sys/socket.h>
#include <netinet/in.h>
#include <arpa/inet.h>
#include <string.h>

#define PORT 12345
#define MESSAGE"hello"

int main()
{

int sock, conn, clilen;
struct sockaddr_in server_addr, client_addr;

/* create a STREAM(TCP) socket in the INET (IP) protocol */
sock = socket(PF_INET, SOCK_STREAM,0);

if (sock < 0) {
perror("creating socket");
exit(1);

}

/* create server address: this will say where we will be willing to
accept connections from */

/* clear it out */
memset(&server_addr, 0, sizeof(server_addr));

/* it is an INET address */
server_addr.sin_family = AF_INET;

/* the server IP address, in network byte order */
/* accept connections from ANYwhere */
server_addr.sin_addr.s_addr = htonl(INADDR_ANY);

/* the port we are going to listen on, in network byte order */
server_addr.sin_port = htons(PORT);

/* this socket is going to listen to connections from this
address (ANY) on this port */

if (bind(sock, (struct sockaddr *)&server_addr, sizeof(server_addr)) < 0) {
perror("bind failed");
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exit(2);
}

while (1) {

/* now set this socket listening */
if (listen(sock, 5) < 0) {

perror("listen failed");
exit(3);

}

/* now wait until we get a connection */
printf("waiting for a connection...\n");
clilen = sizeof(client_addr);
conn = accept(sock, (struct sockaddr *)&client_addr, &clilen);

if (conn < 0) {
perror("accept failed");
exit(4);

}

/* now client_addr contains the address of the client */
printf("connection from %s\n", inet_ntoa(client_addr.sin_addr));

printf("sending message\n");

write(conn, MESSAGE, sizeof(MESSAGE));

/* close connection */
close(conn);

}

return 0;
}

A.2 TCP Client

Thismakesa connectionto theserver, andreadsthemessageit sends.

#include <stdio.h>
#include <unistd.h>
#include <sys/types.h>
#include <sys/socket.h>
#include <netinet/in.h>
#include <arpa/inet.h>
#include <string.h>

#define PORT 12345
#define SERVADDR"127.0.0.1"

int main()
{

int sock;
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struct sockaddr_in server_addr;
char buffer[1024];

/* create a STREAM(TCP) socket in the INET (IP) protocol */
sock = socket(PF_INET, SOCK_STREAM,0);

if (sock < 0) {
perror("creating socket");
exit(1);

}

/* create server address: where we want to connect to */

/* clear it out */
memset(&server_addr, 0, sizeof(server_addr));

/* it is an INET address */
server_addr.sin_family = AF_INET;

/* the server IP address, in network byte order */
inet_aton(SERVADDR, &server_addr.sin_addr);

/* the port we are going to send to, in network byte order */
server_addr.sin_port = htons(PORT);

/* now make the connection */
if (connect(sock, (struct sockaddr *)&server_addr,

sizeof(server_addr)) < 0) {
perror("connect failed");
exit(4);

}

printf("reading message\n");

read(sock, buffer, 1024);

printf("got ’%s’\n", buffer);

/* close connection */
close(sock);

return 0;
}

A.3 UDP Server

Thiswaitsona port for a datagram,andreturnsa simplemessage.

#include <stdio.h>
#include <unistd.h>
#include <sys/types.h>
#include <sys/socket.h>
#include <netinet/in.h>
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#include <arpa/inet.h>
#include <string.h>

#define PORT 12345
#define MESSAGE"hello"

int main()
{

int sock, clilen;
struct sockaddr_in server_addr, client_addr;
char buffer[1024];

/* create a DGRAM(UDP) socket in the INET (IP) protocol */
sock = socket(PF_INET, SOCK_DGRAM,0);

if (sock < 0) {
perror("creating socket");
exit(1);

}

/* create server address: this will say where we will be willing to
accept datagrams from */

/* clear it out */
memset(&server_addr, 0, sizeof(server_addr));

/* it is an INET address */
server_addr.sin_family = AF_INET;

/* the server IP address, in network byte order */
/* accept datagrams from ANYwhere */
server_addr.sin_addr.s_addr = htonl(INADDR_ANY);

/* the port we are going to listen on, in network byte order */
server_addr.sin_port = htons(PORT);

/* this socket is going to accept datagrams from this
address (ANY) on this port */

if (bind(sock, (struct sockaddr *)&server_addr, sizeof(server_addr)) < 0) {
perror("bind failed");
exit(2);

}

while (1) {

/* now wait until we get a datagram */
printf("waiting for a datagram...\n");
clilen = sizeof(client_addr);
if (recvfrom(sock, buffer, 1024, 0, (struct sockaddr *)&client_addr,

&clilen) < 0) {
perror("recvfrom failed");
exit(4);

}
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/* now client_addr contains the address of the client */
printf("got ’%s’ from %s\n", buffer, inet_ntoa(client_addr.sin_addr));

printf("sending message back\n");

if (sendto(sock, MESSAGE, sizeof(MESSAGE), 0,
(struct sockaddr *)&client_addr, sizeof(client_addr)) < 0) {

perror("sendto failed");
exit(5);

}

}

return 0;
}

A.4 UDP Client

Thissendsadatagramto theserver, andreadsthemessageit returns.

#include <stdio.h>
#include <unistd.h>
#include <sys/types.h>
#include <sys/socket.h>
#include <netinet/in.h>
#include <arpa/inet.h>
#include <string.h>

#define PORT 12345
#define MESSAGE"hi there"
#define SERVADDR"127.0.0.1"

int main()
{

int sock, clilen;
struct sockaddr_in server_addr, client_addr;
char buffer[1024];

/* create a DGRAM(UDP) socket in the INET (IP) protocol */
sock = socket(PF_INET, SOCK_DGRAM,0);

if (sock < 0) {
perror("creating socket");
exit(1);

}

/* create server address: where we want to send to */

/* clear it out */
memset(&server_addr, 0, sizeof(server_addr));

/* it is an INET address */

104



server_addr.sin_family = AF_INET;

/* the server IP address, in network byte order */
inet_aton(SERVADDR, &server_addr.sin_addr);

/* the port we are going to send to, in network byte order */
server_addr.sin_port = htons(PORT);

/* now send a datagram */
if (sendto(sock, MESSAGE, sizeof(MESSAGE), 0,

(struct sockaddr *)&server_addr, sizeof(server_addr)) < 0) {
perror("sendto failed");
exit(4);

}

printf("waiting for a reply...\n");
clilen = sizeof(client_addr);
if (recvfrom(sock, buffer, 1024, 0, (struct sockaddr *)&client_addr,

&clilen) < 0) {
perror("recvfrom failed");
exit(4);

}

printf("got ’%s’ from %s\n", buffer, inet_ntoa(client_addr.sin_addr));

/* close socket */
close(sock);

return 0;
}
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maximumtransmissionunit, 42,90
Mb, Mb/s,MB, MB/s, 10
MBONE, seemulticastbackbone
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821,94
826,37
854,94
894,20
896,83
903,38
943,46
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RIPE,seeRéseauxIP Euroṕeens
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retransmission,74,87

tinygram,83
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