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 Job Description 

	Job title:
	Research Security Manager 

	Department/Faculty:
	Research Policy, Governance & Integrity – Vice-Chancellor’s Office

	Grade:
	Grade 8*

	Location:
	University campuses and locations 



(*) For an exceptional candidate with substantial research security expertise, a market supplement may be negotiated in addition to the substantive salary. Any market supplement will be subject to approval and periodic review in line with University policy.

	Purpose of the job:

	
Reporting directly to the Director of Research Policy, Governance & Integrity, the postholder will drive the implementation, and and ongoing development of the University's research security strategy, embedding effective practices, governance and culture across all areas of research activity.

The postholder will provide institution-wide leadership on the risks and opportunities associated with international research collaborations ensuring that the University can pursue research partnerships safely, responsibly and in compliance with relevant legal and regulatory requirements.  They will provide expert advice to a wide range of stakeholders, including the Pro-Vice-Chancellor (Research), Associate Pro-Vice-Chancellor (Research) and the Vice-Chancellor through the appropriate governance structures. 

Working directly with researchers across Faculties and Schools, as well as Professional Services colleagues, the postholder will support the development of a strong research security culture. They will provide specialist guidance on research-related export and import control requirements, international collaboration due diligence, and the timely preparation, submission and management of export control licence applications and National Security and Investment Act notifications arising from research activities.

The postholder will be responsible for developing and delivering institutional guidance, training and awareness initiatives relating to research security, including the identification and management of undue influence, foreign interference and other risks associated with international research collaborations.

Working collaboratively with Faculties, Schools and Professional Services departments, they will establish and maintain a research security risk framework and associated risk register for Trusted Research, with particular attention to university-wide activities that may present research security risks, including visiting academics, honorary appointments, affiliations and international partnerships. They will also work closely with Digital, Data and Technology colleagues to support researchers in managing wider research security risks relating to data, cyber security, emerging technologies and the protection of sensitive research assets.




	Source and nature of management provided 

	
Director of Research Policy, Governance & Integrity




	Staff management responsibility

	
None 




	Duties and Responsibilities: 

	Strategy

	1. 
	Lead the development, implementation, and continuous improvement of a co-ordinated, institutional strategy for research security, which contains elements such as: Trusted Research, management of international risks, compliance with export control, the National Security and Investment Act, and digital research security.

	2. 
	Establish a process for horizon scanning to identify development, ts in government legislation, regulatory requirements, funder expectations, and sector-wide best practice around trusted research,research security, risks management for international research,export control.

	3. 
	Identify,develop, and maintain institution wide approaches, processes, and systems to meet changing regulatory expectations and requirements, ensuring best practice and incorporation of lessons learnt. 

	4. 
	Play a key role in developing and supporting a quality assurance framework to mitigate and manage risks associated with international research collaborations. This includes implementing a policy framework and initiating a training and outreach programme..

	5. 
	Take ownership of a ‘trusted research’ risk register and the Trusted Research Evaluation Framework ensuring appropriate coordination with other Professional Services such as HR, the Library, Research & Impact Services, Doctoral College, Registry and International Relations Office. 

	6. 
	Provide institutional oversight and expert advice on compliance with regulatory and assurance frameworks relevant to research security, including:
· Nagoya Protocol 
· Prevent Duty
· Export Control legislation
· National Security and Investment Act requirements

	7. 
	Design and operate a robust due diligence framework for assessing international research collaborations. Review collaborations proportionate to risk and ensure appropriate monitoring throughout the project lifecycle.

	8. 
	Work in partnership with Digital, Data and Technology to provide strategic advice and support to researchers on a broad range of research security risks, including cyber security, data security, protection of sensitive research, secure research environments, emerging technologies, and artificial intelligence.

	9. 
	Act as the institutional subject matter expert on research security, and  provide executive-level briefings and reports for university senior management as necessary.

	10. 
	To be a key point of contact for ECJU, RCAT and HERSA to represent the University’s interests and work collaboratively with external agencies. 

	11. 
	To design and implement assurance measures that complement strategy in relation to trusted research, international risk, and export control in line with NPSA’s guidance for UK Universities and engaging with internal audit as appropriate.

	Communications and Training

	12. 
	To develop University guidance materials and deliver training concerning risks in research security, international research, export control and NSI issues. 

	13. 
	Develop and deliver training programmes, guidance materials and awareness campaigns to strengthen research security culture across the institution.

	14. 
	To monitor compliance and impact of all training activities. 

	15. 
	To work with the comms team to establish a cross-University programme of effective communications to raise awareness of research security as appropriate and other cross-University means of engagement with staff/students. 

	16. 
	Build trusted relationships with academic staff, professional services teams and external stakeholders. Provide authoritative guidance to researchers on managing risks associated with research security and international research partnerships.

	17. 
	Represent the institution in sector networks, government discussions and professional communities relating to research security.

	Operational Responsibilities

	18. 
	To act as the lead adviser and central point of contact for researchers and professional services colleagues’ enquiries on risk and regulatory issues relating to international research collaboration. Promote best practice and researcher understanding of responsibilities relating to international collaboration, export controls and national security obligations.

	19. 
	To advise on the timely preparation, processing, and management of export licence applications with staff at all levels in the University through the Government online export licensing system.

	20. 
	To advise on the submission of notifications in relation to the acquisition of an asset within the scope of NSI Act.

	21. 
	To develop systems to identify, record, and monitor notifications, applications, licences granted to the University, including appropriate compliance processes and record keeping for audit purposes.

	22. 
	To develop University guidance materials and deliver training concerning research security and risks in international research, export control and NSI issues. 

	23. 
	To work closely with the Research and Impact Services and work collaboratively, to provide advice on contractual issues as required and establish best practice in relation to international research risks and enhanced assurance. Where appropriate work collaboratively to help devise a set of EU/International research contract templates to help manage risk.

	24. 
	To assist with HMRC and ECJU audits.

	25. 
	To report and seek to resolve breaches if identified through agreed mechanisms and in collaboration with RCAT/ECJU as appropriate.

	Other

	26. 
	To ensure good communication between the Research Policy, Governance and Integrity team, the Library, DDAT and RIS to ensure a collegiate, constructive and high performing research environment is maintained.

	27. 
	The postholder will, from time to time, be required to undertake other duties of a similar nature as may reasonably be required by his/her line manager and/or the Associate PVC-R.
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Person Specification 

	Criteria
	Essential
	Desirable
	Assessed by

	
	
	
	App 
	 Int
	Refs

	Qualifications  

	Specialist training and / or supervised & assessed experience in Research Security, including Export Control, tusted research, and NSI

Relevant undergraduate and / or postgraduate degree to provide underpinning knowledge and thinking (e.g., engineering, law, ethics etc.)

Project management training and  / or qualifications
	




X

	X








X
	X




X



X

	X




X



X
	X




X



X

	Experience & Knowledge

	Previous experience in the HEI setting, preferably in a compliance or research support role.
	
	X
	X
	X
	X

	Leadership experience of developing and implementing institution/organisation wide research related strategy
	
	X
	X
	X
	X

	Experience of interpreting and applying regulatory requirements in the context of research and development. 
	X

	
	X
	X
	X

	Experience and subject matter expertise in research governance and security with a solid understanding of Export Control, Trusted Research and the affiliated research security environment, systems, and processes – able to advise up to the level of the Vice-Chancellor.
	X

	
	X
	X
	X

	Knowledge, understanding and previous experience of the SPIRE system.
	
	X
	
	
	

	Experience of publishing and maintaining published information sources in various formats such as Moodle, web content, newsletters etc.
	
	X
	
	
	

	Experience of delivering successful training interventions. 
	X
	
	
	
	

	Skills

	Technically focused and customer-centric
	X
	
	X
	X
	X

	Ability to work independently with a high degree of integrity. 
	X
	
	X
	X
	X

	Ability to communicate effectively and professionally with a variety of people including the ability to advise staff at all levels
	X
	
	X
	X
	X

	Ability to think strategically and support researchers and departments at an individual and collective level. 
	X
	
	
	
	

	Excellent written and oral communication skills including report writing. 
	X
	
	X
	X
	X

	Excellent organisational skills.
	X
	
	X
	X
	X

	Ability to manage, motivate and develop a member of staff effectively including through change.
	X
	
	X
	X
	X

	Attributes

	Adaptable and flexible.
	X
	
	X
	X
	X

	Able to manage pressure effectively for themselves.
	X
	
	X
	X
	X



Code: A/F – Application form, I/T – Interview/Test, R - References
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