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Introduction

This Business Continuity Plan for <insert name of department here> describes how the department will respond to a variety of disruptions. The plan details the key actions required in each scenario. The appendices contain additional useful departmental information. If you are reading this because the department is currently experiencing a disruptive incident, please go straight to the appropriate action card.


Plan Aim

The aim of this plan is to outline steps to follow during a disruption, in order to minimise the impact(s), maintain key activities where possible and return to business as usual as soon as possible.

The plan documents the responses required to the following types of disruptions:

	Action Card
	Type of Disruption
	Potential Causes

	1
	Loss of key staff

	Illness / injury, industrial action, severe weather, public health incident

	2
	Loss of key premises

	Fire, flood, storm damage, security issue

	3
	Loss of utilities e.g. electricity, water, gas
	Local infrastructure failure, loss of national grid, international supply chain disruption, malicious attack

	4
	Loss of IT systems
	Loss of power, system failure, cyber attack

	5
	Loss of IT hardware and related equipment
	Fire, flood, theft, damage, supply chain issue 

	6
	Loss of communications
	Hardware faults / damage, software errors (including malicious attacks), power disruption

	7
	Loss of hard data / paper records
	Fire, flood, theft, damage

	8
	Loss of specialist equipment (e.g. for teaching and / or research) (delete if not applicable)

	Fire, flood, theft, damage, supply chain issue

	9
	Loss of key partner / supplier (delete if not applicable)


	Supply chain failure, business continuity disruption affecting partner / supplier, loss of contract, financial issue



N.B one incident may cause more than one type of disruption listed above. For example, a severe storm may result in loss of key premises (through storm damage), loss of utilities (through power cuts) and  loss of key staff (if unable to travel to work).

A disruption may affect one department in isolation, a number of departments, or the entire organisation, depending on its type and scale.


Plan Activation

The following individuals are authorised to declare a departmental Business Continuity disruption and invoke this plan:


	Name & Role
	Work Number 
	Mobile Number

	
	
	

	
	
	

	
	
	

	
	
	





Command, Control and Coordination

The command, control and coordination of Business Continuity disruptions is aligned to the organisation’s Incident Response Framework approach which uses the tiers of Bronze, Silver and Gold.
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If the disruption affects one department alone, with manageable impacts and a resolution achievable within the Recovery Time Objectives of the key activities affected, the response can be coordinated at the Bronze (operational) level by the Head of Department / Director of Professional Service or nominated Deputy. 




If the disruption affects one or more departments, with challenging impacts and a risk of remaining unresolved on reaching the Recovery Time Objective of one or more of the key activities affected, this should be escalated to the Silver (tactical) level of incident management. The actions described in this plan must still be completed within the department. The Silver Incident Response Team convened will oversee the response at a tactical level, coordinating the overall response, supporting the affected department(s) and forward planning, rather than completing the immediate, operational actions required. If the disruption requires a strategic response at Gold level, the Silver Incident Response Team will escalate the matter and the Gold Incident Response Team will be convened.


To escalate the disruption to Silver, in hours, please contact one of the following individuals:

	[bookmark: _Hlk130298838]Name
	Role
	Contact Details

	Dr Ghaz Alwani-Starr
	Chief Operating Officer
	01225 386506

gmas21@bath.ac.uk


	Siân Dyson

	Head of Organisational Resilience and Business Continuity (OR & BC)
	01225 387534

mnmsld@bath.ac.uk


	Susan Stove Schofield
	Business Continuity & Compliance Operations Manager

	01225 386080

scs42@bath.ac.uk






Out of hours, please contact one of the following individuals:

	Name
	Role
	Contact Details

	Dr Ghaz Alwani-Starr
	Chief Operating Officer
	Via Security
01225 385349


	Siân Dyson
	Head of OR & BC

	Via Security
01225 385349






Plan Stand Down

This plan may only be stood down by one of the individuals with documented authority to implement the plan (see previous section). 



Incident Debrief and Plan Review

All Business Continuity disruptions should be debriefed, to identify learning to avoid similar future disruptions and / or strengthen the departmental / organisational response. Debriefs should be conducted within two weeks of the disruption.

If the response was overseen at Bronze level, the debrief should be facilitated by the Head of Department / Director of Professional Service or nominated Deputy. Debriefing guidance can be found in the Incident Response Framework.. Please share the completed debrief report with the Head of OR & BC. If the response to the disruption was coordinated at Silver (and Gold) level, the debrief should be facilitated by the Head of OR & BC.

Following a BC disruption, debrief and report, this plan must be reviewed by the department. If changes are made, the updated version must be ratified by the Head of Department / Director of Professional Service. Version control must be maintained, with updated plans replacing previous versions in all storage locations.

In the absence of any disruption, the plan must be reviewed annually and / or after any significant departmental change. Please share a copy of the new version of the plan each time it is updated with the Head of OR & BC and / or Business Continuity & Compliance Operations Manager. 


























	Action Card: 
	1 – LOSS OF KEY STAFF


	Potential Causes
	Illness / injury, industrial action, severe weather, public health incident


	Key activities affected
	




	Shortest RTO and MTPOD of key activities affected
	




	Escalation route  
(for resolution of issue)
	In hours:

Out of hours:



	Actions Required 
	




	Back up locations
	




	Recovery considerations
	























	[bookmark: _Hlk130299342]Action Card: 
	2 – LOSS OF KEY PREMISES


	Potential Causes
	fire, flood, storm damage, security issue


	Key activities affected
	




	Shortest RTO and MTPOD of activities affected
	




	Escalation route  
(for resolution of issue)
	In hours:

Out of hours:



	Actions Required
	




	Back up locations
	




	Recovery considerations
	
























	Action Card: 
	3 – LOSS OF UTILITIES


	Potential Causes
	local infrastructure failure, loss of national grid, international supply chain disruption, malicious attack


	Key activities affected
	




	Shortest RTO and MTPOD of activities affected
	




	Escalation route  
(for resolution of issue)
	In hours:

Out of hours:



	Actions Required
	




	Back up locations
	




	Recovery considerations
	























	Action Card: 
	4 – LOSS OF IT SYSTEMS


	Potential Causes
	loss of power, system failure, cyber attack


	Key activities affected
	




	Shortest RTO and MTPOD of activities affected
	




	Escalation route
(for resolution of issue)
	In hours:

Out of hours:



	Actions Required
	




	Back up locations
	




	Recovery considerations
	
























	Action Card: 
	5 – LOSS OF IT HARDWARE & RELATED EQUIPMENT


	Potential Causes
	Fire, flood, theft, damage, supply chain issue


	Key activities affected
	




	Shortest RTO and MTPOD
	




	Escalation requirements 
(for resolution of issue)
	In hours:

Out of hours:



	Actions Required
	




	Back up locations
	




	Recovery considerations
	
























	Action Card: 
	6 – LOSS OF COMMUNICATIONS


	Potential Causes
	Hardware faults / damage, software errors (including malicious attacks), power disruption


	Key activities affected
	




	Shortest RTO and MTPOD
	




	Escalation requirements 
(for resolution of issue)
	In hours:

Out of hours:



	Actions Required
	




	Back up locations
	




	Recovery considerations
	























	Action Card: 
	7 – LOSS OF HARD DATA / PAPER RECORDS


	Potential Causes
	Fire, flood, theft, damage


	Key activities affected
	




	Shortest RTO and MTPOD
	




	Escalation requirements 
(for resolution of issue)
	In hours:

Out of hours:



	Actions Required
	




	Back up locations
	




	Recovery considerations
	
























	Action Card: 
	8 – LOSS OF SPECIALIST EQUIPMENT (e.g. for teaching and / or research) – Delete if not applicable


	Potential Causes
	Fire, flood, theft, damage, supply chain issue


	Key activities affected
	




	Shortest RTO and MTPOD
	




	Escalation requirements 
(for resolution of issue)
	In hours:

Out of hours:



	Actions Required
	




	Back up locations
	




	Recovery considerations
	























	Action Card: 
	9 – LOSS OF KEY PARTNER / SUPPLIER – Delete if not applicable


	Potential Causes
	Supply chain failure, business continuity disruption affecting partner / supplier, loss of contract, financial issue


	Key activities affected
	




	Shortest RTO and MTPOD
	




	Escalation requirements 
(for resolution of issue)
	In hours:

Out of hours:



	Actions Required
	




	Back up locations
	




	Recovery considerations
	






















Appendices

· Departmental Structure (taken from departmental BIA)

· Key Activities, MTPODs & RTOs (taken from departmental BIA)

· Key Contacts (names, roles, contact details, out of hours arrangements)

· Key Locations

· Key Dates (regular events, increases in activity / risk within academic year)

· Key Suppliers (names, contact details and alternatives if available)
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