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Topics relevant to social prescribing

• Public perceptions on health data use and 

sharing

• Challenges of sharing, storing and using health 

data

– Public’s behavioural intentions

– Contrasts between individual and public benefit
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Focus on public preferences 

between privacy and security across EU27

Public Perception of Security and Privacy: 

Assessing Knowledge, 

Collecting Evidence, 

Translating Research into Action

• A three-year project, 2012-2014: 

• www.projectpact.eu

• 11-member consortium led by:

o Centre for Science, Society and Citizenship (CSSC, Italy)

o Peace Research Institute (PRIO, Norway)

http://www.projectpact.eu
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Three contexts, all relevant to the European 

setting, were selected
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3. Health Data Records and 

Data Mining for Personal and 

Public healthcare

1. Travelling on the Metro/Rail: Physical 

Surveillance and Screening
2. Choice of Internet Service Provider: 

Internet Surveillance
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Main Survey Data Collection
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Target

population  
General population, aged 18+

Number of

countries

Number of 

participants

Survey

administration

Sampling

design

27 EU member states

26,443

Online: 12 countries

Face-to-face: 13 countries

Mixed methodology (500 online, 500 face-to-face): 2 countries

“On-line” countries: representative quotas on age, gender and region

“Face-to-face” countries: 3 step approach (stratification and selection of 

sampling points, selection of addresses within each sampling point, selection of 

individuals within each selected household (quotas by age and gender)



School of 

Geography and Planning

Public perceptions on health data

across the EU27

6



School of 

Geography and Planning

Health Privacy Concern Index
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Europeans’ Preferences for Health Records: 

Choice context
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Range of attributes 

used in the Health—

data experiment
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Most EU countries preferred a device to store increasingly 

expansive healthcare data, but only up to a point
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All else being equal, respondents would only allow doctors, 

nurses and paramedics but not other emergency services 
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Who else can view health data 

beyond medical specialists? 

• With reference being ‘only medical specialists’, 

European citizens were overall:

– Averse to immediate family, health insurance 

companies, private sector pharmaceutical companies, 

and academic researchers having access to their 

health-related data
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- Lithuania, Romania, 

Slovenia and Slovakia: 

in favour of immediate 

family to view health 

records

- Belgium, France, 

Lithuania and Romania: in 

favour of home care 

nurses be able to view 

health records
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Evidence from cognitive testing of scenarios 

also showed that

• Little awareness of how health data can be stored 
and used – e.g. as a measure of safety

• Consent and transparency were the most important 
elements mentioned by participants

• People felt the need to be informed about:
– How their data is stored

– Who can have access to it

– Health data should not be shared without their permission, 
even in emergency situations

• Risk of discrimination of people who suffer from 
certain illnesses
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Everything else being equal, respondents were willing to 

pay for privacy protections but not sharing of data
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Implications for policy

• Storage:
– People across EU27 feel that benefits outweigh risks to 

privacy

• Shift to electronic records is in line with the findings of this study

– However, we do find stronger preference to include mental 
and sexual health, addictions and medical history among 
18-34 year olds 

• those aged 35 years and over were against

– Findings provide some support for the current system of 
separation and anonymity in the storage of sensitive 
medical records. For example, in the UK sexual health 
services are not stored as part of the patient’s health 
records
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Implications for policy [2]

• Access:

– Access to information across Europe was generally 

preferred but worldwide access was not

– Health information is increasingly being accessed by 

the police and emergency services (e.g. to enable a 

more effective response to emergencies) and we 

found in general that this is not preferred
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Implications for policy [3]

• Sharing:

– Sharing beyond health care professionals was not 

preferred

– Our work provides insight across several areas in this 

ongoing debate; particularly, around the sharing of 

electronic health records for research
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• Evidence of privacy (valuation) paradox:

– People value privacy very highly, however, they express 

differing preferences when it concerns priorities that they deem 

important in the immediate context (money, attitudes, 

acceptability)

• Observed preferences reflecting a ‘free-rider’ 

challenge

– Sharing of personal data for own healthcare benefits is 

preferred but the types of sharing likely to have wider 

public health benefits is less preferred

• Data sharing preferred only with designated 

healthcare professionals

– Raising questions of trust
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Failing to address privacy in innovative models for healthcare delivery or active 

aging initiatives  (e.g. through non healthcare professionals or mediated by 

technology) may disengage individuals

Conclusion
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